YTBepxkAeH

RU.54819512.00019-01 34 02-J1Y

[IporpaMMHBIN KOMILUIEKC
«OTP. YHuUBepcalbHbIN cepBep OE30MaCHOCTH
(ITIK «OTP.YCb»)

PYKOBOJACTBO AIMUHHUCTPATOPA

Koxa noxymenra: RU.54819512.00019-01 34 02

JIuctos: 106

MockBa
2021



Conep:xanue

BBEIIEHIE .........ocooiiiiiii bbbttt b e n s
ITEPEUEHD TABJIHLL..........ccoiiiiiiiiii et
IMEPEUEHD PUCYHEKOB...........cooiiiiiii e
HNEPEYEHB MPUHSATBIX COKPAIIEHMI .............coooovoiicecieeeceee e,
1. OBHIUME CBEIEHHSL.........ccoooiiiiiiiee e
1.1. OGo3HayeHHE N HAUMEHOBAHHE TIPOTPAMMDBI .......eeuviieeriesresieessesssesseesseassesseessessnesseesnesnnenneas
N & )2 . (S 1 (S OO UPT PP PR UPRTRRO
1.3, Cpena QYHKIHMOHMPOBAHHUS .. ...veiveerriasresteeseassesseesseasseaseaasesssesseesssasssassessessesseessesneaseessens 10
2. YCTAHOBKA ITK «OTP.YC B ....ccoiiiiiiiiiiiiiee et 12
2.1. TloaroroBka K YCTAHOBKE [TK «OTP.YCBM ....ccciiiiiiiiiiiieieece e 12
2.2. YCTaHOBKA [TK «OTP.YCBM ...ceiiiiiiieiii e 13
2.3. 3amyCK [TK «OTP.YCB ..oiiiiiiiiiiiieiteee et 16
2.4. OcTaHOBKA [TK «OTP.YC B ...eeiiiiiiiiiiii et 16
2.5, TIPOCMOTP JIOTOB ...euveeutisretiesteastesteeseaseesbeesbees e st et ss e s e bt et b e e b e b e e bt e nbe e st nbeeabe e b e nnnenne s 16
3. OHNHMCAHHUE ITOPSIIKA U CIIOCOBA BbIITIOJTHEHU A KAXKJIOHN 13
ONIEPAIIMU ®YHKIUU AIMUHHUCTPATOPA.........coooiiiii 17
3.1 BAIYCK JIK oo 17
3.2, TIHTEPPEHIC JIK ....c.eiiiiiiiiiict ettt 19
3.2.1.  TUITOBBIC OTIEPAIIHIF .....eevveenreseesseessesseesseesesssesseessessseaseeseassesseesbeasseaseesseesnenseenreannennes 19
3.2.2. Hcnonb3oBaHue PUIBTPOB U COPTHPOBKU BATTUCEH ....cevveeveernreesineaieesieeaseesieeaneenes 20
GG TR\ 0} 7 8 4§ 01oT11) 7 11 0 S TP PRSP 20
3.4. AIMUHUCTPHUPOBAHUE OPTAHUBAIMOHHON CTPYKTYPB ..uvvirvverrensriireeressresseessesssesseensesnesnens 22
3.4.1.  HacTPONKA OPTAHMBAIIHI ........verveerririresieastesseesseessesseesseesseassesseesseesnesseesneenesseenneenennes 23
3.4.2.  HacTpOHKa POITU B OPTAHMBAIIMI .......veuveerresresseesessreaseenseassesseessesssesssessesssessnssseesesses 25
3.4.3.  HacTpOMKa YUETHBIX BAIMHCEH .....ccviiueiiiieiiiiiesiieie st 26
3.4.4.  HaCTPOHKA COTPYITHUKOB .....cuvereerrerseeteensesseesseensessseaseesseassesseesseassssseessessesseesseesesses 28
I TG T2 1Y (5111 (<) ¢ 0 £ N 30
3.5, AIMUHUCTPHPOBAHUE BATBOK. ...c.viiuriiieeriasristiesiisssssieesseassesseessssssssseesnesssessessssssssssessnessnssneas 33
3.5.1.  3aABKH HA PETHUCTPALIMED ....uveuvvirviesrisiessieeresstessee st sssssbeesnsassssseesbsssnssbeesne s e sseesresnesnes 33
ICRSTVINCT: 1:3:97 8 2: 191 (0 Yo ) 4 GOO PSPPSR 35
3.6, HACTPOMKH. ...ttt e bbbt b bt b et et be b e nne s 37
3.6.1. HacTpONKa QY TEHTHMUKAIIHI ......c.veruveieenresirenseenesseesseesseassesseessesseesseesseesesseesneenesnes 37
3.6.2. Hacrpoiika MOAYIEH Ay TEHTUDUKALIII .....cevevieiiiiiiiiieirisire st 43
3.6.3.  HacTpoiKa CXEM aYTEHTHMHKAIIIF .......ceverrrerreerrensrenseeseasnesseessesssesssessessesseesseessesses 45
3.6.4.  HACTPOMKHU TOCTYIIA .. .cetiiuriiiiiitieii sttt 48
3.6.5. HacTpoiika HHPOPMAITHOHHBIX CHCTEM .....eeuveveereessresseeseasresieesseessesssesseassesnsssesssesses 49
3.6.6.  OOIIIHE HACTPOMKHI ... eeeuveeiriatieastiesteeasteesteeasseesseeasseesseessseessseanseesseeabeessneaseessseanseenes 12
3.7. JKypHa COOBITUN OE30TIACHOCTH ......vveurisrisieeiisseesteestessse s e sbe s sbeesr e esbeesre e sbeeane e e 74
R T 111 1 ; ST TP P PV UPPT TR VRTPPPPRRPRON 77
MNPUJIOKEHUE A. OIIUCAHME ITAPAMETPOB MOJYJIEN
AYTEHTU@UKALIMM ..........cooiiiiiiiiiiie e 79
MNPUJITOKEHUE b. OITMCAHUE MMAPAMETPOB HC.........ccoocooiiiiiiiiiice 81

IMPHJIO)KEHUE B. OIIMCAHHUE TAPAMETPOB KOH®OUT'YPAIIMOHHBIX

HACTPOEK e 83



IMPHJIOKEHUE I'. MIEPEYEHb CUCTEMHBIX MOJIYJEM C

OTKPBITBIMHU ITOPTAMM 1O YMOJIYAHHIO ........c.oooviiiiiiiiiii e 90
IMPUJIOKEHUE JA. TUITIOBASA CXEMA PASMEIIEHUSA UBJAEJIUSA ...................... 92
IMPUJIOKEHUE E. SQL CKPHUIIT CO3JJAHUSA APXUBHOMU BI...............cocouc....... 94
IMPUJIOKEHUE 7K. OMUCAHUE MOJTHOMOYHH POJIEM TOCTYHA ]

JIK AIMUHUCTPATOPA ... s 95
IMPHJIOKEHUE 3. CIIMCOK NPEAYCTAHOBJIEHHbBIX UC B U3JIEJIUMA .......... 99
IMPHJIOKEHUE N. CKPUIIT YCTAHOBKHU UBJAEJIUS ..., 101
IMPHJIOKEHUE K. CKPUIITBI THULHUAJMUZALOUU BI..........ccevviiiiiiii, 103
COCTABHIUJII ...t e 104
COTJTACOBAHO ..ot 105
JUCT PETUCTPALAU UBMEHEHMI...............coovoviriiiicieeeeeeeee e, 106



BBEJAEHHUE

JlaHHBIN JOKYMEHT COAEP)KUT OIMCAaHUE OOJIACTH MPHUMEHEHHS M CHOC00a HMCIOIb30BaHMA,
HopsiIKa U Ccrtoco0a BBIMOJHEHUS KKI0W W3 onepanuii pyHKIUH aJMHUHACTPATOPA, YCTAHOBKU U
OIMCAaHUE BEPOSITHBIX OLMIMOOK M HEMoJaloK B paboTe cucteMsl mporpaMMHoro komrurekca «OTP.
YHUBepcallbHBIN cepBep 0e30MMacHOCTH (Janee 1mo Tekcty — M3aenmue).

JIOKyMeHT npepHa3HaueH I aJMUHUCTPAaTOpOB M3 enus.



IHEPEYEHDb TABJINIL

Tabmuua 1. [IepeyeHb MPUHATBIX COKPALICHMM .. ...vviuviieerissresieesisseesseesesseessee s sseesbeenesnnenneenesnes 8
Tabmuma 2. MuHUMAaIbHBIC TPEOOBAHUS K ANIIAPATHOMY OOCCIICUCHHIO .. .eevvvreeireesireesireesieeens 10
Tabmuua 3. TpeGoBaHUS K IPOTPAMMHOMY OOCCIICUCHUEO ....vevvervierrisrireasresieesieessessnesseesnessnesseas 10
Tabmuma 4. TunoBsie oneparuy HaJ O0BEKTAMU MBHCTIHS ......vvvviviieiiieiiiie e 19
TaOmUIA 5. BUIBI (DHIIBTPOB. ...c.uveitiiitiiaiiesiteesteesiteesieessteesbeessbeestesssbeeabeesabeesbeessbeesbeeanneesseesbeesnnens 20
Tabmuma 6. ATpubyThl cxeMbl noakiroueHus kK LDAP nius uaeHTuduKamm u

AYTCHTHDHKALIII . ...ttt ettt ettt s ettt h e bt s et b e e bt e e e bt e b e e et ke e b e e b e nbe e re e e e 38
Tabmuma 7. ATpubyThl cxeMbl noakiroueHus kK LDAP nins uaeHTuduKanmm u

AYTCHTHDIKALIII . ...ttt ettt be etk et se bt e e et b e e bt e e e b e e b e e et b e e b e e b e e re e e e 39
Tabmuma 8. ATpuOyThl cxeMbl noakiIrodeHus K LDAP 115 cuHXpoHU3aIMu TaHHBIX O

1 (0)) 036700 : -1 Lo (I 40
Tabmuma 9. AtpubyTsl cxeMbl noakiroueHus kK LDAP nins uaeHTuduKanmm u

LS E U7 (1) 1511071 SO TR PP TSP PP PSP 42
Tabmuna  10. ATpuOyTsl cxembl noakiarodenust kK LDAP mist unentudukanum u

AYTECHTHDIKALIHI. ...ttt ettt s st e e se s b e st es e b e e b e e s e e bt et e e sn e e b e e b e e s e nseenne e e e 43
Tabmuma 11. THIBI COOBITHIA OC30IIACHOCTH ..ovvvvvvererererererereseteseseseeeteseretesereretetererereeeteeeererrrrere 70
Taomuma 12. TUIBL COOBITUIA OE30IIACHOCTH .....evrerrrrrnnsssseesseesssssnnssssessssssssnnninteeeseeesssmninreeeseeesnnn 75
Tabmuma 13. Onmrcanue HACTPOCK MEXAHU3MA APXUBHPOBAHUS . .covvervverreenresieesieasessnesseensessnenneas 76
Tabmuna 14. Onucanue mapameTpoB Moaylis «AyTeHTudukanus yepes LDAP»

(IdAPUSEIMOTUIE) ...ttt 79
Tabmuna 15. Onucanue mapameTpoB MOy «Moayibs ayTeHTH(UKALIUU TI0 3arOJIOBKY»

(NAderLOgINIMOTUIR) .......ooiiieieeee et 80
Tabmuna 16. Onucanue mapaMeTpoOB HHPOPMAITUOHHON CHCTEMBL.........covrerueerreesieesneesnneaneesinens 81
Tabmuma 17. Onucanue napaMeTpoB KOHOUTYPAIUOHHBIX HACTPOCK .....vvervevrerveersesseesseensennensess 83
Tabmuna 18. [lepeueHb CUCTEMHBIX MOAYJIEH C OTKPBITBIMU MOPTAMH 110 YMOTUYAHHUIO ............... 90
Tabmuma  19. SQL ckpunt co3manust apXUBHOU BJT........ooiiiiiiiiiiiiiii e 94
Tabmuna 20. Onucanue moIHOMOUYUHN poseit qoctyna st JIK aqaMUHUCTPATOPA ..vovvvevveenieeeens 95
Tabmuma 21. Criucok npeaycTaHOBIECHHBIX C B MBHETHMU. ......covvviiiiiiiiiiceiie e 99



IHHEPEYEHb PUCYHKOB

Pucynok 1. CTpaHUIA QY TEHTHPUKALIII .....c.vveuvieeiteesiesieesieessesssesiee s sse e s st sne e sneenesnes 17
Pucynokx 2. CtpaHuLa BBIOOPA YPOBHS CEKPETHOCTH CECCHH ...vvvrviarriririiissrissessiesssessssssessnessnssneas 18
Pucynok 3. I'maBHast cTpaHULA JIK........cooiiiiii 18
PUCYHOK 4. FTHTEPAEHC JIK ...ttt sbee e 19
Pucynok 5. ITanens naBuranuu JIK. Pazmen « MO IPODUIB ....ocvveiviiriiieiiiiiiiciece e 21
Pucynox 6. Ilanens naBuramuu JIK. Pasnen «Moi npodunby. @opma «M3meHeHue

Y010 620 ST O RPN 22
Pucynox 7. ITanens HaBuramuu JIK. Paznen «OpraHu3aiiuoOHHAS CTPYKTYPA woveevvrrereriivreeeeninnes 23
Pucynox 8. Paznen «Opranusannonnas ctpykrypay». CrnuckoBas popma « Opranuzamum ........ 23
Pucynox 9. Pa3nen «OpranuzanuonHas ctpykrypa». @opma pegakTupoBaHus

L@ 0] 11217 T2 011707 O T O TP PP PP PR PPPROP 24
Pucynox 10. Paznen «OpranuzanuonHas ctpykrypa». Crnuckoas ¢popma «Ponu B

10 o) IR 207 T2 11717 SO T TP P PP UPR PP 25
Pucynok 11. Pa3nen «Opranuzannonnas crpykrypa». @opma penakruposanus «Posu B

0] o)1 207 T2 11717 0 SO TR P PP TTPPRTOP 26
Pucynox 12. Pa3nen «OpranusannonHas crpykrypa». CrnuckoBas popma «YuyeTHbIe

T 1107 (67700 TP TP PR 27
Pucynox 13. Pa3nen «OpranusanuonHas cTpyktypa». @opma peakTUpOBaHUs « Y YETHbIE

T 1107 (67700 TP TP PR 28
Pucynox 14. Pa3nen «OpranusanuonHnas crpykrypa». CrnuckoBas popma «COTpYIHUKI ........ 29
Pucynox 15. Paznen «Opranu3anuoHHas CTpykTypa». @opMa peakTUpOBaHUS

R @Ia y 0 151704 0 OO U TR 30
Pucynok 16. Paznen «OpranuzannonHas ctpykrypa». CrnuckoBas popMa «3aMeeHUs» .......... 31
Pucynox 17. Pa3nen «OpranusanuoHHas cTpykTypay. @opma peaakTUpOBaHUS

B 1Y (2011 (S 1 200 PP 32
Pucynok 18. Ilanens HaBuraruu JIK. Pazien «BasmBRUM ........oovvviiiiiiiiiii e 33
Pucynok 19. Paznen «3asBxkn». @opMa pelakTUPOBAHMS 3asIBKM HA PETUCTPALIUIO. ......ovvuvenesns 34
Pucynox  20. Paznen «3asBku». ®opma pe1akTUPOBAHUS 3aIBKH HA JOCTYIL. ...vveereerreerinenneenenns 36
Pucynox 21. Ilanens HaBuranuu JIK anmMuHucTpaTopa «AIMHUHHCTPATOP 0€30MaCHOCTIY.

o2l (S0 Q0 & F Tog 1) 1.3 £ S TP UPRTSUPRRRPPR 37
Pucynox 22. Paznen «Hactpoliku — Ayrentudukanuu - Moxynu». Crnuckosas ¢popma

LAY [0D1 A1 1% 0o PP PRT SR 44
Pucynox  23. Paznen «Hactpoliku — Ayrentudukanmu - Moaynn». @opma

PEAAKTHPOBAHUS «IMOITYIIMD ...ttt 45
Pucynox 24. Paznen «Hactpoliku — Ayrentudukanuu - Cxems». CriuckoBast popma

(@535 Y15 RO PR PP 46
Pucynox  25. Paznen «Hactpoliku — AyrenTudukanmu - Cxems». @opMa peJakTHpPOBAHUS

(@535 Y15 RO PR PP 47
Pucynokx  26. Pa3znen «Hactpolikn». CrinckoBas popma «MH(POpMAIIMOHHBIE CUCTEMBD ............ 49
Pucynox 27. Paznen «Hactpoitkn». ®opma penaktupoBanus « MHGopManimoHHbIE

1007 (0 (Y 13 PP 50
Pucynok 28. ®opma «3arpy3ka KAPTOUKHU MO ......eviiiiiiiiiiiiiiic e 51
Pucynok  29. Paznen «Hactpoiiku - Jloctym». CinckoBast popma «JIMMHUTBI CECCUM» ................ 52
Pucynox 30. Paznen «Hactpoiiku - Jloctyn». @opma pegaktupoBaHus «JIMMUTBI CECCUMY ....... 53
Pucynok  31. Paznen «Hactpoiiku - Jloctym». CickoBast opma «POTH» .....coovvviviiriiiiiienene, 54
Pucynox 32. Paznen «Hacrtpoiiku - Jloctyn». @opma peaakTupoBaHUsA «POII) .......c.ccovvvveinnenn 55
Pucynox  33. Pasnen «Hactpoiiku — {octyn - Ponm». ®opma penakrupoBanus «Pomm».

HacTpoiKa JOCTYTIA K OOBEKTAM. .....veeireiiurieieesireesieeasreesieessseessessneesneessneesseeaneesmeeaneesnnesneees 56



Pucynox 34. Paznen «Hactpoiiku — loctyn - Ponny. @opma pegakrupoBanus «Posmy.

Hacrpoiika goctyna k oobektam. [IpeBo pecypcoB 1 00BEKTOB UC.........ccoovviiiiiiiiiiiiin, o7
Pucynox  35. Paznen «Hactpoiiku — loctyn - Ponny. @opma pegaktupoBanus «Pomy.
Hactpoiika goctymna Kk 00beKTaM. PEIaKTHPOBAHUE YCIHOBH. ...o.vveuvirveerierinieesieeresieesieanenes 58

Pucynox 36. Paznen «Hactpoiiku — Joctyn - Ponny. @opma pegaktupoBanus «Pomy.
Hacrpoiika noctyna k arpuOyraM 00beKTOB. [[peBo pecypcoB, 00bEKTOB U aTpHOYTOB

7 (TSRO UR PRSP 59
Pucynox  37. Paznen «Hactpoiiku - Jloctym». CiinckoBast popma « TUIBI QYHKIHID) ................. 60
Pucynox 38. Paznen «Hacrpoiiku - Jloctyn». @opma pegaktupoBanus « TUIBI QYHKITUI........ 61
Pucynox  39. Paznen «Hactpoiiku - Jloctym». CickoBast popma «DYHKIHID ....c.vvevvereverieenenee 62
Pucynox  40. Paznen «Hactpoiiku - Joctyn». ®opma penaktupoBaHusi « DYHKIHM ................. 63
Pucynox 41. Paznen «Hactpoiiku - Jloctym». CickoBast popma «ITOIMUTHKI ......oevvrevirivennnne 67
Pucynox 42. Paznen «Hacrtpoiiku - Jloctyn». CnuckoBas popma «O0bekTsl BJI UC» ............... 68

Pucynox 43. Paznen «Hactpoiiku - J{octym». @opma penaktupoBanust «Oowextsl B UC» ..... 69
Pucynox 44. Paznen «Hacrpoiiku - Jloctyn». CiiuckoBas popma «YpoBHU

KOHDUICHITHAITEHOCTIDY ..veuvvevteeteesureesessssaessessssessssssssesssssassessssssssesssssansesssesansesssessseesssesnseses 70
Pucynox 45. Paznen «Hacrtpoiiku - Jloctyn». @opma pegakTupoBaHus «Y poOBHU

KOHQDUICHITHAITEHOCTIDY ..veuvvevteesseessseesessssaessessssessssssssessssssssessssssssesssssansesssessnsesssesssessssesnseses 72
Pucynok  46. Paznen «Hactpoiiku - O0umue». CrinckoBas opMa «OOILIHEY ......ccverveeervraiveeninnns 73
Pucynox 47. Paznen «Hactpoiiku - O0mme». @opma penakTHpoBaHuS «OOMIACY ............veuvenee. 74
Pucynok  48. Paznen « Kypuam». CriuckoBast opMa «KYPHATD ...o.vveiveirieeiiiiieesiee e 75
Pucynox  49. Paznen «Ceccum». CUCKOBAST POPMA CCECCHID .....vveuviiveiiieiieeisieesieeie e 77
Pucynok 50. TumoBast cxeMa Pa3sMEILIEHUS UBIEIIHS .....eeeruvereiureressreeesreessssesssssessssnesssssessssneessneens 93



NEPEYEHDb IPUHSTBHIX COKPAIIIEHUI

COKpaH_IeHI/IH, HCIIOJIB3YEMbBIC B TIOKYMCHTEC, IIPUBCACHLI B Ta6J'II/II_[e 1.

Ta6auna 1. [lepeyeHb NPUHATHIX COKPALIEHHIT

TepMHUHBI U

Onpenenenus
COKpAaLIeHusI

API Application Programming Interface — wunHTepdeiic mporpaMMHpOBaHHS
NPUIOKEHUH, onpenessomuil (yHKIHOHAIBHOCTh, KOTOPYIO INPENOCTaBIsET
nporpaMma

HTTP HyperText Transfer Protocol. [Iporokon nepegauu runeprexcra

IP Internet Protocol. MesxceTeBoii mpOTOKOI

LDAP [TpoTokoa MpUKIaIHOTO YPOBHS JUIS TOCTYIA K CIY»K0€ KaTaloros

SNS CpenctBo 3ammtel uHpopMarmu Secret Net Studio — 8, Cpencrso 3amuThr
undopmaruu Secret Net Studio-C

SSO Single Sign-On.  TexHosorus, oOecrevnBamomas OIHOKPATHBIA  BBOJ
UACHTHPHULIUPYIOLIEH u ayTeHTU(UIHPYIOLIeH HHpOpMAITUH IS
ayTeHTHU(UKAMKM W aBTOPU3alMM TIOJNB30BaTeNiel Ha JOCTYN K HECKOJIBKUM
(YHKINOHAIBHBIM M TEXHOJIOTMYECKUM ITOACUCTEMAM

TCP/IP Habop ceTeBBIX MPOTOKOJIOB TIepeiadn AaHHBIX, UCIIOIB3YEMBIX B CETAX

B baza ganHbBIX

1o [IporpammHoOe obOecrieueHue

[I10 [IpukinagHOe IporpaMMHOE OOECIICUCHHE

P [IpaBuna pasrpaHuueHUs 1OCTYyIIa

P PykoBogsmuii fOKyMeHT

CYBJ] Cucrema yrpasieHus: 6a3aMu JaHHBIX

Y TexHn4YecKue yCIOBHs

Yexbokc Knerka BbIOOpa M3 criMCKa MPeJICTaBICHHBIX 3HAYCHUH

9BM ONEeKTPOHHO-BBIYUCIIUTENbHAS MaIlIHHA



https://ru.wikipedia.org/wiki/%D0%93%D0%B8%D0%BF%D0%B5%D1%80%D1%82%D0%B5%D0%BA%D1%81%D1%82

1. OBLUUE CBEJAEHUS

1.1. OOo3HauyeHMe U HAMMEHOBAHHE MMPOTPaAMMbI

[lonnoe wnaumenoBanue: IIporpammubiii  kommuiekc «OTP. VYHuBepcambHBI cepBep
0e30MacHOCTH.

Kparkoe naumenosanue: [1K «OTP. YCby.

O6o3nauenne Usnenus: RU.54819512.00019-01.

1.2. Ha3zHayeHue

I/I3,I[6J'II/I6 MNpE€aHa3HA4uYCHO JJIA MCIIOJIB30BAaHHA B aBTOMATHU3UPOBAHHBIX U I/IH(i)OpMaLII/IOHHBIX
CHUCTEMaXx.

— HH(OPMAIIMOHHBIX CHUCTEMaxX, B KOTOPBIX OOpadarbiBaeTcsi MHQPOpPMALUs, COAepIKaias
COBEPIIIEHHO CEKPETHBIC CBE/ICHHS;

— 3HAYUMBIX 00BEKTaX KPUTHYECKOH MHPOpMAaIMOHHOW HMH(]pacTpyKTypsl A0 1 KaTeropuu
BKJIFOUUTEIIHHO;

— TOoCyIapCcTBEHHBIX MH(POPMAIMOHHBIX cHcTeMax | Kilacca 3alMIIeHHOCTH BKIIOYHTEIBHO;

— B aBTOMaTHU3WPOBAHHBIX CHCTEMaX YIpPaBJICHHUS IPOU3BOICTBEHHBIMH M TEXHOJIOTHYECKUMH
nporeccaMu | Kilacca 3alUIEHHOCTH BKJIIOYUTEINBHO,

— B MH(QOPMAIIMOHHBIX CUCTEMAaxX MEPCOHAIBHBIX TaHHBIX IPU HEOOXOIUMOCTH 00eCIICUCHHS
70 1 ypOBHS 3alIUIIEHHOCTH NMEPCOHAIBHBIX JAHHBIX BKIIOUUTEIHHO.

Wznenue oOecrieunBaeT 3ammry WHGOPMAIMKA OT HECAHKIMOHUPOBAHHOIO JIOCTyNa Ha
MPHUKJIATHOM YPOBHE W MHOTOIIOJIH30BATEILCKUNA PEKUM 00paOOTKU JaHHBIX C Pa3HBIMH MpaBaMU
JIocTyna K oopabdaTsiBaeMoil HHPOpMAIIHUH.

IIpenycmoTpeno B3aumozencTeue M3aenus co cienyomuMi CHCTEMAMM:

1. LDAP-karamor mojbp3oBateinei — st uaeHTH(GUKAInn/ay TeHTU(UKAIIAH TOTb30BaTeeH.

2. Tlomcucrtema, peaim3yromas TPUMEHCHHE MEXaHHW3Ma TIOJHOMOYHOTO YIIPABICHHS
JOCTYIIOM KJIHMEHTa cpeacTBa 3amuTbl uHpopmarnmu Secret Net Studio u3 cocrasa
MOJIKJTFOYaeMOi (pyHKIIMOHATEHON KOMITOHEHTHI - JIOKAJIbHAS 3aIlUTa.

3. 3ammuniaemble WHGOPMAIMOHHBIE CHUCTEMBI — Ui oOecreueHuss Oe30macHOCTH
nH(popmaiuu, o6padaThIBAEMOI B 3THX CHUCTEMAX.

B coctaB U3nenus Bxoasat CICOYHOIIUE TPOrpaMMHBIC KOMIIOHCHTHI:

CepBuc yrpaBieHus.

CepBuc uneHTU(UKAINY U ayTeHTU(DUKALINH.
CepBuc aBTOpHU3aLIUU.

CepBuc pasrpaHnueHus Ha YPOBHE KOJIOHOK.
CepBuc perucTpanuu COObITHI 0€30MMaCHOCTH.
;1103 6€30MaCHOCTH.

CepBuc pacChUIKH YBEIOMIICHUH.

Cepsuc npegocrasienus myonuaHoro APIL.
XPpaHWIHIIE CECCUU.

0. Cepsuc npenocrasinenus koHdurypauuu SSO.
11. Moayns BBITIOJHEHHUS 33/1a4 TIO PACIIUCAHUIO.

BOoo~NoORWDNE



1.3. Cpena pyHKUNOHUPOBAHUS

Bce xommoneHTsl M3aenust MoryT ObITH ycTaHOBJIEHBI Ha oaHy OBM. [lns yBenuueHus
MIPOU3BOUTEIIEHOCTH KaXIbIH U3 KOMIIOHEHTOB M37emust MOXKET OBbITh YCTAHOBJICH HA OTICIBHYIO
OBM.

OBM, Ha KOTOpBIX pa3MEIIAlOTCsl KOMIIOHEHTHl WM3nmenusi, oOTBeYal0oT MUHUMAJIbHBIM
TEXHUUYECKUM TPpeOOBaHUM, NIPEICTABICHHBIM B TabmuIe 2.

Tabauua 2. MuHMMadbHbIe TPe0OBaHUS K allapaTHOMY o0ecrieYyeHHI0

HaunmMmeHnoBaHue IIpoueccop Onfll;:::;ﬂaﬂ HpOCT;);:I::BO Ha
CepBuc ynpaBJieHUs 27 TITu, 2|1500Mo6 500M6
CepBuc uneHTU(UKAINN U ayTeHTU(HUKALIH ;ggg;{ﬂﬂaa 64- 2000M6 500M6
Cepsuc aBTOpH3aIH apxutektypa | 2000M6 500M6
CepBucC pa3rpaHU4CHHUS Ha YPOBHE KOJOHOK 1000M6 500M6
CepBuc perucrpannu COOBITHI 0€30aCHOCTH 2000M6 500M6
o3 Ge3omacHOCTH 1500M6 500M6
CepBuC pacChUIKH YBEAOMIICHUH 800M6 500M6
CepBuc mpeaocTaBiaeHus myoamaaoro API 1000M6 500M©6
XpaHUIIUIIE CecCuit 2000M6 500M6
CepBuc npenocrapieHus koHpurypamnua SSO 800MO6 500M©6
Monysb BHIOTHEHHUS 33/1a4 TI0 PACIIHCAHUIO 1000M6 500M6
Moyib MapKHPOBKH MTAKETOB 100M6 100M6

Kanans! cBs31 06ecrieunBaroT BO3MOKHOCTh OOMEHa JaHHBIMU KOMITIOHEeHTaMu M3aenus apyr
¢ Apyrom, a Taxxe komnoHeHtamu Mspenus c III1O, no nporokomy TCP/IP ¢ rapantupoBaHHON
IIOJIOCOM TIPOITYCKAHMSL.

TpeboBaHust K NPOrpaMMHOMY OOECIEYeHHI0, HEOOXOAMMOMY sl (YHKIMOHMPOBAHUS
W3znenusi, npuBeneHs! B Tabuuie 3.

Tab6auna 3. TpedoBaHusA K NPOrpaMMHOMY o0ecliedeHUI0

TpeboBaHus K MPOrpaMMHOMY 00ecTie4eHHI0 CPeabl
Ne GyHKUMOHNPOBAHUSA
- Kommnonent
n/m OnepanuoHHast O0uecucTeMHoOe 1
C3u
cucremMa npukiaagaHoe IO
1. | [Iporpammusiii komnoneHT | Microsoft® Windows | -- C31 Secret Net 7
«Mopnynb MapkupoBku | Server 2012 R2; (Ne 2707, BBbI/IaH
IIAKETOB) Microsoft® Windows 07.09.2012,
Server 2016 JIEUCTBUTEIIEH o
07.09.2021, CPOK
OKOHYaHUS
TEXHUYECKOMI
NOJ/ICPKKU
30.04.2022);
C3U Secret Net Studio
—C
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TpeGoBaHusi K NPOrPAMMHOMY 00ece4eHHIO CPebI

<<MOZ[y.]'IB BBIIIOJTHCHUA
3aaa4 1o paCriiCaHnuIo»

Ne (pyHKIHOHMPOBAHUS
- KommnoneHnT
n/m OnepanuoHHas OG6mecucTeMHoE U
C3n
cucremMa npukiaagHoe IO
(Ne 3675, BBLIAH
12.12.2016,
JEHCTBUTEIEH o
12.12.2024)
2. | Ilporpammusbiii komnoHeHT | Astra Linux Special | PostgreSQL 9.6 wu | Astra Linux Special
«111r03 6E30IMacHOCTI Edition PYCB.10015- | 12.x; Edition PVYCBE.10015-
3 | IIporpaMMHbL KOMIOHEHT 01 OpenJDK 11.x; 01 (Ne 2557, BeImAH
© | porp Nginx 1.x.x 21.01.2012,
«CepBHUC HACHTUDUKAIINN CHCTBITONCH o
1 ayTeHTH( KA A A
27.01.2026)
4. | IIporpaMMHBIH KOMIIOHEHT
«CepBuUC aBTOpU3ALIUI)
5. | IlporpaMMHBIil KOMITOHEHT
«CepBuC yIpaBICHUS
6. | IlporpaMMHBIil KOMITOHEHT
«CepBuc perucTpanuu
COOBITUN 0€30MaCHOCTHY
7. | llporpaMMHBI#f KOMITOHEHT
«JInuHbIi KaOUHET»
8. | IlporpaMMHBIif KOMITOHEHT
«CepBuc pasrpaHUYECHUS
Ha YPOBHE KOJIOHOKY
9. | IlporpaMMHBI#i KOMITOHEHT
«XpaHUu1Ie ceccui»
10. | [IporpaMMHBIH KOMIIOHEHT
«CepBHC TIpenOCTaBICHHS
my6manoro API»
11. | [IporpaMMHBIH KOMITOHEHT
«CepBHC TIpenOCTaBICHHS
KoHpurypanuu SSO»
12. | [IporpaMMHBIii KOMITIOHEHT
«CepBuc PaCChUIKH
YBEIOMJICHUIT»
13. | [IporpamMMHBIi1 KOMITOHEHT

IIporpaMMHBIE  KOMIIOHEHT

«Moaynb  aBTOpPHU3ALMK

IJId  BBITPY3KHM aBTOMATHUYCCKU

bopMupyeMbIX U Pou3BOIbHBIX OMUTHK B/, TpurrepoB u ¢pyuxuuiit b/] noanepxxupaer padboty c
CVYB/ PostgreSQL 9.6, 10, 11, 12, 13.
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2. YCTAHOBKA IIK «OTP.YCb»

2.1. IloaroroBka k ycranoBke IIK «OTP.YCb»

1.

W3-nox monp3oBarens oot co3aars Moab30BaTeNs, U3-110] KOTOPOro OYIyT 3aIlyCKaThCs
KOMIIOHEHThI M3nenus.

useradd -m -d /home/uss admin -c "USS user" -s /bin/bash uss admin
passwd uss—admin

W3-ox monb3oBarens root co3marh manky B @C, rae OyayT pacmonaratbes (haiibl
Mznenus:

mkdir /opt/uss
chown uss-admin:uss-admin /opt/uss/

W3-non mone3oBatenst root cozmark manky B OC, rme Oymyt pacmoriaratbes (ailiibl
aucTpuOyTuBel M3nenus:

mkdir /opt/uss/distr
chown uss-admin:uss—-admin /opt/uss/distr

W3-nox monb3oBarens root co3garh nanky B ®C, rae Oymyt pacmonaraThesi ¢aiiibl
N3nenus:

mkdir /opt/uss/stand
chown uss—admin:uss—admin /opt/uss/stand

W3-mox mosb3oBarens USS-admin CKOMUpoBaTh AUCTPUOYTHB B CO3JAHHYIO IanKy
/opt/uss/distr.

VYcranosute CYBJ] PostgreSQL.

[Togpo6nas unctpykuus npeacrasieHa B gokymente OIIEPAIIMOHHAS CUCTEMA
CIIEHUAJIBHOI'O HA3HAYEHUSA «ASTRA LINUX SPECIAL EDITION»
PykoBonctBo anmuuunctparopa. Yacts 2 PYCB.10265-01 95 01-2.

Ycranosuts OpenJDK:

7.1. U3-mox monb30Batess root mepexoaum B katajor /opt/:

cd /opt/

7.2. W3-nox nonb3oBares root ckauats apxuB ¢ OpenJDK u pazapxuBupoBarts:

wget https://download.java.net/java/GA/jdk11/9/GPL/openjdk-11.0.2 linux-

x64 bin.tar.gz

gzip -dc openjdk-11.0.2 linux-x64 bin.tar.gz | (cd /usr/java; tar -xvf -)

8.

B ciyuae ectut DNS cepBep He HacTpOeH WM U3JIeNie ycTaHaBuBaeTcs Ha oqay VM, To
HEoOXOIMMO BHECTH M3MeHeHus B (aitn /etc/hosts. B ¢aiine momkHBI MpUCYTCTBOBATH
CJIeIyIOIE JOMEHHbIE HMEHA:

<IP ampec> ssoconfig admin auth authorization event-registration session-store

postgres ng-auth ng-front

9.

Ycranoutb Nginx.

9.1. Usz-tiox nosw3oBaress root:

sudo apt install apt-transport-https ca-certificates

9.2. U3-mox monp3oBarens root modasutk penosutopuii OREL, s sToro no6aButh B
daiin /etc/apt/sources.list 3amuce:
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https://wiki.astralinux.ru/pages/viewpage.action?pageId=47415792&preview=/47415802/137567818/ALSE-81_%D0%A0%D0%A3%D0%A1%D0%91.15-20_%D0%A0%D1%83%D0%BA%D0%BE%D0%B2%D0%BE%D0%B4%D1%81%D1%82%D0%B2%D0%BE_%D0%B0%D0%B4%D0%BC%D0%B8%D0%BD%D0%B8%D1%81%D1%82%D1%80%D0%B0%D1%82%D0%BE%D1%80%D0%B0_%D1%872.pdf
https://wiki.astralinux.ru/pages/viewpage.action?pageId=47415792&preview=/47415802/137567818/ALSE-81_%D0%A0%D0%A3%D0%A1%D0%91.15-20_%D0%A0%D1%83%D0%BA%D0%BE%D0%B2%D0%BE%D0%B4%D1%81%D1%82%D0%B2%D0%BE_%D0%B0%D0%B4%D0%BC%D0%B8%D0%BD%D0%B8%D1%81%D1%82%D1%80%D0%B0%D1%82%D0%BE%D1%80%D0%B0_%D1%872.pdf
https://wiki.astralinux.ru/pages/viewpage.action?pageId=47415792&preview=/47415802/137567818/ALSE-81_%D0%A0%D0%A3%D0%A1%D0%91.15-20_%D0%A0%D1%83%D0%BA%D0%BE%D0%B2%D0%BE%D0%B4%D1%81%D1%82%D0%B2%D0%BE_%D0%B0%D0%B4%D0%BC%D0%B8%D0%BD%D0%B8%D1%81%D1%82%D1%80%D0%B0%D1%82%D0%BE%D1%80%D0%B0_%D1%872.pdf
https://download.java.net/java/GA/jdk11/9/GPL/openjdk-11.0.2_linux-x64_bin.tar.gz
https://download.java.net/java/GA/jdk11/9/GPL/openjdk-11.0.2_linux-x64_bin.tar.gz

deb [arch=amd64] https://download.astralinux.ru/astra/current/orel/repository/ orel
main contrib non-free

9.3. MUs3-mox moss3oBaress root:

sudo apt update

sudo apt-get install nginx
systemctl start nginx
systemctl enable nginx

10. Ha cepsepe, ¢ 6a3oit qanusix OTP.YCB neobxoaumo B (aiine /etc/parsec/mswitch.conf
YCTAHOBHUTH:

zero if notfound: yes

DTO OTKJIIOYEHHWE MAaHJATHBIX aTpUOYTOB JUIsi BO3MOXKHOCTH YJAJICHHOTO IOJKIIOUECHUS
nons3oBatenss kK B/l postgres. B aTtom ciyuae Bce mosb3oBarenu bJl, s KOTOpBIX HE yaalloch
MOJTyYUTh MAaHAATHBIC aTPUOYTHI, IOTy4YaT HYJICBYIO METKY.

2.2. YeranoBka [IK «OTP.YCb»

1. M3-nmox momb3oBaTenst POStYreS BBHIMONMHHUTH MHUIMAIU3auio cxeMmbl b/l Usmenus (cM.
npuioxenue K):

sudo su - postgres

psql -c "CREATE ROLE iam doa WITH LOGIN NOSUPERUSER INHERIT CREATEDB NOCREATEROLE
NOREPLICATION'";

psgl —-c "ALTER ROLE iam dba SET search path TO security, public";

psgl —-c "ALTER USER iam dba WITH PASSWORD 'Qwertyl23'";

psgl —-c "CREATE ROLE iam client LOGIN PASSWORD 'Qwertyl23'";

psql -c "ALTER ROLE iam client SET search path = security,public";psgql -f
/opt/uss/distr/init audit scheme.sqgl

createdo -e -O iam dba iam

psgl -f /opt/uss/distr/uss security init.sgl -d iam

psqgl -f /opt/uss/distr/uss security audite init.sql -d iam

2. Jlo6aButh daiinel koHurypamuu B /etc/nginx/conf.d:
— (aiix auth.conf:

server {
listen 3020;
server name localhost;

location / {
root /opt/uss/stand/uss-ng-auth;
index index.html index.htm;
try files Suri Suri.html Suri/index.html Qrules;
charset utf-8;
source charset utf-8;

}

location @rules {
rewrite "/sso/login/?(.*)$ /$1;
}

error page 500 502 503 504 /50x.html;
location = /50x.html {
root  /usr/share/nginx/html;

}
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}

— (aiia main.conf:

server
listen 3010;
server name localhost;

location / {
root /opt/uss/stand/uss-ng-front;
index index.html index.htm;
try files Suri Suri.html S$uri/index.html Qrules;
charset utf-8;
source charset utf-8;

}

location @rules {
rewrite ~/admin/?(.*)$ /$1;
}

error page 500 502 503 504 /50x.html;
location = /50x.html {

root  /usr/share/nginx/html;
1}

3. WM3-mox monb3oBatesst root BEIMOIHUTE Nepe3arpy3ky Nginx:

sudo systemctl reload nginx

4. U3-nox momp3oBarens USS-admin co3farth (aiii oOIIMX HACTPOCK Ui BCEX MOJIYJICH
N3penns, npoBepUTh:

nano /opt/uss/stand/env

Copneprxanue (aiina:

# common
JVM OPTS=-Djava.security.properties=/opt/uss/stand/dev.properties

HIKARICP SECURITY JDBCURL=jdbc:postgresgl://127.0.0.1/iam
HIKARICP SECURITY USERNAME=iam client

HIKARICP SECURITY PASSWORD=Qwertyl23
HIKARICP_SECURITY_MIGRATION_USERNAME=iaHLdba

HIKARICP SECURITY MIGRATION PASSWORD=Qwertyl23

HIKARICP AUDIT JDBCURL~=jdbc:postgresqgl://127.0.0.1/iam
HIKARICP_AUDIT_USERNAME=iaHLClient

HIKARICP AUDIT PASSWORD=Qwertyl23

HIKARICP AUDIT MIGRATION USERNAME=iam dba
HIKARICP_AUDIT_MIGRATION_PASSWORD:Qwertyl23

IGNITE TCP DISCOVERY ADDRESSES=127.0.0.1:47500
DISCOVERY ADDRESSES=:47500
SYSTEMEVENT API URL=http://127.0.0.1:8800/v1
EVENT APT URI~http://127.0.0.1:8800/v1

AUTH API URL~http://127.0.0.1:8200/

# admin
FRONTEND ADMIN=http://127.0.0.1:3010/admin
USER SERVICE URIL~=http://127.0.0.1:8500/v1

# gateway
FRONTEND=http://127.0.0.1:3020
ETC SERVICE=http://127.0.0.1:9100/v1
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W3-nox monb3oBatens Uss-admin co3aats daiin /opt/uss/stand/dev.properties
Conepxanue (aiina:

securerandom. strongAlgorithms=DRBG: S

Co3marh cepBHC 3allyCcKa KOMIIOHEHTOB /etc/systemd/system/uss-component@.service ,
MIPOBEPUTH KOPPEKTHOCTH IEPEMEHHBIX U ITyTEH:

[Unit]

Description=USS component %I
PartOf=uss.service
After=uss.service

[Service]

Environment=USS INSTALL DIR=/opt/uss/stand
Environment=PATH=/usr/local/bin:/usr/bin:/bin:/opt/jdk-11.0.2/bin
EnvironmentFile=/opt/uss/stand/env

ExecStart=/bin/sh -c 'cd $USS INSTALL DIR/%I && ./start.sh -f'
Restart=always

User=uss-admin

Group=uss-admin

[Install]
WantedBy=uss.service

7.

Cosnarb Mactep cepsuc /etc/systemd/system/uss.service:

[Unit]

Description=Universal security server master unit

Wants=\
uss—component@uss\x2dsession\x2dstore.service \
uss—component@uss\x2devent\x2dregistration.service \
uss—componentQuss\x2dpublic\x2dapi.service \
uss—component@uss\x2dssoconfig.service \
uss-component@uss\x2dauthorization.service \
uss—component@uss\x2dadmin. service \
uss—component@uss\x2dauth.service \
uss—componentQuss\x2dscheduled\x2dtasks.service \
uss—component@uss\x2dnotification.service \
uss—component@uss\x2dgateway.service \

[Service]
Type=oneshot
ExecStart=/bin/true
RemainAfterExit=yes

[Install]
WantedBy=multi-user.target

3amycTuTh YCTAaHOBKY IUCTPUOYTHBA:

8.1. MU3-mox nonp3oBartesns root cozaars daiin (comepxanue ¢aitna cMm. npunoxenue MN):

nano /opt/uss/deploy.sh

8.2. U3-mox mosb3oBarens root 1aTh mpas -X Ha (ai:

chmod 740 /opt/uss/deploy.sh

8.3. W3-nmox monw3oBaTens root 3aIllyCTUTDH BBIIIOJIHCHUC CKPUIITA:

cd /opt/uss
sh deploy.sh 1.3.0
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2.3. 3anyck IIK «OTP.YCb»

Kaxxnprit cucTeMHBIN KOMIOHEHT M31enus Coep XUT CTaHIapTHBIN HAOOP CKPHUIITOB:

Jenv.sh — xpansTcst *HIMBHTyaTbHBIE HACTPOUKH CHCTEMHOTO KOMITOHEHTA;
Jstart.sh — ckpunr 3amycka;
— ./stop.sh — ckpuIIT OCTaHOBKH.

1. Job6aBuTh B aBTO3arpysKy:

# systemctl enable uss.service

2. 3amyCTHTh CTEH]:

# systemctl start uss.service

2.4. OcranoBka I[IK «OTP.YCb»

I[J'ISI OCTaHOBKH MPOrpaMMHBIX KOMIIJICKCOB HBI[GJIH?I HGOGXOI{I/IMO BBIITOJIHUTB:

# systemctl stop uss.service

2.5. IlIpocmotp JioroB

[TpocmoTp J10TOB:

journalctl -f —u 'uss-—component@*'

ITpocMoTp JI0roB KOHKpETHOTro MOIyJIst (pumep uist ssoconfig):

journalctl -f -u 'uss-component@security\x2dserver\*ssoconfig*'
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3. OIIMCAHHUE NOPAJAKA U CIIOCOBA BBbITIOJIHEHUSA
KAXIAOU U3 ONEPAIIUN O YHKIUHAU
AIMUHHUCTPATOPA

B nanHo#l yacTu onMChIBaIOTCS MpakTUUYECKUE AercTBUA aaMuHucTpaTtopa b mo Hactpoiike
IIPOrpaMMHOro KomIuiekca M3nenus no HanpaBiaeHUsIM:

— yHOpaBJeHHE CyObeKTaMH U 00BEKTaMU J0CTYIIA,

— wuaeHTU(UKALNS U ayTeHTU(UKALNS [T0JIb30BaTeNeH;

— TIOJIHOMOYHOE yTPaBJICHUE JOCTYIIOM CyOBEKTOB K 00BEKTaM U (PYHKLHUSM;

— PpoJieBOE YIIpaBJIeHHUE JOCTYIOM CyOBEKTOB K 00BEKTaM U (PYHKIIHSIM;

— PpErucTpanysi CHCTEMHBIX COOBITHIA U IEHCTBHIA MOJIB30BATENICH;

— cuctemuble HacTpoiiku Chb.

Jnsa 3apad mo Hactporike M3nmenus HCHONb3yeTcss IPOrpaMMHBIM KOMIIOHEHT «JIM4HbIN
kabuneT» (manee — JIK).

3.1. 3anmyck JIK

s 3anmycka JIK HeoOxoaumo, 94To0b!I ObIIIO0 yCTAaHOBIICHO M CKOH(PHUTypupoBaHo M3aemnme.

Jnsa 3amycka JIK HeoOxommmo B Opay3epe OTKpBITh BKJIAAKY W OTKpBITh cTpanuny JIK
agmuuuctparopa (cceuika mo ymomadanuio host:8000/admin). ITocie oTkpeiTHH B Opay3epe, Ha
9KpaHe MOSBUTCS CTPaHULA ayTeHTU(UKALMH, TOKa3aHHas Ha pUcyHKe 1.

VHUBEPCAJILHBI
CEPBEP BE3ONACHOCTH

Bxox B cuctemy

3a05LTH Mapors?

3anoMHHTE

3aperucTpHPOBATHCA

& 8 800 000 00 00

© 2020, paspaboraro OO0 "OTP 2000"

Pucynok 1. Ctpanuna ayreHtuukanuu

Ha crpanune ayrentudukanuy HeoOX0AMMO B COOTBETCTBYIOIINE OIS MTOCTIEI0BATEIbHO
BBECTHU UM U mapoiib aaMuHucTpaTopa Mb. BBon gaHHbIX MOATBEpkKAaeTCs HAXKaTHEM KHOIIKU
«Boiiti». Crannaprasiii agmuauctparop Ub uss_admin/Qwerty123!.

[Tocne ycnemnoit ayrentudukanuu B JIK He00X01MMO yCTaHOBUTH YPOBEHB
KOH(pHIeHIIMATBHOCTH ceccun. Ecim Bxon Beinomnnsics ¢ APM, rae ycranosieno SNS, To ypoBeHb
KoHpuIeHmaapHoCcTH ceccuu s JIK Oyzer ananorununsiM, Kak y nosib3oBarens B SNS. Ecin Ha
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APM He ycranoBineHo SNS, To BbIBeIeTCS JOMOTHUTEIHLHOE OKHO BRIOOPA YPOBHS CEKPETHOCTH
(pucyHOK 2) ¢ BO3MOKHBIMH 3HaueHusMU: «HecekpetHo», «KonduaeHuuanbao», «CeKpeTHOY,
«CoBepIIEHHO CEKPETHO.

VHUBEPCAJILHBI
CEPBEP BE30IIACHOCTH

Bribepute ypoBeHb CeKpeTHOCTH

Bribpars

& 8 800 000 00 00

© 2020, paspaboraso OO0 "OTP 2000"

Pucynok 2. Ctpanuuna BbIOOpa YPOBHSI CEKPETHOCTH CeCCHH

[locne ycraHoBieHNs ypOBHS CEKPETHOCTU CECCUU U YCIIEUTHON aBTOPU3ALIMU Ha 3KpaHe
nosiBisiercst raaBHoe okHo JIK (pucyHok 3).
= &% YHUBEPCAIBHbI] O A

[E] Moi npodmms

[0 Opram@zanmoHEHAS CTPYETYpa

o

Jlo6po no;xanoBaTh B cepBep 0€30IIacHOCTH

Hactpoixa

pHAN

Ha OpOAQLEeHHA paﬁoru, EHéCpHIE OQHH H3 Pa3/e/IOE B HAaBHIAllHH CJI€Ba

(2 Ceccrr

Pucynok 3. I'nmaBnasi crpannua JK
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3.2. Hurepdeiic JIK

OcHoBHbIe 251eMeHThl nHTepdeiica JIK n3o0paxeHsl Ha pUCyHKE 4.

IR —

- ® o} 0 Crosdus ©

Ko Hamverosamme 3 HHH Krmn OrPH Cocrosmie Tan

000 "Por:

axTHBRax Toxpasaeaerme

axTiBEK Tlozpastezesme

axTHEHAR Toapasaeacane Oprammsamz 1002

axTHBRAT Tozpasaeaenme Oprammsainx 1002

axTHBEas Tloapaszeaerne Oprammsans 1001

axTHERax Op

Pucynok 4. Unrepeiic JIK

B neBoii yacTu okHa pacnosyio;keHa naHesb HaBuraui (1), mo3posstomnias Moxy4uTh JOCTYI K
HACcTpPOHKaM 0OBEKTOB aIMUHUCTPUPOBAHUS U HACTPOWKAM KOH(PUIypaliu cepBepa.

Ha manenu nHCTpYMEHTOB (2) pacronokeH Habop KHOMOK, KaX/1ast U3 KOTOPBIX COOTBETCTBYET
OIPECIICHHON ONepaluy.

Cucrema GUIBTPOB M COPTUPOBKU 3amucedt (3) mpeaHazHaueHa Jjisi OBICTPOrO TOHCKA
HE0OXOIMMBIX JTaHHBIX Ipu padote ¢ JIK agmunHncTpaTopa.

[lepeuenp 00BEKTOB aJAMUHHUCTPUpPOBAHUS oOToOpakaercs B mpaBoid wyactu okHa JIK
aJIMUHUCTpATOpa B BUJIE CIUCKa (4).

3.2.1. TumnoBble onepanuu

[Ipn BbimosmHenun Hactpoek M3nenust ¢ momompio JIK k oObekTaM agMUHUCTPUPOBAHUSA
OPUMEHUM HabOp CTaHAApTHBIX OIEpalui, KOTOpble Ha3bIBAIOTCS THMOBBIMU. CHHCOK THIOBBIX
orepanuil 1 X ONUcaHue NepeurcieH B Taduuie 4.

Ta6auna 4. Tunosbie onepauuu Hajx oobekTamu M3nenus

Knonka HaszBanue Onucanne
Jlo6aBuTh Haxarne Ha KHOTIKY OTKPBIBAET JTUAJIOT, TIO3BOJISIONINN 100aBUTh
® HOBBIN DJI€MEHT.
PenaktupoBath [Ipu HaXKaTH¥M HAa KHOTNIKY OTKPBIBAETCS JHMAJIOT JJIS BBIJCICHHOTO
Z 3JIEMEHTA, MTO3BOJIAIONINHI PEAaKTUPOBATH HJIEMEHT.
V nanute [Ipu HaxxaTHH HA KHOIIKY OCYIIECTBIIAETCS YIAICHUE BBIJCIECHHOTO
a DJIEMEHTA.
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Knonka Ha3Banue Onucanmne

— OOHOBHTH HpI/I HaXXaTUM Ha KHOIIKY OCYHIICCTBJISACTCA OOHOBJIEHUE CITHCKA
! HCEKOTOPLIX 3JICMCHTOB.

Ecnu TumoBas omeparys, mpuMeHsieMasi K KakoMy-In00 0OBEKTY, UMEET CBOM OCOOCHHOCTH
BBITIOJIHEHUS, TO 3TO OyZeT 0c000 OrOBOPEHO IMPH OMHMCAHUH MPAaBUI PabOTHI C 3TUM OOBEKTOM, B
COOTBETCTBYIOIIEM pasfelie.

3.2.2. Hcnoab3zoBanue GUIbTPOB U COPTHPOBKH 3aNMCei

Jst 6picTporo noucka ganHbix B JIK ucnons3yerces cucrema pUIbTPOB U COPTHPOBKHU
3anuceid. KonndecTBo U BU GUIIBTPOB 3aBUCHUT OT pa3jiena, B KOTOpOM Bbl paboraere. Crincok
UCTIOJIb3YEMBbIX (PUIBTPOB MpHUBEEH B TaOIHIIE 5.

Tadoauua 5. Buabl puiabTpoB

Bupa puianstpa Onucanue
TexcToBBIN QUITBT.
Q OunbTp MO3BOJISIET
HCKaTh 3aIucH,

coJepKallue BBEICHHBIN
TeKCT WM  (pparmMeHt
TEKCTA.

[

L83}

=]

&
T

@unpTp-Aara.
[Ipennaznauen TUTst
MOMCKa JaHHBIX IO JaTe.

OunbTp c
IKTHEHAR (HKCHPOBAHHBIM
CIIUCKOM 3Ha4YEHMM.
- [Ipenna3nauen JUISt

TIOMCKa JaHHBIX, CIHCOK
BO3MOKHBIX  3HAYEHHH
KOTOPBIX CTpOro
~OPOCHTh (uKcupoBaH.

3.3. Moii npopuiab

B nmanHOoM pazgene BeBoauTcs uWHMOpMaius o mois3oBarene, BomemmeMm B JIK
aamuHHCTpaTopa (puc. 5). [lepeueHs BRIBOAUMOI HH(DOPMALIUY O MOIH30BATENE CIEAYIOMINI:

— bBnox «OcHoBHas nHPOpMAIUI»:
— JomkxHOoCTB;
— Pomnb B opranuszanuu;
— CHWIIC;
— Wwms nonb3oBarens.
— bnok «KoHTakTh»:
— Howmep tenedona;
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— AJpec 3IEeKTPOHHOM MOYTHI.
— bnok «MabopMarus 00 opraHu3aIim:
— Kona opranuzanuu;
— CokpailleHHOe HauMEHOBaHUE OpraHU3alllH,
— IlonHoe HauMEHOBaHUE OpraHU3AIUH.

L% . i
I" YHUBEPCAJIbHBII O]

< Moit npods

Moii npodmEis

OpranuzanyoRnas CIPYKTypa CaMBbIil [ 7IaBHBII AIMIH & Hayennrs mapots

OcHoBHA% HEHOOpMAIHA

B Hacrpoiiza JomKHOCTE A muuanEcTparop B
Pome B opraEmsannE kurator

B Kypsan
CHHIIC 346-464-567 45

8 Ceccun .
3% DoMb30BATENT sb_admin

KonTakte

Houep Tenedora +7 (346) 436-3463
Azpec 3MeKTPOHHOH TOTTE sb_admin@otr.ru

Hedopyanus of opraHH3amHEH

Koz oprannsansm 0.1001

CokpamenHOe HaNMEHOBaRHE Opragmzanzsz 1001
OPTaHHIAMIH

Tlonnoe HamieHoBaHEE Opragmzanas 1001
OpTaHH3aHH

Pucynok 5. [lanens Hasuranum JIK. Paznen «Moii npopuianb»

B pasznene «Moii npoduinb» MOXKHO OCYLIECTBUTh U3MEHEHHUE Maposisd TeKyen Y3
noJsib3oBareds, Bomesnmiero B JIK aqmuauctparopa. s 3Toro He00X0AMMO Ha)KaTh Ha KHOIIKY
«M3MEeHNTH MapoJiby, 3aM0IHUTH oI GopMbl «M3MeHeHNe Maposis» U HaKaTh Ha KHOTKY
«CoxpaHuTh napoib» (puc. 6).
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M3meHeHue naponAa M

TekylWwH hA naponk

@&
HoBblF napoik CreHepypoBaTe Naponk

@
MoBTOpPUTE Napok, YTobbl HE OWKMGMTLCA

@

CoxpaHuTe Napoib 33KpEITE

Pucynok 6. [lanean nasuranuu JK. Paznen «Moii npodpuiab». @opma «M3mMeHeHHE apoJis»

3.4, AIMUHHUCTPUPOBAHHUE OPTraHNU3ALMOHHOM CTPYKTYPbI

K ob6bekram u CY6’LGKTaM opr aHHSaHHOHHOﬁ CTPYKTYPBI OTHOCATCA:

— «OpraHuzanum;

— «Ponu B opranuzanum»
— «Y4YeTHbIE 3aIUCH»;

— «CoTpyaHUKNY;

— «3aMelIeHus»

AJIMUHUCTPUPOBAHWE  OPTraHMU3AllMOHHOW  CTPYKTYphl ~ IPOUCXOAUT B pasjene
«OpraHu3aiionHas CTpykTypa» nanenu Hasuranuu JIK (puc. 7).
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b

Jlobpo moxa10BaTh B cepBep 0e30MacHOCTI

Pucynok 7. Ilanean naBuranuu JIK. Pasnen «OprannzanuoHHasi CTpyKTypa»
3.4.1. Hacrpoiika opranu3zanui
Jlis HacTpoWKM oOpraHu3aluil HEOOXOIUMO MHEepedTH B IyHKT MeHI0 «OpraHu3aldoHHas

cTpykTypa — Opranuzanumny. [locne nepexoa B JaHHBII MyHKT MEHIO OTKPOETCS CITUCKOBast (hopma
«Opranuzaum» (puc. 8).

b= [ Y, v I
= = ] "HHBEPCAJIBHBIM @ rO‘
[E Mo npodmams < Opranmamm
5 OprarmEzamEoEHAZ CIPYETYpa A @ C Crombust
OpragszamsEsn N . HamveHOBaHHE
Koz HamvenoBaHuE HWHH KIII OI'PH CocTognane Tun ~
BBINECTOAMER
POIH B OpTaBEH3aNEH
Qprasusanas
0.1001 aKTHBHAR Opranuzanus
. 1001
VaeTHEIE 32aMHCH
Oprasmzanmua
CotpypaeEs ©0.1002 1002 AKTHEHAZ Oprasuzanaz
3amemesns
Qprasusanaa Oprasusannz
0.1002.1 aKTHBHAA Opranuzanms
1002.1 1002
8 3asmxm
Tect cozaarus e e - -
test_org_create 1242395032 432513453 5426234312321 3KTHEHAA Oprarenzanua
2} Hactpoxa OPTaHH3alHH_up
Ty Ioapasaenenne
R e Oprasuzanms
u.1001.1 1 opraEmzanmm aKTHBHAA Tloapazaenenue 1001
1001
Ceccrm
IlogpazgencHEE
Oprasusanuz
u.1002.1 1 opraEHzauEH 3KTHEHAA TlogpazgeneHue 1002
1002 B
‘ 1 | 20/ c1p.

Pucynok 8. Paznen «OprannzauuoHHas crpykrypa». CnuckoBas ¢popma «Opranuzanum»

Jns  co3maHuss HOBOM  OpraHM3alMud  MCMOJb3YETCS KHOIKA («dobaBuThHY),
pacmojio’keHHas Ha MaHe’I UHCTPYMEHTOB.
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[Tocie HakaThst Ha KHOMKY OTKpoercst ¢opma penaktupoBanus «Opranuzanun» (puc. 9). B
naHHou hopme agmuaEcTpaTop Mb 3amaer cienyrormire napaMmeTpsl:

— «Kom» — yHUKaIbHOE CUCTEMHOE UMS OpPTraHU3aluu;

— «HaunmenoBanue» — HaMMEHOBaHUE OPTaHU3ALNY;

— «MHH» — wuneHTH(UKANIUOHHBIA HOMEp Hajoromarensiyka. [lome mgoctymHo uis
3anoyiHeHus, eciiu « Tum» = «Opranuzanus»;

— «KIIIT» — kox mpuyuHbI MOCTAaHOBKH Ha yueT. [losie noctynHo aid 3anonHenus, eciu « Tum»
= «Opranu3zanus»;

— «OI'PH» — OCHOBHOW rocyJapCTBEHHBIM perucTpaluoHHbI Homep. [lone moctynHo i
3anoyiHeHus, eciid « Tum» = «Opranuzanus»;

— «Craryc 3ammcm» — BBIOOp 3Ha4yeHWsT cTaryca 3amucu U3 KomMOoOokca
«aKTHBHAas/HEAKTUBHAS;
— «Tum» — TUT OpraHu3aluy, BBIOOp 3HAYCHUS u3 KoMO000KCa

«Opranuzanus/[logpazaenenuey;

— <<BI>IIH€CTO$IHIa$I 3aIIUCh» — BBIIICCTOMAIIASA OpFaHI/IBaIII/Iﬂ, BBI60p 3HAYCHHUA U3 CIIMCKa
CylecTBymux B W3menuu opraHuzaiuii, nmpu ykKazaHUU OpPraHHU3aIUH HCIOJIb3yeTCs
TGKCTOBBIﬁ BBOJI HAWMMCHOBAHUA opraHmauI/m C IIaJIBHef/'IIIII/IM BI>I60pOM 13 CIIMCKa
MPEAJIOKEHHBIX BAPUAHTOB.

— = ~ .
= l‘ > YHHUBEPCATIbHBIM @ oy

[El Moii npodmms € Oprasmsauun

> OpraEuzamEoHHaZ CIpYKIypa A * Koa

Oprarmzamum

# HamMeHOBaHHe

PoXH B OPTaHH3aNEH
VHeTHER 3anECH HHH K1 OT'PH

Corpymauen

# Craryc samicn # Ton

3amemenna
[}

2KTHEHAA OprasHzamEs [-]

£ 3asmxm _
BrmecToaman 3amuck

$1 Hacrpofixa

KypHax

Ceccon

[E Coxpammts & zaxpETs X 3akpurTe

Pucynok 9. Paznen «Oprann3zanuoHHas cTpykTypa». @opma pelakTHPOBAHUSA
«Opranuzanumw»

I[J'I}I PECAAKTUPOBAHUA OpraHU3aluu HCO6XOI[I/IMO BBIJICJIUTE OPraHU3alM0 Ha CIIMCKOBOH

Gopme U HaxkaTh Ha KHOMKY  («OTKpBITH Ha pelaKTHpoBaHue»). [lociie HaKaTUs Ha KHOIKY
oTkpoercsi popma pemakTupoBanus (puc.9), rae agmuuuctparop MBb MokeT OTpegakTHpOBaTh
napameTpbl OpraHu3aliu.

st coxpanenus 3anvcu Ha hopMe peakTupoBanus «Opranuzaum) HeoOX0IUMO HaKaTh Ha
KHONIKY «COXpaHUTh U 3aKpbITh». 71 Bo3BpaTa U3 (OpMbI pelaKTUPOBAHUS B CIHCKOBYIO (hopmy
HE0OXOMMO Ha)KaTh Ha KHOTIKY «3aKPBITHY.
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Jnst ynaneHusi opraHu3auy HE0OXOAMMO BBIICTUTh OPTAaHU3AIMI0 Ha CIUCKOBOM dopMme U

Ha)XaTb Ha KHOIIKY 0 («Ymanutey»). Ilpu ynaneHum 3anmucu BBIBOJUTCS JUATIOTOBOE OKHO
IOATBEPKICHUS YIAJIICHUH 3aIIUCH C TEKCTOM «BBI yBEpEHBI, UTO XOTUTE yAAIUTH 3aIIMCh?» U ABYMs
kHonkamu «Her, He ynanarsy, «/la, ynanute». IIpu Haxkatuu Ha kHONKY «Her, He ynansaTe» 3anuch
HE yAajsieTcs, IpY HaXXaTUU Ha KONKY «/Jla, y1anuTe» npou3oiieT yaaaeHne BbIOpaHHOM! 3aIKCH.

=
S

Jns oOHOBIEHUS 3amKMcel Ha CIHCKOBOM (opMe HEOOXOAUMO Ha)kKaTh HA KHOIIKY
(«OOHOBHTDY).

3.4.2. Hacrtpoiika poJiu B OpraHu3auuu

Jis HACTpOWKM OpraHM3aluii HEOOXOIUMO MEpeHTH B MyHKT MeHI0 «OpraHu3anvoHHAs
CTpyKTypa — Ponu B opranusanum». Ilocne nepexona B JaHHBIN IyHKT MEHIO OTKPOETCS CIIUCKOBas
dopma «Pomnu B opranmsaium» (puc. 10).

—_— [ WY, ] %
= ." YHHBEPCAJIbHEBIM @ Q

< Pouu B OpraHH3aLEE

[E] Mo npodmms

= OprammzamEoHHA% CIPYKTYpa ® O Cronbost
OpraguzansEs Koo = HaHMeHOE3IHHE CocTozHHE OpraHE:zanng
PoOllE B OPraHHEzamEE Test_1 Test_1 AKTHEHAA Opranuzanuz 1001

SR SE e TepHOMOPCEDE OTAETCHHE
test testtesttest AKTHEHAA ApDaToBcko# KOHTOPEI IO
: 3arQTOBKE POTOB H KOTEIT
CotpyasuEs

test TecTOEAT POIE AKTHEHAA Opramuzanmsz 1001
3amemeHHA

kurator kurator aKTHBHAA Oprasusanms 1001
S} Hacrpolka
JHypean

Ceccrn |Z‘ 20/ c1p.

Pucynok 10. Pa3nen «OpranuzanmonHasi ctpykrypa». Cnuckonasi popma «Posn B
OpraHu3anumn»

Jnst  co3maHuss HOBOM  OpraHM3alldé  MCIOJB3YeTCs KHOIKA («1o6aBuThHY),
pacrojio’keHHas Ha IMTaHeJI HHCTPYMEHTOB.

ITocite Ha)xaTHst Ha KHOTIKY OTKpoeTcs: (popma penaktupoBanust «Opranusamun» (puc. 11). B
nanHou ¢opme anmunanctpatop Ub 3amaet cienyronme napameTper:

— «Kom» — yHUKaJIbHBIN KO pOJY B OpraHu3aluy;

— «HaumenoBaHue» — HaMMEHOBaHKE POJIU B OPraHU3AIINH;

— «CocTostHHE» — BBIOOD 3HAYCHUS CTaTyca 3aMiCcH U3 KOMOOOOKCa «aKTHBHAs/HEAKTUBHAS;

— «Ornucanue» — TeKCTOBOE OMMCAaHUE POJIM B OPraHU3AIIHH;

— «Opranuzanus/noapasaeneHe» — opraHu3anus, s KOTOpoil MpuMeHHMa JaHHasl PoJlb.
3amnoxHeHne MO OCYIIECTBIIACTCS MMyTEM BBIOOpa U3 CHHCKA CYIIEeCTBYIONMX B M3menuun
OpTaHU3aIMii/TIoApa3AeTICHHH, IPH yKa3aHUH OpPTaHU3aIMH/TIOIpa3AeTICHHS UCTIONb3YeTCs
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TEKCTOBBIM BBOJ HAMMEHOBAHUS OPTaHU3AIMH/TIOAPA3IEICHUS C JaTbHEHIIUM BEIOOpOM 13
CIUCKa MPE/JI0KEHHBIX BAPUAHTOB;

— «Pomu moctyna» — Habop poseil, KOTopble MPUHAAIEKAT POJIM B OpraHu3anuu (Ou3Hec-
poiun). 3armoHeHHe MapaMeTpa OCYIISCTBIISICTCS MyTeM J00ABJICHUS U3 TPEIOKEHHOTO
CIHCKa pOJIel, MpUHAJUIeKAIIUX YKa3aHHOW OpraHU3allK/ o gpa3ieIeHHIO.

€ Poun B OpraHusaLit

Corpymemcs

Jaucmesnz

Koz

Hagopsam

COXPARNTE | 3ARPEITE. X 3axputs

Pucynok 11. Paznen «OprannzaunoHHasi cTpykrypa». @opma peaaxkrupoBanus «Pouu B
OpPraHM3anuu»

I[J'IH PCAAKTUPOBAHUSA OpraHHu3aluu HCO6XO,Z[I/IMO BBIACIINTL POJIb B OpraHu3aliid Ha

CIUCKOBOM (hopMe U HaxkaTh Ha KHOTKY  («OTKPBITh Ha pelaKTUpOBaHUe»). [locie HaxaTus Ha
KHONIKY OTKpoercsi (opma penaktupoBanust (puc. 11), rne ammunauctpatrop Wb moxer
OTPEAAKTUPOBATh IIapaMETPhI POJIA B OpraHU3al1y.

s coxpanenus 3anucu Ha Qopme penaktupoBaHus «Poiu B opranuzanun» HE0OXOAUMO
Ha)kaTh Ha KHOTIKY «COXpaHMTh U 3aKpBIThY». J[11s BO3BpaTa U3 GopMbl peJaKTUPOBAHHUS B CIIUCKOBYIO
(bopMy HEOOXOIMMO Ha)KaTh Ha KHOTIKY «3aKpBIThY.

JUis ynaneHuss poid B OpraHM3allid HEOOXOIMMO BBIIEIUTH OPraHU3AIMI0 Ha CIHMCKOBOM

(opme 1 HaXKaTh HA KHOTIKY  («Ymanmuthy). [Ipu yaaneHnu 3alicy BBIBOAUTCS THATOTOBOE OKHO
MOJITBEPK/ICHUS YJAJICHUH 3aIIMCH C TEKCTOM «BbI yBepeHbl, UTO XOTUTE yAATUTh 3alMCh?» U ABYMSI
kHonkamu «Her, He ynanars», «/la, ynanute». IIpu Haxkatuu Ha kHONKY «Her, He y1anaTe» 3anuch
HE yJaysercs, Ipyu HaXXaTUU Ha KONKY «Jla, ylanuTh» npou30iiieT y1ajieHue BbIOpaHHON 3aMuCH.

o
S
Jns oOHOBIeHMs 3amucel Ha CHUCKOBOH (opMe HEoOXOAMMO HaXKaThb Ha KHOIKY

(«OGHOBUTHY).
3.4.3. Hacrpoiika yuyeTHbIX 3anucei
s HacTpoWKHM OpraHu3zanuii HEOOXOAMMO NEPeUTH B MYyHKT MeHI0 «OpraHu3alnvoHHas

CTpYKTypa — YueTHble 3anucu». Ilocie mepexosa B JaHHBIM IMYHKT MEHIO OTKPOETCSI CIMCKOBas
dopma «YueTHbie 3anucu» (puc. 12).
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= 6% YHIBEPCAJIBHBI

-f

€ VueTHBIe 3aIHcH

[E] Mo# npodprm

= OpraEdsansoEHas CTPYKTYpa A ®

Opragazane

Q

HE PHO 3 HM= mons30BaTeIs CocTozHHE

Pomn & opranmsanEn Ceprefi [llepcTHEH Sherstnin S AKTHEHAT

e ] Canerng KoHCTaHTHH BIaIHMHDOEHT sapegin.konstantin AKTHEHAA

CoTpynEHEE

3amemenay

B 3amexm

@& Hacrpoixa

KypHan

B Ceccrn

Canrit Trapnstit Azuun sb_admin axTHBHA®

PaoraH ANBEEOTRER AlveolievR aKTHBHaA

TI2HEpaT 3yOHHATEIR Zubinatyi P 3KTHEHAL

Todanor Eerenmi $egoporma LobanovE AKTHEHAA

KoncTarTHH PoratHe Rogatin K AKTHEHAT

KnevenTn POroBHIEIH Rogovitein. K AKTHBHAT

(1]

(1] Croadust

|2 > 20/cp

Pucynok 12. Pasnesn «OpranuzanmonHasi cTpykTypa». CnuckoBasi popma «Y4eTHbIe

3aluCH»

Jns  co3maHvss HOBOM  OpraHM3aldd  HCHOJIB3YETCA  KHOMKA
pacnoioKeHHasi Ha NaHEIN UHCTPYMEHTOB.

(«1o6aBUTBY),

IMocne HaxxaTHs Ha KHOTIKY OTKpoeTcs popma penaktupoBanus «Opranuzaimm» (puc. 13). B
naHHoi popme anmunucTparop Ub 3amaeT cienyromue napamerpsl:

«MMs monb30BaTeNs - YHUKAIBHOE CUCTEMHOE UM TI0JIb30BaTES;
«ITapomnby - maposib Moab30BaATENS;

«Damunus» - pamMuIIns MOJIb30BaTeNs;

«HMs» - UM TIOJIb30BATES;

«OTYecTBO» - OTUECTBO MOJIL30BATEINS;

«AJpec IIEKTPOHHOM MOYTHDY - AIEKTPOHHASI MOYTa MMOJIb30BaTENS;
«Tenedon» - TenedoH Moab30BaATENS;

«CHUMIJIC»y - CHMJIC mons30BaTens;

«CocrossHue 3amucu» - BBIOOP 3HAUEHUS COCTOSHUSA 3allUCH U3
« aKTI/IBHafl/ HEaAKTHUBHaAs»,

«JlericTByeT c» - 1aTa U BpeMs Havajia JeHCTBUS Y 3 MOJIb30BATENS;
«JleficTByeT 70» - 1aTa ¥ BpeMs OKOHYAHUs JEHCTBUS Y3 TIOJIb30BATENS;
«KomMmeHTapuii Kk crarycy» - KOMMEHTapuil, Hampumep, HpUUYHHA
MTOJIb30BaTEIS.
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= l‘, YHHUBEPCAJIbHBI @ 2

< VuerHble 3amHcH

[E] Moii npodpmms

[ OpranEzauHoEHA% CIPYKTYpa o # Mg I0IB20BATENE Tapoae

Oprasszanas

* Pauping * Hua Orsecteo
PolTH E OpraHEzaas

‘Vaerneie sanEcH # Anpec 3neKTPOHEOH MOTTE Teaedon CHHIIC
CorpyHEKE

CoctosHIIe 3ammicn
3amemenma

+ Coctossme samcs Teitcrayer Teiicrayer 10
£ 3azexm aKTHBHAR L]
I3} Hacrpoiiza Koymventapui k cTatycy

HKypran

Ceccan

[ Coxpanuts u saxpsits X 3axpurts

Pucynok 13. Pa3nesn «Opranu3anuoHHasi CTPYKTypa». @opMa peJakTHPOBAHUS «YYeTHbIE
3anmcm»

JList perakTHpOBaHUS OpTaHU3AIMH HEOOXOUMO BBIICIHTh Y3 TOJB30BaTENIS Ha CIIUCKOBOM

¢dopme u HakaTh Ha KHOMKY  («OTKpBITh Ha pelakTUpOBaHHE»). ITociie HaaTHs Ha KHOIKY
oTkpoercsi Gopma penaktupoBanus (puc. 13), rae agmunuctparop B MoxkeT oTpenakTHpoBaTh
napaMeTpsl Y3 M0JIb30BaTEIIs.

Jliist coxpaHeHus 3anucy Ha hopMe peaKTUPOBAHUS « Y YETHBIC 3aITUCH» HEOOXOUMO HAXKATh
Ha KHOTIKY «COXpaHUTh U 3aKpbIThY. J{7151 BO3BpaTa u3 (hopMbI pelakTUPOBAHUSI B CIIUCKOBYIO POpMY
HE0OXOAMMO Ha)KaTh Ha KHOIIKY «3aKpBITHY.

Jns ynanenus Y3 monb3oBarens HEOOX0IMMO BBIICTUTH Y3 Ha CHUCKOBOW opMe U HaKaTh

Ha KHOMKY  («YmanuTby). [IpH yIaleHUM 3aITMCH BBIBOANUTCS MATIOTOBOE OKHO ITOATBEPIKICHHS
yAAJI€HUH 3aMUCH C TEKCTOM «BbI yBepeHbl, YTO XOTUTE YJAINUTh 3aIIUCh?» U ABYMsI KHonkaMmu «Her,
He ynanatby», «Jla, ynanutey. [Ipu Haxkatum Ha KHONKY «Het, He ynansaTey 3amuch He yaansercs,
P HAXKATHH Ha KONKY «Jla, yIamuThy MPOU30HIeT yaajJeHIe BRIOPAHHOM 3aIiCH.
o
Jns oOHOBIEeHMs 3amucell Ha CHHCKOBOM (opMe HEOOXOAMMO HaXaThb Ha KHOMKY
(«OOHOBUTHY).

3.4.4. Hactpoiika COTPYAHUKOB

Jlis HacTpOWKM COTPYJHHMKOB HEOOXOAMMO IEpPEeWTH B MYHKT MeHI0 «OpraHu3alMoHHAs
crpykrypa — Corpyanuku». Ilocie mepexona B TaHHBIHA ITyHKT MEHIO OTKPOETCS CIUCKOBasi popma
«Cotpynuukny (puc. 14).
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[E] Mo# npodmms

E= OpramssansoEHas cTpyKTypa ®
‘Oprarazanus HapMeHOBaHHE
PouH E OpraEHEzanEs
VaeTHEIE 3aMHCH
‘CoTpyaEHER

3amemennn

& 3amexm

93 Hacrpofixa

KypHan

Ceccom

Pucyn

< CorpynHukn

[ Crondus

Q

DHO Hms nomszoparens CocrosHne OPraEH3aIHE JomxHEOCT

nofpasaenennt
KaevenTrm Porosamsms Rogovitcin K axTEEEAT Oprasmsarms 1001 Hawamsmme
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\I\ 2 > 20/

ok 14. Paznen «OpranusanuoHHasi cTpykrypa». CnuckoBasi popma «COTpyTHHUKID)

I[JIH CO3IaHusA  HOBOTO COTPyYAHHKA  HCIIOJIB3YCTCA  KHOIIKA (((I[OG&BI/ITL»),
PACIIOJIOKCHHAA Ha MMAHCIN MHCTPYMCHTOB.

IMocne HaxkaTHsi Ha KHOMKY OTKpoetcst (hopma pemaktupoBanusi «Cotpyaaukm» (puc. 15). B
naHHou hopme agmuaECcTpaTop b 3aaer ciemyromnpe napamMmeTpsl:

«Ilonp3oBaTensy - Y3 monb3oBaresis, Uil KOTOPOTO CO3MAeTCsl COTPYAHMK. 3allOJHEHHE
I0JIS1 OCYLIECTBIISIETCS ITyTEM BbIOOpa 3HaUEHUS U3 CIMCKa CylecTBytomux B M3nenun Y3,
npu ykazanuu Y3 ucnosbiyercs TekcToBblil BBog OMO V3 nonbp3oBaTens ¢ galbHEHIINM
BbIOOPOM U3 CIHCKA MPEUI0KEHHBIX BAPHAHTOB;

«Opranuzanus/noapasaeneHue» - OpraHu3anus, B KOTOpOM paboTaeT COTpyAHMK.
3aroyiHeHHe MO OCYLIECTBISETCs IMyTeM BhIOOpa M3 CIIUCKA CyLIecTBYIOMUX B M3aenuu
OpraHu3alyil/oapa3AeIeHni, IPU YKa3aHUU OpraHU3alun/Iopa3IeIeHUs] HCIOIb3YETCs
TEKCTOBBII BBOJ HAUMEHOBAHMS OpraHU3alUK/TIOApa3AeNeHHs ¢ TaIbHEHIINM BHIOOPOM U3
CIHCKa MPEUI0KEHHBIX BAPUAHTOB;

«Ponpb B opranuzanum» - 6M3HeC-poib COTPYIHUKA B €0 OpraHu3aluu. 3aroJHeHUE MoJis
OCYILECTBIISIETCS IyTEM BBIOOpA M3 CHHUCKa CyLIECTBYOIUX B M3nenuu OusHec poieid,
NPUHAIIIKAIMKA  yKa3aHHOM OpraHu3alMy/MONPa3/IeIeHUIo, MpU YKa3aHUM pOJIM B
OpraHM3alKi HCIOJIb3YETCS TEKCTOBBI BBOJI HAaMMEHOBAHMS POJM B OpraHU3allUu C
JaTbHEHIITNM BHIOOPOM U3 CITUCKA MPEITI0KEHHBIX BAPHAHTOB,;

«/lomKHOCTBY - 3aHMMaeMasi IOJDKHOCTb COTPYAHHMKA B OpPraHU3aluy/IoApa3AeICHUN;

«MakcuManpHBIE  ypOBEHb  KOH(UACHUHUAIBHOCTH» - MaKCUMaJIbHBIH  ypOBEHb
KOH(UIEHIIMATBHOCTH CECCHH, KOTOPYIO MOXKET co3/1aTh coTpyaHuK B UC;
«CocTosiHMe 3amucH» - BBIOOP 3HAYEHUs COCTOSIHMA 3alMcu U3 KOMOOOOKca

«aKTUBHAas/HEaKTUBHAA;

«JlericTByeT c» - 1aTa U Bpemsi Hadyalla JeHCcTBUs Y 3 MOJIb30BaTENs;

«JlericTByeT 0» - naTa ¥ BpeMs OKOHYaHUS JEHCTBUS Y3 TIOJIb30BATEINS;

«KomMeHTapuii kK cTaTyCcy» - KOMMEHTapHii;

«Pomu nmoctyma» - Habop posieil, KOTOpble pacHIMpSIOT IOJHOMOYHUS COTPYJHUKA B
opranu3anuu. JlaHHBII MapaMeTp HCMOIb3YETCS €CIM HY)XHO HACTPOUTh COTPYIHHUKY
JIOTIOJTHUTEIbHBIE TTOJHOMOYHMS, KOTOPbIE HE YKa3aHbl B €ro pPOJIM B OpraHU3alHH.
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3aroyHEeHHE MapaMeTpa OCYIIECTBIIICTCS MyTEM J00aBICHHUS M3 TPEAJIOKEHHOTO CITHCKA
poJieii, mpuHaIeKaIUX YKa3aHHON OpraHu3alun/moApa3IeIeHulo.
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OpraEezanas
* Opranmsamue/oapasaeaemme Poas 5 oprammamnt

Poi B OpraBEHzaIHE

VeeTHEE ZaBcH * IomamocTs * MaxcinMaTsiedt YPOEeHE FOK ™

CotpynaaEs

Coctoanne
Samemennn

* Cocromse samcy Tefictayer ¢ eficrsyet Ao
3asexn aKTHEHAL [
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Ko Hamsenosasme HagpopyanmorHas cuctesa

[5) CoxpammaTs i 2axpErTs X 3akpeITE

Pucynok 15. Pa3znen «OpranusanmonHasi CTpyKTypa». ®@opMa peJakTHpPOBaHUS
«COTpyAHMKH»

I[JIH pPCAaKTUPOBAaHUA COTPYAHUKA HeO6XOI[I/IMO BBIZCIINTh 3allCh Ha CIHCKOBOM (bOpMC u

HaXaTh Ha KHOTIKY  («OTKpBITh Ha pelakTUpOBaHue»). [lociae HaXxaTHsi Ha KHOTKY OTKPOETCS
¢dopma penakrupoBanus (puc. 15), rae aqmunuctparop b MoxeT oTpeiakTHpPOBATh MapaMeTpsbl
3aIUCH.

Jnist coxpaHeHus 3anucu Ha ¢popme penakTupoBaHus «COTpyIHUKN» HEOOXOAUMO HaXKaTh Ha
KHONIKY «CoXpaHUTh U 3aKpbIThb». I Bo3BpaTa u3 GOopMbl pelakTUPOBAHMS B CIIHCKOBYIO (hopMy
HE00XO0/IMMO HaXkaTh HAa KHOMKY «3aKpbIThY.

Jiist ynaneHust COTpYAHUKH HEOOXOIMMO BBIJICIIUTH 3aIMCh HA CIIUCKOBOW )OpME M HAXKaTh Ha

KHONKY  («Yapamure»). [Ipu yaaneHuu 3alKCcH BBIBOAUTCS JUAIOrOBOE OKHO IOITBEPKICHUSL
yAaIeHUH 3aMHUCH ¢ TEKCTOM « BBl yBepeHbl, YTO XOTHTE YJAIUTh 3aITUCH?» U ABYyMsI KHOITkaMu «Her,
He ynasaThy», «Jla, ynamutey. [Ipu Haxkatum Ha KHONIKY «HeT, He ynansaTey 3ammch He yaalsercs,
P HaXXaTHH Ha KONKY «Jla, ynamuTh» Mpou30iIeT yaaleHue BBIOPaHHOM 3aiCH.
o
Jns oOHOBNEHUsI 3amucel Ha CMHCKOBOM (opMe HEOOXOAUMO HaKaTh HA KHOTIKY
(«OOHOBHTDY).

3.4.5. 3amemenus
Hnst paboTel ¢ 3aMENIEHUSIMH HEOOXOJAMMO TEepPEeUTH B MYyHKT MeHI0 «OpraHu3arimoHHas

CTpyKTypa — 3amenieHus». [locae mepexo/a B JaHHBIA MyHKT MEHIO OTKPOETCS CIMCKOBast (hopma
«3amemenus» (puc. 16).
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Pucynok 16. Pa3nen «OpranuzanuonHasi ctpykrypa». CnuckoBasi popma «3amenieHus»

[ co3anus HOBOrO 3aMELIEHUS UCIIOJIb3YETCs KHOIIKA («106aBUTEY), pacIIOIOKEHHAS
Ha MaHeJId HTHCTPYMEHTOB.

IMocne HaxkaTHsi HA KHONKY OTKpOeTcsl opMa peaaktupoBanus «3amernenus» (puc. 17). B
JaHHOM (popMe MosIb30BaTelNb 334a€T CIASAYIOIINE TapaMeTphl:

— «3amemaeMbii coTpyaHuk» - ®OUO 3amemaemMoro mnosb3oBaTeds. 3aloOJIHEHHUE IOJIA
OCYIIECTBIISICTCS IyTeM BBIOOpAa 3HAYEHUS W3 CIHCKA CyHIecTByOmux B M3menww
COTPYAHHUKOB, TpU YKAa3aHUU COTPYJHHMKA HCIHONB3YyeTCs TEKCTOoBbId BBOJ DUO
COTPYAHHUKA C JATHHEHIIIMM BRIOOPOM U3 CIIUCKA MPEAJIOKEHHBIX BAPUAHTOB;

— «Gamewmaomuii cotpyaHuk» - G®MO 3amemaroniero mnonab30Barens. 3anoJHEHHE OIS
OCYIIECTBJISIETCS. MyTeM BbIOOpa 3HAUYEHMs] W3 CHHUCKA CyllecTByromux B M3nenuun
COTPYAHHUKOB, IpU YKAa3aHUU COTPYJHHUKA HCIONb3yeTCs TeKCToBbIA BBOJ DUO
COTpYAHHMKA C JAIbHEHIIMM BBIOOPOM M3 CHUCKA MPEIJIOKEHHBIX BapuaHTOB. CHHCOK
COTPYIHMKOB OI'PAHUYEH 3aIMCSAMHU, IPUHAIICIKAINX K OJTHON U TOM K€ OPraHu3aluu, 4To
Y COTPYIHUK, YKa3aHHBIN B MOJIE «3aMeIIaeMbIii COTPYTHUKY,

— «Omnucanue» - TEKCTOBOE M0JI€, COAEPIKAIIUE ONMCAHUE MPUYMHBI CO3aHMs 3aMEIEHNUS;

— «CocrostHue 3ammMcw» - TEKyllee COocTosiHue 3amenieHus. [loine 3akpeiTo Ha
penaktupoBanue. [Ipu coznanum HOBOro 3amenieHus 3HaueHue nous «Hosoey, usmenenue
3HAYEHUS COCTOSHUS 3aMUCH MPOUCXOAUT IPH MEPEBOJIEC 3AMEIEHUI 110 CTaTyCHOM MOJIENN
Ha CIHUCKOBOMU (hopme;

— «JlaTa u BpeMs Hayasia JACHCTBUS» - 1aTa U BpeMs HavaJla ICWCTBUS 3aMEIICHUS;

— «JlaTra 1 BpeMsi OKOHYaHUs JEHUCTBUS» - 1aTa U BpeMs OKOHYAHUs JE€HCTBUS 3aMELICHUS.
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Pucynok 17. Paznen «OpranuszaumoHHasi CTpykTypa». @opma perakTupoBaHus
«3aMeIeHHuI»

I[JI?I PEAAKTUPOBAHUA 3aMCIICHUA HCO6XOI[I/IMO BBIACIINTD 3allMCh Ha CIIMCKOBOM (1)0pMe u

HaXath HA KHOMKY  («OTKpBITH HA PEAaKTHPOBAHUEY ). PelakTHpOBaHUE 3aMEIICHUH JTOCTYITHO
TONBKO JJs 3amuceld Ha coctossiHuu «HoBoey. Ilocnme HakaTwsi Ha KHONKY OTKpoeTcs (opma
penaktupoBanus (puc. 17), rie moab30BaTesib MOKET OTPEIAKTUPOBATh ApaMETPhI 3aIIHCH.

Jlyist coxpaHeHus 3amucy Ha (popme penakTHpoBaHUS «3aMelIeHUs» HE0OX0UMO HaXaTh Ha
KHONIKY «COoXpaHUTh U 3aKpbITh». JlJig Bo3Bpara u3 GopMbl pelaKTUPOBAHUS B CIIHCKOBYIO (hopMy
HE0OXOAMMO Ha)KaTh Ha KHOIIKY «3aKpBITHY.

Jns  ynaneHus 3aMelieHMs HeoOXOAMMO BBIIEIMTh 3allUCh Ha CIIMCKOBOM (opme,

Haxojsieiics B coctostunn «HoBoe», u Haxarh Ha KHOMKY — («Ymamutey). [pu ynaneHuu
3aMyucy BBIBOJUTCS JUAIOTOBOE OKHO MOATBEPKACHUS YJIAICHUN 3alICH C TeKCTOM «BblI yBepeHsl,
YTO XOTHUTE YJAJINUTH 3aIIUCh?» U AByMs KHonkamu «Her, He ynanarey», «/la, ynanute». [Ipn HaxkaTnn
Ha KHONKYy «Her, He ymansaTe» 3amuch He yJansercs, MpU HaXaTHUM Ha KONKy «Jla, ymanutb»
NPOM30UJET yaleHue BHIOpaHHOH 3ammcu.

Jlnsg nmepeBoja 3aMelIeHUS] B COCTOSTHUE «AKTHBHO» HEOOXOAMMO BBIACIUThH 3allCh Ha

R

cnuckoBoil hopme Ha coctosiHuu «HoBoe» u HaxaTh Ha KHONKY («AkTUBH3UpOBaTHY). [lpn
BBINIOJIHEHUM JAHHOM OINEPALMM OCYIIECTBUTCS INEpEXof cocTosHus 3amemieHus u3 «Hosoe» B
«AKTUBHOD.

Jns mepeBoja 3amerieHuss B coctosiHue «HoBoe» HE00XO0AMMO BBIIENUTH 3alHCh Ha

CIIUCKOBOM (popMe€ Ha COCTOSIHUM «AKTUBHO» W Ha)XaTh Ha KHOIIKY («BepHyTh Ha
penaktupoBaHue»). Ilpu BBINONIHEHWH [AHHOW OMEPAlMU OCYIIECTBUTCS MEPEXOJl COCTOSHUS
3aMenIeHus n3 « AKTHBHO» B «HoBoey.

Jlns mepeBoaa 3amenieHus B cocTosiHue «OTKIOHEHO» HEOOXOIMMO BBIICIHTH 3alUCh Ha

CIIUCKOBOM (popMe Ha COCTOSHUU «AKTHBHO» M HaXKaTh Ha KHOIKY («OtkonuThY). Ilpn
BBITIOJITHCHUH JAHHOW OMEpalluyd OCYIIECTBUTCS TEPEXO/ COCTOSHHS 3aMEIICHHs U3 «AKTUBHO» B
«OTKJIOHEHO.
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L
Jns oOHOBIEHUS 3amKMcCel Ha CIHCKOBOM (opMe HEOOXOAUMO HaKaTh HA KHOIIKY
(«OOHOBHTDY).

3.5. AIMHHHUCTPUPOBAaHNE 3asIBOK

AJIMUHUCTpUPOBAHUE 3a4BOK IPOMCXOJMUT B pazjaeiie «3asiBku» mnaHenaun HaBuramuu JIK.
CriuckoBast popma «3assBKu» MpUBEJeHA Ha pUCyHKe 18.

=3 [ WY C, 5
= l" VHHIBEPCAJIBHBIH @ 2
Mo#i npodams < Sasern
(OpranE3anHEOHEAY CIPYKIYpa ® o [ Croadum
3aseEn $HO
Cepua Homep Coznan Cosgana 5 Crartyc Tun 2a7BKH
coagaTens
8 Hacrpofixa
2020-08-31
on 00000000004 Kopytin.I Konzrres Heas - YepHOBHK Ha gocryn
JKypman 09:53:41
2020-08-31
Ceccan oP OP0000000003 2 T2 it 2 3aperncTpEposara  Ha peractpaumo

09:53:35

2020-08-27
oP OP0000000002 ssss 555 855 585 209834 Hcnonsena Ha peractpauuo
20:28:3

2020-08-26 Omudxa
oP QOP0000000001 ull ull ull Ha peractpanuio
12:13:08 HCIOTHEHHA

‘Il 20/ etp.

Pucynok 18. Ilanens naBuranuu JIK. Paznen «3asaBku»
3.5.1. 3asBkM HA perucTpamnuio

3asiBKM Ha PETHCTPALMIO CO3JAI0TCS IOJb30BATENIIMU, HA OCHOBAHMM KOTOpBIX B M3menuun
peructpupyercs Y3 mnonb3oBateneld. IlompzoBatens Ha ¢dopme «Perucrpanus» 3anoyHAIOT
NEepCOHANbHYI0 MH(GOPMALIMIO U CBEJCHUS O CBoed opranmzauuu. Korzia 3asBka Ha perucTparuio
CO3/laHa IMOJB30BATEIEM OHAa OTIPABIIAETCS HAa pPacCMOTpeHue aaMmuHuctpatopy Wb wm
YIOJJHOMOYEHHOMY COTPYIHUKY OpraHHU3aliH.

Jns mpocMoTpa 3asBKM Ha PETUCTPAIMI0 HAa CHUCKOBOW (opme HEeoOXOoAuMO HAWTH U
BBIIETIUTH 3asIBKY Ha peructpanuio (y 3asBok Ha peructpanuio «Cepusi» = «OP», «Tum 3as1Bku» =

«Ha perucrpanmio») 1 HaxkaTh Ha KHOTMIKY ~ («OTKPBITH Ha peJaKTUpOBaHKey ). PenakTupoBanue
3asiBOK Ha PErucTpalyio 3ampelieHo, MpU OTKPHITUM (QOPMBI pPEJAKTUPOBAHUS 3asiBKU Ha
PETUCTPALIMIO JIOCTYNEH TOJILKO TpocMoTp 3amucu. Ha d¢opme pemakTUpoBaHUs 3asBKH Ha
peructparuio (puc. 19) oTodpakaroTcs caeayroue mapaMmeTphl:

— bnox moneit «Mudopmaius o co3garerne 3asBKI»:
— «HMMs monp30BaTels» — CHCTEMHOE UM TI0JIb30BaTelIs (JIOTHH) CO3aTelIs 3asBKU;
— «CoTpyaHHK» — COTPYJHHK, OT UMEHH KOTOpPOro co3JlaHa 3asBka. i1 3asBOK Ha
perucTpalmio moJie He 3anoiHsercs (umeet «Null» 3HaueHwue);
— bBiok nomeit «O0mMe naHHbBIE 3aIBKIY:
— «Twun 3asBkm» — «Ha perucrpanuioy;
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— «CraTyc» — cTaTyc 3asBKH Ha peructpanuto. [locne cozmanus monp3oBaTeneM 3asBKU Ha
PETUCTPALIMIO CTATYC 3asBKU «3aperucTpUpoBaHay». 3HAUCHUE MOJST U3MEHSETCA MpU
MepPEeBO/IC 3asBOK B JIPYTOM CTATyC COTVIACHO CTAaTyCHOM MOJIEIH;

— «/lata m Bpems co3maHus» — JaTa W BpeMs CO3[IaHUS 3as8BKM Ha PETHCTPALHUIO.
3anoJHAeTCs MPU CO3JJaHUH TT0JIb30BATEIIEM 3asBKH;

— biok nonei «/laHHbIe 3a11pOca HAa PETUCTPALUION:

— «HMms monp30BaTels - CHICTEMHOE UMsI TIOJIb30BaTelis (JIOTHH) CO3/1aTells 3asBKH;

— «AJlpec JIEKTPOHHOMN MOYTHDY;

— «DamMumay;

— «Hmsay;

— «OtyecTBOY;

— «Tenedony;

— «CHMIJICx»;

— «Oprasu3zanus/moapasieieHue,

— «J{lomKHOCTBY.

€ Samam

Hegopramns o cosmareae saxman

Obnme Jammsre 3298k

Tamsie

Pucynok 19. Paznen «3asgBku». @opMa peIaKTUPOBAHUS 3aiBKH HA PerHCTPALMIO.

Jnst Bo3Bpara u3 ¢GopMbl peaKTUPOBAHUS B CHHUCKOBYIO (OpMYy HEOOXOJAMMO HaXXaTh Ha
KHOIIKY «3aKpBITh).
Jlns mepeBoia 3asBKM Ha peructpanmio B craryc «CoriacoBaHa» HEOOXOAMMO BBIICIUTH

3aMuch Ha CHHCKOBOWM ¢opMe Ha craTyce «3aperucTpUpOBaHa» M HaXaTh Ha KHOMKY
(«CornacoBatby). [Ipu BbINONHEHNN JaHHOW OMEpally OCYIECTBUTCS MEPEXO0/1 cTaTyca 3asiBKU Ha
perucTpanuo u3 «3aperucTpupoBanay B «CormacoBaHa».

Jlns nepeBoja 3asBKM Ha perucTpaiiio B cratyc «OTka3zaHay HEOOXOAUMO BbIIEIUTH 3aMKCh

Ha CIIUCKOBOHM (popme Ha cTaryce «3aperucTpupoBaHay M HaXaTb Ha KHOIKY («OtkazaTp»).
[Tpu BBIMOJHEHUH TaHHOW OMEpaluy OCYIIECTBUTCS MEPEeX0]] cTaTyca 3asBKH Ha PETUCTPALUIO U3
«3apeructpupoBata» B «OTKa3zaHa».

Jliis mepeBofa 3asBKU Ha perucTpanuio B ctaryc «McnoaHeHa» He00X0AMMO BBIJEIUTh 3aIIUCh

Ha CIIUCKOBOM opme Ha cTaryce «CoriacoBaHay M HaXkaTh Ha KHOIKY («Ucnonuutey). [Ipn
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BBINIOJTHCHUM JAHHOM ONEepanuu OCYHIECTBUTCS IIEPEXOJ] CTaTyca 3asBKM HAa DPETUCTPALUI0 W3
«CornacoBanay B «Mcrnonnena». Ilpu wucronHeHuu 3asBKM Ha perucrpanuro B Mznenun
OCYILECTBIIICTCSl CO3AaHUME Y3 TMOJIb30BaTeNss HAa OCHOBAaHMM HMH(POpPMALMU M3 3asBKU Ha
peructpanuio. ['eHepupyeTcst 0IHOPa30BbIH MAPOJIb OT Y3 MOJIB30BATENSA, CTEHEPUPOBAHHBIN apOiIh
OTIIPABJISIETCS HA YKA3aHHBIN B 3asBKE aJpeC MIEKTPOHHON IOYTHI.
o
Jns oOHOBIEHMs 3amuceld Ha CHUCKOBOH (opMe HEOOXOAMMO HaXKaThb HA KHOIKY

(«OOHOBHUTHY).

3.5.2. 3asBKH Ha q0CTYN

3asBKM Ha JIOCTYNl PETHCTPUPYIOTCS TOJIB30BATEISIMU JIJIS 3alpoca Ha TPEJIOCTABICHHE
JIOCTYIIa K OIpPEACIICHHON poJiH, 3apeructpupoBanHoil B M3nenuu. O6paboTka 3adBOK Ha JOCTYI
OCYIIECTBIISIETCS aIMHHUACTPAaTOPOM 1B MM yIOJTHOMOUYEHHBIM COTPYTHUKOM OpPTaHU3aIUH.

Jiist co3nanus 3asiBKU Ha JIOCTYIT UCIOJB3YETCsl KHOTIKA («J106aBUTEY), pacoIOKEeHHAS
Ha [MaHeIM HHCTPYyMeHTOB. [lociie HakaThs Ha KHOTIKY OTKpoeTcs (hopma peakTHPOBAHUS «3asBKID
(puc. 20). B nanHo# opme 1moab30BaTENb 3a1a€T CIACIYIOIHE TapaMeTPhI:

— bnok noneit «Mupopmanus o co3naree 3aBKU»:

— «MMs nonp3oBarensy - CUCTEMHOE UMS MOJIb30BarTens (JIOruH) co3aarens 3asBku. [lone
3aIlOJIHSIETCAd aBTOMAaTHUYECKHM IpU CO3JaHUM 3asiBKM Ha aoctym. [lose 3akpslTo Ha
PEeAAKTUPOBAHUE;

— «CoTpyaHHK» - COTpYJHHK, OT UMEHU KOTOPOro co3jaHa 3asBka. [lose 3amosHsercs
ABTOMATUYECKHU IIPU CO3JaHUHU 3asiBKU Ha 10CTYII. [lose 3akpbITO Ha pelakTUPOBaHMUE;

— bnok noneit «O61mue 1aHHBIE 3asBKN»:

— «Twun 3asBkm» — «Ha nocrymy;

— «Cratyc» - cTatyc 3as1BKH Ha 1ocTyIl. [Tocie co3ganus moap30BaTesieM 3asiBKM Ha TOCTYII
cTatyc 3asiBKH «HUepHOBUK». 3HaU€HUE MOl U3MEHSIETCS IIPU IIEPEBO/IE 3asBOK B IPYTroi
CTaTyC COIVIACHO CTaTyCHOM MOJIENH;

— «JlaTa u Bpemst co3gaHus) - 1aTa U BpeMs CO3/1aHus 3asBKH Ha TOCTYII. 3aloiHsIeTcs Ipu
CO3/1aHHUH I10JIb30BATENIEM 3asIBKU;

— brnok noneit «/lanHble 3an1poca Ha JOCTYID»:

— «3ampammBaeMas poJib» - poJib, JOCTYNl K KOTOpPOM 3ampammuBaeTcs B 3asgBke. [lone
3arojHsIEeTCsl MMyTeM BbIOOpA M3 BBIMAJAIOUIETO CIMCKA POJIM, 3apETUCTPUPOBAHHON B
N3znenun. [lone 06s13aTenbHO 7151 3aI10JIHEHMS;

— «Texymiue ponu coTpyIHUKa» - IEpEUEHb TEKYIIUX POJIeH JOCTyIa COTPYIHUKA.
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[ OpraBEmIaNEoHHa% CTPYKTypa v HadopMawma o cosmaree 3aiBKE

* a momssosatens * Corpymmem
B Sasexm =

18t Hactpoiixm

OOmme TaHHBIE 33ABKH
M EypEan
* Tem saAssn * Craye ara 1 pes cosgamm
B Ceccrm
JlaHHBIE 3aIIPOCa HA JOCTYTI
* 3ampammEaenaz poTE
Bk AT TeCTOBAT POTE (-]
Texymme poH coTpyTRIEa
Hamnseropanme
AnMHHHECTparop 0220MacHOCTH
JToctym K admin

Joctym K saumi3

[E) Coxpanmts 1 2aKpeTs X 3aKpEITH

Pucynok 20. Paznen «3asgBku». @opma pe1aKTHPOBAHNS 3asiBKH HA JOCTYII.

I[JIH PEAAKTUPOBAHUA 3asIBKHU HA NOCTYII HCO6XO,[[I/IMO BBIACINTD 3aIlMCh Ha CITMCKOBOM Q)opMe

¥ HaXaTh Ha KHOMKY  («OTKpBITH HA pelakTHPOBaHUE»). PelakTupoBaHue 3assBOK Ha JOCTYII
JIOCTYITHO TOJIKO JJIsl 3amuceld Ha cratyce «YepHoBuk». [locie HakaTus Ha KHOIKY OTKPOETCS
dopma penaktupoBanus (puc. 20), rae moIb30BaTeb MOXET OTPEIAKTHPOBATH MAPAMETPhI 3aITUCH.
Jlyist coxpaHeHus 3anucH Ha (hopMe peJaKTUPOBAHUS 3asSBKH Ha JOCTYI HEOOXOIUMO HaXKaTh
Ha KHOTIKY «COXpaHUTh U 3aKpbITHY. J{7151 BO3BpaTa u3 GopMbl peJTaKTUPOBAHUS B CIIUCKOBYIO (hopmy
HE0OXOAMMO Ha)KaTh Ha KHOIKY «3aKpBITHY.
Jns  ypanmeHuss 3aMenieHHs HEOOXOAMMO BBIICTUTH 3alUCh Ha CIOHCKOBOW (opme,

Haxojsieiicss Ha cratyce «UepHOBUK», M HaXaTh Ha KHOTMKY  («Ymamute»). [lpu ynaneHun
3aMKMcy BBIBOJUTCS JUAIOTOBOE OKHO MOATBEPXKACHUS YJIAICHUN 3alIMCH C TeKCTOM «BbI yBepeHsl,
YTO XOTUTE YIAIUTh 3alMCh?» U ABYMs KHonKamu «Her, He ynansatey, «/la, ynanutey. [Ipu HaxkaTun
Ha KHONKY «Her, He ymansaTe» 3amuch He ynaisercs, IpU HakaTUM Ha Komky «/la, ymamute»
NPOM30UJET yaleHue BHIOpaHHOH 3ammcu.

Jlns mepeBoja 3asBKM Ha JIOCTYIl B CTaTryc «3aperucTpupoBaHa» HEOOXOIMMO BBIJEIUTH

v

3alMch Ha CHOUCKOBOW (opme Ha craTyce «UYepHOBHK» U HakaTb Ha KHOIKY
(«3apeructpupoBaThy). [Ipu BBINOJIHEHWH [aHHOW ONEpaluu OCYIIECTBUTCS IEpexoj cTaryca
3asBKH Ha JOCTYN U3 «HepHOBUK» B «3aperucTpupoBaHay.

Jlns mepeBoia 3asBKM Ha JIOCTYI B cTaTyc «YepHOBHK» HEOOXOIMMO BBIJEIUTH 3aMUCh Ha

CIIUCKOBOM ¢opMe Ha craTyce «3aperucTpupoBaHa» M HaXaTb HA KHOIKY («Bo3Bpar Ha
nopaboTky»). [Ipu BBIONHEHUM TAaHHOW OMEpalU OCYIIECTBUTCS IMEPEeXOoJ cTaryca 3asBKU Ha
JOCTYH U3 «3aperucTpupoBaHa» B « HepHOBUK.

Jlns mepeBo/ia 3asiBKU Ha TOCTYI B ctatyc «CoriacoBaHay HEOOXOAUMO BBIICTUTH 3alUCh Ha

CIUCKOBOM (hopme Ha craTyce «3aperucTpupoBaHa» U HaKaTb Ha KHOIIKY («CornacoBatby).
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[Ipy BBINOMHEHUM NOAHHOW OIEpalu OCYLIECTBHUTCS IEpPeXo] cTaTyca 3asBKM Ha JOCTYN U3
«3apeructpupoBana» B «CoriacoBaHa.
Jlns mepeBoja 3asBKM Ha perucTpanuio B cratyc «OTkazaHa» HEOOXOAUMO BbIIEIUTH 3aIHCh

Ha CIIMCKOBOH (opMe Ha cTaTyce «3aperucTpUpOBaHa» M HaXaTh Ha KHOIKY («Otkazarby).
[Ipy BBINOMHEHUM NOAHHOW OINEpalu OCYHIECTBHUTCS IEpexoj cTaTyca 3asiBKH Ha JOCTYN U3
«3apeructpupoBaHa» B «OTKa3zaHay.

Jlns nepeBofia 3asBKU Ha perucTpanuio B cratyc «lcrnonnena» HeoOX0IuMO BbIIEIUTD 3aMKCh

Ha CIIUCKOBOM (popme Ha craryce «CoriiacoBanay M HaXaTb Ha KHOMKY («HUcnonuutey). [Ipn
BBIIIOJIHEHUM JIaHHOW OIepaliy OCYIIECTBUTCS IE€pPexo]] cTaTyca 3asiBKM Ha JOCTyI U3
«CornacoBana» B «Mcnonnena». [Ipu ncronHenuu 3asBKU Ha JOCTyn B M3aenuu ocylecTBisercs
no0aBJieHUE 3aMpaliiBaeMOi poJu 1OCTYyIa COTPYAHUKY.

3.6. Hactpoiiku

B pasgene «Hactpoiiku» agmunuctparopy Wb Heo0XoaMMO BBINOIHUTH HACTPOWMKH IS
¢dyukuronuposanus U3nenus. Cocras paznena «Hactpoiikny ciepyromuii (puc. 21):
— «AyreHTH(UKaIUN - pa3zen, colepKalluil HACTPONKHN ayTeHTU (UKL,
— «Hoctyn» - pasgen, coxepxkamuii B cebe HacTpoilku noctyna k MC u 3amuiaemMbiM
pecypcam UC;
— «O0ume» - paznen, coaepKalui KOHPUrypaloHHbIe HaCTpoiku M3nenus.

= sV ATLHLTH
= 4% VHUBEPCATGHRI o A

[E Mo npodmm

[0 OpraHEzanEOHHAA CTPYKT)

e E

81 Hacrpoiixa

e HOOPO IIOXKATOBATE B CEPBEP OE30IMIACHOCTH

Jin% IpooITAe KA PAOOTE, BEIOEPHTE OJTHH H3 Pa3IeIOR B HABHTAIHH CIeBa
Hoctyn
Obmme

£ EKypman

8 Ceccam

Pucynok 21. Ilanens nHaBuranuu JIK agMuHucTpaTopa «AIMHHHCTPATOP 0€30MACHOCTHY.
Paznen «Hacrpoiiku»

3.6.1. Hacrpoiika ayTeHTH(PUKALNT

Jnis HacTpolku ayTeHTU(UKAIMK HEoOXOIUMO MepedTH B MyHKT MeHio «Hactpoiiku —
AyteHTuduranum». J[aHHbIM MyHKT MEHIO COJEPKUT JIBa MOANYHKTA!

— «Momymmy - pazzaen, couepKaliii HaCTPOHKH MOyJIel ayTeHTU(UKAITIH;
— «CxeMbI» - pa3fien, coepKalliuil HACTPOUKH CXeM ayTeHTH(HUKAIIUH.
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3.6.1.1. Hacrtpoiika B3aumoneiicrBusi ¢ LDAP

s Hactpoiiku ayreHTuukanun yepe3 LDAP, Heo6xonnmo, 4To0Obl B cucTeMe ObLIO:

1. Coznan «Moayib ayTeHTU(DUKAITAN .
2. Coznana «CxeMa ayTeHTU(DUKALIUN.
3. Y UC BriOpaHa HyXHas cXxeMa ayTeHTU()HUKaIIIH.

Hns co3nanus «Moaynb ayTeHTHGUKAMM» HEoOXoauMmo mnepeitu B paszaen Hacrtpoiiku->
Aytentudukanus-> Moayau. McnpaBuTh yxe CyIIecTByIOmi Moayiis ¢ kogom sbLdapModule

WY 100ABUTH HOBBIMA.

TpebGoBanust K coAepKaHUIO:

— Tun moayis — Jlorua/mapons B LDAP;

— 3HAUYCHUC CXCMBI:

{

}

"url": "ldap://ldap:389",

"user": "cn=admin,dc=org,dc=ru",

"password": "config",

"base'": "dc=org,dc=ru",

"search": " (& (uid={0}) (cbjectclass=inetOrgPerson))",
"passwordAttribute": "userPassword",
"passwordEncodingAlg": "SHA1"

ATpubyTtel cxembl mnoakimoueHus K LDAP s mneHTrdukamuum v ayTeHTUUKAAN

MIpUBEJICHBI B Ta0OHUIIE 6.

Tadauna 6. ATpudyThl cxembl noaAkIWYeHusi K LDAP st unenTugukanuu u

ayTeHTH(UKAUH
ATpudyT Onucanue

url AJlpec NOJKIIIOYEHUS K KaTajory Mojb30BaTeseit

user CucteMHBI TIONB30BATENb I MOAKIIOUYCHHS] K KaTaJloTy IOJb30BaTelei.
Iloqg o>TuM m[ONB30BATENEM  BBINONHSIOTCA ACHCTBUS IO  MPOBEPKE
COOTBETCTBHS JIOTHHA/TIAPOJIS TIPH ayTEHTU(HUKAIIMH [T0JIb30BATEICH, a TAKXKe
JEHCTBHSI 110 CHHXPOHHU3AIMKM JaHHBIX MEXIy Oasoii naHHbix C3U BT wu
KaTajoroM mojb30BaTelei

password [Taponp cHCTEMHOTO NONB30BATENS, HCHOJB3YEMBIM M7 MOJAKIIOUEHUS K
KaTaJIOTy I10JIb30BaTeen

base bazoBas BeTka gepeBa B Karajore MOJb30BaTeI€il, JJi1 BBIIOJHEHUS BCEX
NpEeAyCMOTPEHHBIX OIepauil

search LDAP-¢unbTp novcka y4eTHOH 3amvcH MoJib30BaTelNs 10 ero JOTUHY

passwordAttribute ATpuOyT YYETHOH 3alKCH MOJIb30BATENS B KaTaJlOTe, COJEPKAIMNUN CBEICHUS
0 TapoJie MoJIb30BaTes

passwordEncodingAlg AJNTOPUTM XEIIMPOBAHUS, UCIIONb3YEMBIH IJIl XpaHEHHs MapoJiei B KaTajuore
HoJB30BaTelIei

Jns co3manus «Cxembl ayTeHTH(QHUKAMU» HeoOXoauMmo mnepeitu B pasnen Hactpoiiku->
Ayrentudukanus-> Cxemsl. McnpaBuTh yxke cymiecTByronryto cxemy ¢ kogom ldapUserScheme

WU 100aBUTH HOBYIO.

3HaYeHUE CXEMBI:

[ 1
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"moduleId" : 10,
"moduleTypeCode" : "sbLdap"
bl

A1pubytel cxembl noakirodeHus kK LDAP nmns uaeHTHdUKanuMM W ayTeHTU(UKAITAN
IIPUBENIECHBI B Ta0uLe 7.

Tadoauua 7. ATpudyThl cxeMbl moakJ0YeHusi K LDAP niast uienTugukanuu u
ayTeHTH(UKAIUH

ATpuOYT Onucanue

moduleld YV HUKaIBHBIH UJICHTU(HUKATOD MOYJIS
ayTeHTU(UKAIUH B CHCTEME

moduleTypeCode Kon tuna momyns ayTeHTH(GHUKANUH, B CHCTEME
CYILECTBYET CIIEAYIONIHE THIIBI MOTYJIEH:

— sbUser;

— shLdap;

— headerLogin

Jisa ykazanus cosznaHHoi «Cxembl ayTeHTH(ukauuu» i TpeOyemoit MC Heobxomumo
nepeiitn B paznen Hactpoiiku -> [loctyn -> WHpopmarnmoHHble cuCTeMbl. BBIOpaTh HYXHYIO
CHUCTEMY M3 CIHCKa, PUCYHOK (OpMbI IpejcTaBiieH puUcyHKe 27. OTKpbITh Ha pelakTUpOBaHHE
BeIOpanny0 C u ycranoBuTh Ha (hopMme B mone «Cxema ayTeHTHU(UKALUWY, CO3TAHHYIO paHee
CXEMY.

B W3nenuu npucyTCTBYeT MEXaHM3M CHUHXPOHHM3AIMU JIAHHBIX O IMOJb30BaTElIe U3 KaTajaora
LDAP. CymiecTByeT /1Ba TUTIa CHAHXPOHU3ALUU JAHHBIX O MOJIb30BATEIAX:

1. Macrepom sBasercs C3U, npu CHUHXpOHM3aLMKU TPYHIbl MOJIB30BATENEd B KaTajore
IIPUBOASTCS B COOTBETCTBHE C HAOOPOM pouiel, HazHaueHHBIX B C3M.

2. MacrtepoM SIBJISIETCS KaTaJloT MOJIb30BaTENICH, MPU CUHXpOHM3amu pos gocryma C3U
MPUBOASTCSA B COOTBETCTBHE C IPyNIIaMU KaTajlora IoJib30BaTelei.

JI1st HaCTpOMKHM CUHXPOHU3AIIMH JIAHHBIX O MOJIb30oBarese yepes karagor LDAP, neobxoaumo
N00aBUTH/HACTPOUTh 3HAYCHHME CXEeMbl Uil Moayns «AyreHTudukanus uyepes LDAP». Ilpumep
CXEMBI:

{
"url": "ldap://ldap:389",
"user": "cn=admin,dc=org,dc=ru",
"password": "config",
"base": "dc=org,dc=ru",
"search": " (& (uid={0}) (objectclass=inetOrgPerson))",
"passwordAttribute": "userPassword",
"passwordkEncodingAlg": "SHAl1",
"syncOrgCode": "o0.1001",
"businessRoleCode": "test",
"groupLdapFilter": " (&(cn={0}) (objectclass=groupOfNames))",
"groupCodeAttribute": "cn",
"usrFirstnameAttribute": "givenName",
"usrlLastnameAttribute": "sn",
"usrMiddlenameAttribute": "",
"usrLoginAttribute": "uid",
"usrEmailAttribute": "",
"usrPhoneAttribute": "",
"usrPositionAttribute": "title",
"usrSnilsAttribute": "",
"masterForGroups": "sb",
"userGroupldapFilter": " (& (member={0}) (objectclass=groupOfNames) )",
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"top",
1

}

"groupOfnames"

"groupOu": "ou=Groups, ou=people",
"groupObjectClass":

[

"groupMemberAttribute": "member"

Onucanne Kaxaoro u3 aTpuOyTOB MPUBEACHO B TadymIle 8.

Ta6auna 8. ATpudyThl cxembl noakaw04YeHusi K LDAP 115 cHHXpoHHM3a1UM JTaHHBIX O

MmoJib30BareJie
ATpudyT ITpumep 3HaYeHUS Onucanue
url Idap://Idap:389 Apec TOIKITIOUEHHS K KaTaJIory HOJIb30BaTesei
user cn=ad- CHUCTEeMHBI MOJB30BATENb JJIS  TOAKIIOYEHUS K
min,dc=org,dc=ru KaTaJjaory moss3oBateseil. ITox 3TUM HOJIb30BaTEIEM
BBITIOJHSOTCS JICHCTBHS 1O TPOBEPKE COOTBETCTBHS
JoTHHA/TIapOJIst P ayTeHTH(GHUKAIINH TOTb30BaTeeH,
a TaKKe JeUCTBUS 10 CHHXPOHU3AINH JTAHHBIX MEXKIY
0a3oii nanaeix C3U BT u karanorom monp3oBaTene
password config [Taponb CHUCTEMHOTO TOJIB30BATENS, HCIIOIb3YEMBbIi
JUTS TTOIKJTFOYEHHSI K KaTaJIoTy T0JIb30BaTes el
base dc=org,dc=ru BbasoBas BeTKka JepeBa B KaTajuore mojib30oBareei, 1
BBIIIOJIHEHUS BCEX IIPElyCMOTPEHHBIX ONepaluii
search (&(uid={0})(objectcl | LDAP-¢puabTp morcka yueTHOH 3ancH Moab30BaTes

ass=inetOrgPerson))

I10 €r0 JIOTHHY

passwordAttribute

userPassword

ATpuOyT y9eTHOU 3aIlMCH TTOJIh30BATENs B KaTaJore,
coJiep)Kallnii CBeJICHHs O NapoJie MMOJIb30BaTeIs

passwordEncodingAlg

SHA1

AJTOpUTM  XEIIMPOBAaHUS, HCHOJB3YEMBIH IS
XpaHEHUs MMapoJIeil B KaTajore MoJib30BaTeNen

syncOrgCode

0.1001

Kon OpraHU3alMH. K 3TOH OopraHu3anuu
MIPUBS3LIBAIOTCS  COTPYAHHUKH, CO3/[aBaeMble IIPH
ABTOMATHYECKON CHHXPOHH3AIUU TOJIH30BATEICH U3
kaTajora nojis3oBateneit B /I C3U1U

businessRoleCode

Approver

Kon pomm B  opranmmsammu.  Hasmauaetcs
COTPYJIHHUKAM, CO3/1aBa€MbIM TIPU aBTOMATHYECKOW
CHHXPOHHU3AIIMM  TIOJIb30BAaTeNIe W3  KaTajora
nons3oBatese B bl C3U

groupLdapFilter

(&(cn={0})(objectcla
ss=groupOfNames))

LDAP-¢punbTp morcka B Kataiore rpyIsl 1o ee KOy.
Hcrnone3yeTcst Tpu  BBIOJTHEHUH CHHXPOHU3AIIUN
poneit moctynma u3z BJ[ C3U B rpynmsl kaTanora
nonb3oBaresied.  Ilpumensercs ans  mpoBepkw,
CYIIECTBYET JIM B KaTajore IOJIb30BaTeNel rpyImma,
COOTBETCTBYIOIIass pomu Jjoctyna. CBs3b MEXIY
polsiMM  JOCTyNla H TpynmamMd B KaTajore
oJIb30BaTeNel crpoutcs no xkoxy ponu — B b C3U1
sro moje code B Tabmume role, B karajore
MOJIb30BaTENIE 3TO AaTpuOyT TPYMIBI, 3aTaHHBIA
napameTpoMm groupCodeAttribute
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ATpuOYT

IMpumep 3HaveHNs

Onucanue

groupCodeAttribute

cn

ATpuOyT rpynmsl B KaTajaore, o KOTOPOMY CTPOHUTCS
cBs13b ¢ poubto noctyna B b/l C3U, no ee koxay (Takxke
CM. oIlHcaHue mapaMeTpa groupLdapFilter)

usrFirstnameAttribute

givenName

ATpuOYT YYETHOH 3aMKCH MOJIH30BATENS, B KOTOPOM B
Karajore MOJIb30BaTENEH XpaHUTCS Nwms.
Hcnons3yeTcs Ipy CUHXPOHU3AIUHY YUETHBIX 3alHCel
MEXITy KaTaJioroM moib3oBareneit u b/ C3U

usrLastnameAttribute

sn

ATpuOyT yYETHOI 3aIMCH MTOJIB30BATEINS, B KOTOPOM B
Karajore Imonbp30BaTenell  xpaHutcs — Pamuus.
Hcnons3yercs pu CUHXPOHU3ALUY YUETHBIX 3aUCEN
MeXay KaTajmorom mnoins3oatenet u b/ C31U

usrMiddlenameAttribute

middleName

ATpuOyT yUETHOH 3aMHCH MOIH30BATENS, B KOTOPOM B
Karajore mojb3oBareneil  xpanurca  OT4ecTBO.
Hcnons3yercs pu CUHXPOHU3ALUU YUETHBIX 3alMCeN
MEXIy KaTasoroM noisb3oBareneid u b1 C3U

usrLoginAttribute

uid

ATpuOYT yUETHOM 3aIMCH MTOJTb30BATEINS, B KOTOPOM B
KaTtaJiore XpaHUTCA JIOT'H IIOJIb30BaTECIIA.
Hcnons3yeTcs Ipyu CUHXPOHU3AIUHN YUETHBIX 3aliCel
MEX1y KaTanorom nosb3oareneit u b/l C3U

usrEmail Attribute

email

ATpuOYT yUETHOM 3aKCH MTOJ30BATEINS, B KOTOPOM B
KaTajaore XpaHUTCS email M0JIb30BATEIIS.
Hcnons3yercs Npu CUHXPOHU3ALUHY YUETHBIX 3alIMCeN
MeXly KaTtajgoroM nosas3oBateneit u b/ C31U

usrPhoneAttribute

phone

ATpuOyT yU4ETHOH 3aMHCH MOIH30BATENS, B KOTOPOM B
KaTajore  XpaHWUTCs ~ TedeoH  MOJb30BaTElsl.
Hcnons3yercs Ipyu CUHXPOHU3ALUHY YYETHBIX 3alMCen
MEXIy KaTasoroM noisb3oBareneid u b1 C3U

usrPositionAttribute

title

ATpuOYT yUETHOI 3alKCH MTOJIb30BATEINS, B KOTOPOM B
KaTajore XpaHUTCS JOJDKHOCTh  IIOJIB30BaTEIIsL.
Hcnonp3yeTcs py CHHXPOHU3ALMH YIETHBIX 3aIHCeH
MeX ]y KaTtajgorom nosas3oBateneit u b/ C31U

usrSnilsAttribute

snils

ATpuOyT y4eTHOM 3alMCH [T0JIb30BATEINS, B KOTOPOM B
karagore  xpanutcas ~ CHMIIC  moms3oBarens.
Hcnons3yercs Ipyu CUHXPOHU3ALUHY YUETHBIX 3alMCen
MeXly KaTtajgoroM nosns3oBateneit u b/ C31U

masterForGroups

sb

HanpaBnenne CHHXpOHM3AMM  MEXAY  POJISIMU
noctyna cotpyaauka B BJ[ C3M u rpynnamu

MOJIb30BaTeNsl B KaTajore MOXET IMPUHUMATh

3HAYCHUS:

— Sb — B aToM ciyuae mactepoM siBisiercst C3U, npu
CHHXPOHHU3AIIMHU TPYIIIHI IOJIB30BaTENEH B
Karajore MPUBOJATCS B COOTBETCTBHE C HAOOpOM
pouieit, Ha3HaueHHbIX B C3U;

— ldap — B aTOM citydae MacTepoMm SIBIISIETCS KATAJIOT
10JIb30BaTENEN, IPU CUHXPOHU3ALMH POIH
noctyra C3U mpuBOIATCS B COOTBETCTBHE C
rpynamMH KaTtajiora rnojib30Baresei
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ATpuOYT IMpumep 3HaYeHUsI Onucanue
userGroupLdapFilter (&(member={0})(obj | LDAP-¢punsTp moMcka rpymm B KaTajore
ectclass=groupOfNa | mosp3oBareneit
mes))
groupOu ou=Groups,ou=peopl | Betka B kaTajore moJB30BATENCH, CcoOAEpKaIIas
e TPYIIIIBI
groupObjectClass [ CITHCOK KJIACCOB, KOTOPHIE B COOTBETCTBHM CO CXEMOIA
"top", KaTauora Ha3Ha4aloTCs TpyInam
"groupOfnames”
groupMemberAttribute Member ATpuOyT B Kataiore moyib30BaTeield, HCIoab3yeMblid
JUIi  BKJIIOYCHUS  TONb30BATelIed B TPYIIL.
Hcnons3yercs npu CHHXPOHU3ALMM CIHCKA POJeH
JI0CTyIa, Ha3HA4YeHHBIX nosb3oBatemo B C3U, u
IPYII B KaTauore, B KOTOPbIC BKIIIOYEH MOJIb30BATEIb

3.6.1.2. Hacrpoiika ayTeHTU()MKALUH N0 3aT0JIOBKY

Jiist HacTpoiKY ayTeHTU(UKAIIUH 10 3ar0JIOBKY, HEOOXOMMO, YTOOBI B CHCTEME OBLIO:

1. Coznman «Moayib ayTeHTU(DHUKALIUAI.
2. Coznmana «CxeMa ayTeHTU(DUKALTAI.
3. Y UC BeiOpaHa HyKHasi cXxeMa ayTeHTU(DUKALIH.

Hnst co3nanus «Moaynb ayTeHTHGUKAMU» HEoOXoauMo mnepeiTu B pasaen Hacrpoiiku->
Ayrentudukanus-> Moaynu. VicipaButh yxe CymecTByOIIHA Moayb ¢ kogom headerLoginMod-
ule uau 106aBUTH HOBBIH.

Tpe6OBaHI/I$I K COACPIKAHUTO:

— tun Mmoayis — Jlorun/mapons B LDAP;
— 3HAYE€HHE CXEMBL:

{

"headerLoginName" : "auth user login",
"headerLevelName" : "session level",
"enabledHeaderlLevel" : true

}

ATpubytsl cxembl noakiroueHuss kK LDAP nmns waeHTuduKanmuum u  ayTeHTU(UKAIIUN
npuBeNeHbI B Tabmnuiie 9.

Tadauna 9. ATpudyThl cxembl noaAkIWYeHus1 K LDAP st unenTugukanuu u
ayTeHTHQUKALHUU

ATpudyT Onucanue
headerLoginName WNmsa 3zaronoBka HTTP, B xotopom mnpuxogur HWms yueTHOH 3amucu
10JIb30BATEIIS
headerLevelName Wwms 3aronoska HTTP, B KOTOpOM NPUXOAUT YPOBEHb KOH(PUACHUATBLHOCTH
ceccuu
enabledHeaderLevel AxTuBanus pexxuma o0paboTKH ypoBHS KOHMOUICHIIMATLHOCTH M3 3ar0JI0OBKa
HTTP

42



Hns cozmanmst «Cxembl ayTeHTH(GUKAHK» HE0OX0oAMMO TepedTu B paszmen Hactpoiiku->
Ayrentudukanusa-> Cxembl. MicnpaBuTh yke CyIIECTBYOIIYIO cxeMy ¢ kogoM headerScheme wmu
JI00aBUTH HOBYIO.

3HaYEeHNE CXEMBI:

[ {
"moduleId" : 10,

"moduleTypeCode" : "headerLogin"
b

Atpubytsel cxembl noakirodeHuss kK LDAP nmns uaeHTHdUKanuMM W ayTeHTU(UKAIIAN
npuBezeHsl B Tabmuie 10.

Taoauna 10. ATpudyTsl cxembl noakawdYenuss kK LDAP pis uaneHTugukanum u
ayTeHTH(UKAIUH

ATpHOYT Onucanue

moduleld YV HUKaIbHBIH UICHTU(HUKATOD MOYJIs
ayTeHTH(UKALNN B CHCTEME

moduleTypeCode Kon tuma momyns ayTeHTH(HUKAIUH, B CHCTEME
CYILECTBYET CIICIYIOIINE TUITBI MOJLYJICH:

— shUser;

— shLdap;

— headerLogin

Jis ykazanus coznaHHoi «Cxembl ayTreHTH(ukauuu» i TpeOyemoit MC Heobxomumo
nepeiitn B paznen Hacrpoiiku -> [loctyn -> WHpopmarnmoHHble cucTeMbl. BbIOpaTh HYXHYIO
CHUCTEMY U3 CIMCKa, PUCYHOK (DOPMBI IIPECTaBIEH Ha pUCyHKe 27. OTKPBITh Ha pelaKTUPOBaHHE
BeIOpanny0 MC u ycranoBuTh Ha (hopme B mone «Cxema ayTeHTH(UKAUW», CO3TAHHYIO paHee
CXEMY.

3.6.2. Hacrpoiika MmoayJeii ayreHTUGUKAIHT
Jnis HacTpoiiku Moty el ayTeHTHPHUKAUKY HEOOXOAMMO NMEepEeNTH B MyHKT MeHo «HacTpoiiku

— Ayrentudukanuu - Moxynn». [locne nepexona B JaHHBINA IMTyHKT MEHIO OTKPOETCS CIMCKOBAs
bopma «Moaymu» (puc. 22).
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Moi npodame <€ Mozyaz
OpraBH3alHOHHAA CTPYEIypa v O o] Crondusr
5 Saserm Kon = Hamueroranme Cocrosrme
Hacrpoiizxe sbUserModule Jloren/mapors B 6aze ganHex C3H AKTHEHAL
Ayrenmaduxanum 1dapUserModule Ayrentndurammus gepes LDAP AKTHEHAT
RO headerLoginModule Moy TS ay TeRTHHKIA [0 3aromoBKy axTREEaT

Creym

Tloctym

Obmme

(1] [20/cp

Pucynok 22. Paznen «Hacrtpoiiku — AyrenTudpuxkanuu - Moayan». CnuckoBasi popma
«MoayJam»

Ha cninckoBoit popme «Moaynmn» oToOpakaroTcst oAIep>KUBaeMble MOAYJIH ayTeHTU(DUKALH
B U3nenne, ka1 MOJLyJIb UMEET CBOM YHUKAJIBbHBIA KOJI:

— «sbUserModule» - moay:b ayTeHTH(pHKAIMK 110 JIOTHH/Tapoiiio B 0a3ze ganubix C3U;
— «ldapUserModule» - moayiis aytentudukaimu yepe3 LDAP;
— «headerLoginModule» - Mmoysb ayTeHTH(UKAIIMY 110 3ar0JO0BKY.

Jlns HACTpOMKM MOAYJs ayTeHTU(PHUKAIUU HEOOXOIUMO BBIIEIUTH HEOOXOTUMBIA MOIYIb

ayTeHTH(QUKAIMM HA CIHCKOBOM (opMe ¥ HaxaTh Ha KHOmKy — («OTKpBITH Ha
penaktupoBanuey). [locine HaXkaThsi Ha KHOIIKY OTKpOeTcs opMa penaktupoBanus (puc. 23), Tae
agMuHUCcTpaTop b MOXKET OTpeakTUpOBaTh CAEAYIONINE MapaMeTPhI:

— «YHUKaJIbHBIA KO - YHUKAJIBHBIA KOJ| MOJYJISl @y TEHTU(UKALIUU;

— «HanmMeHoBaHue» - HAMMEHOBaHUE MOJYJIsl Ay TeHTU(UKALINY;

— «CoctostHue 3amucuW» - BBHIOOpP 3HAYEHUS COCTOSIHUSI 3alMUCH M3  KOMOOOOKca
«aKTHBHAas/HEaKTUBHAs»;

— «Onucanue» - TEKCTOBOE OMMCAHUE MOAYJIA ayTeHTU(UKALINY;

— «Tun Moxyns» - THIAa MOJYJIS ayTEeHTU(PUKAIMH. 3alI0JIHEHUE T10JISI OCYIIECTBISETCS TyTEM
BbIOOpA COOTBETCTBYIOIETO THUIIA MOJYJISl ayTEHTU(HUKAILMU JUIsI HACTPAaUBAEMOTO MOIYJIS
U3 CIIUCKa CYNIECTBYIOMMX B M31enuu THOB MOAYJIsl ayTEeHTU(UKALIUY.

— «3HavyeHue CXeMbD» - IepeyeHb MapamMeTpoB B hopmaTte json, HEOOXOTUMBIH [T HACTPOIKHU
Moayst ayTeHTUGuKauuu. OnucaHue mapaMeTpoB Ul KaX10T0 MOy ayTeHTU(UKALIUN
IIPUBE/ICHO B MPUJIOKEHUH A.

44



= & ] . %
= ." VHHBEPCAJIBHBII @ a

[E Moi npojmm < Moayau
G e S * Venmammssi xox * Hamiemosamme # Cocroamme sammcn
headerLoginModule ] Monyas ayTeETHHKIEA 00 3aT0I0BKy Q AKTHEHAT []
B Sazexn
Ormcasme # Trm stozyan
# Hacpoiixu Moy s 2y TeETHGHEDHS 110 32T0T0BEY AyTeHTH@HKLEL [0 Tar0I0EKy []
4
Ayrenmadmcams
3HAUCHHA CXEMEL
Mopyms
{ (]
CxeMl "headerLoginName" : "auth_user_login",
"headerLevelName" : "session_level"
"enabledHeaderLevel" : true

Toctyn

}

Obmpe

B Kypuan

B Ceccom

[®) CoxpanmuTs i 3aKpErTs X 3axperrs

Pucynok 23. Pa3nea «Hactpoiiku — AyrenTudukanuu - Moayau». @opMa pelakTHPOBAHUS
«MoayJam»

Jis coxpaneHus 3anucu Ha (opme penaktupoBaHus «Moayian» HeoOXOAMMO HaXKaTh Ha
KHOTIKY «COXpaHHUTh | 3aKpbITh». [ Bo3BpaTa U3 GOpPMBI peTaKTUPOBAHHS B CITUCKOBYIO (OpMY
HE00XO0IMMO Ha)KaTh HAa KHOMKY «3aKpbITh».

o

Jns oOHOBIEHMs 3amuceld Ha CHUCKOBOH (opMe HEOOXOOMMO HaXKaTh Ha KHOMKY
(«OOGHOBUTDY).

3.6.3. Hacrpoiika cxeM ayTeHTH(UKALNH
Jlnis HacTpoMKM cxeM ayTeHTU(UKAMK He00X0AUMO MepeiTu B MyHKT MeHto «HacTpoiiku —

Ayrentndukanuu — Cxembi». I[Tocite mepexoia B TaHHBIHM ITYHKT MEHIO OTKPOETCS CITUCKOBast (hopma
«Cxembi» (puc. 24).

45



= ® . [
= &% YHUBEPCAILHbI ® A

[E] Mok npopas € Cxenmt

Q

[ OpraEEzanEOHHIY CTPYKIypa @ Crombims:

B Sammm " N CxeMa ay TeHTHHEATHE IO
Koa < Hamyenosanmne Cocrosrme -
VMOTHHER

8 Hacrpoiixa

sbUserScheme Obmasx cxema ayTeHTHHKATHE AKTHEHAT Ha

Ayrenmaecanm
IdapUserScheme Bxog uepes LDAP AKTHEHAT HeT

Moy
CxeMa ayTeHTEHKAHE [0 TIOTHEY H3

headerScheme - - AKTHEHAT HeT
saronoexa HITP

Cxevmx

20/ ctp

Pucynok 24. Pasnen «Hacrtpoiiku — AyrenTupukanuu - Cxemb». CniuckoBasi popma
«CxeMbI»

Ha cnickoBoii hopme «CxeMbl» 0TOOpakaroTcsl MOAIEPKUBAEMbIE CXEMbl ayTEHTU(UKALIUY B
H3nenue, kaxxaas cxema UMEET CBOM YHUKAIbHBIN KOJI:

— «sbUserScheme» - cxema ayreHTH(UKAIIMY 110 JIOTHH/TApOIII0 B 6a3e maHHbiX C3U;
— «ldapUserScheme» - cxema aytentudukanuu yepe3 LDAP;
— «headerScheme» - cxema ayreHTudUKaIMy 110 JOrHHY U3 3arojioska HTTP.

I[JIH HaCTPOﬁKH CXCMbI aYTeHTI/Iq)I/IKaI_[I/II/I H606XOI[I/IMO BBIACIINTD H606XO,[[I/IMYIO CXCMY

ayTeHTH(QUKAIMM HA CIHCKOBOW (opMe W HaxaTh Ha KHOMKY — («OTKpBITH Ha
penaktupoBanuey). [locine HaXkaThsi Ha KHOMKY OTKpOeTcs ¢opMa penaktupoBanus (puc. 25), rae
agMuHUCTpaTop b MOXKET OTpeakTUpOBaTh CAEAYIONINE MapaMeETPhI:

— «YHUKaJIbHBIA KO - YHUKAJIBHBIA KOJ| MOJYJISl @y TEHTU(UKALINN;

— «HanmMeHoBaHue» - HAMMEHOBaHUE MOJYJIsl Ay TEHTU(UKALINY;

— «CocrostHue 3amucuW» - BBHIOOP 3HAYEHUS COCTOSHUSI 3alUCH M3 KOMOOOOKca
«aKTHBHAas/HEaKTHBHAs,

— «Onucanue» - TEKCTOBOE OMMCAHUE MOYJIA ayTeHTU(UKALINY;

— «3HavyeHHWE CXEMbI» - MAacCHB JAaHHBIX B (opMmaTe json, B KOTOPOM IEPEUHCISIOTCS
MCTOJIb3yEMbI€ MOJYJIM ayTEeHTU(PHUKAIMU JJIs1 TaHHOW CXEMBbl, IPUMEP ONMUCAHUS:

[ {
"moduleId" : 10,
"moduleTypeCode" : "headerLogin"

1]
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[ Oprammammosas crpyxrypa . * Vemmamssms sox * Hamsesosasme * Coctoamme sammc
headerScheme () CXeMa ay TeHTHRIAIIE 0 TOTEHY 73 3aToToBka akTvEHas o
£ 3amexm

Omnncasme

8! Hacrpoiiim

AyTeHTHHEKAHE

3HaTSHHA CXEMBI

Mopym=

[{ L]
CxeMEl "moduleld” : 10,

"moduleTypeCode" : "headerLogin"

11

) CoxparmTs & 3akpTTS X 3axperms

Pucynok 25. Pa3nen «Hactpoiiku — AyreHTudukanuu - Cxembr». @opMa pe1aKTHPOBAHUS
«CxeMBbD»

Jns coxpaHenus 3amucu Ha ¢opme penaktupoBaHust «CXeMbl» HEOOXOIUMO HakaTh Ha
KHONIKY «CoXpaHUTh U 3aKpbITh». Iy Bo3BpaTa u3 (GOpMbI pelaKTUPOBAHHS B CIIUCKOBYIO (popmy
HEO0OXOMMO HaXKaTh Ha KHOIKY «3aKpBITHY.

B IIO C3M ectp mnoamepkka MOCIEAOBATEIbHOW U BBHIOOPOYHON ayTEeHTH(PHUKAIIUU
nons3oBareneid B I1I1O. [{ns obecneuenust takoit ayreHTH(ukanuu B II10 agmuaucrparop Wb
JOJKEH  CO37aTh COOTBETCTBYIOIIYIO cXeMmy ayTeHTHuKauuu. Jlas co3gaHusi  cXeMbl

ayTeHTU(UKAIMKU Ha CIUCKOBOM popmMe HEOOXOAMMO HaKaTh HA KHOMKY («do6aButh»). Ha
dbopme pemaktupoBaHusi «CXEMbD» 3aMOJHUTh HEOOXOIUMBIE MapaMeTpel. B mone «3HaueHus
CXEMBI» 3a/1aTh OMUCAHUE CXEMbI B (hopMaTe jSON, pYKOBOACTBYSICH CACIYIOIIMMH MPaBHUIaM:

— JUIS TIOCJIEJOBAaTEeNIbHOW ayTeHTU(UKAIMM MCIONb3yeTCs THUN MOyl «andy», ams
BBIOOPOYHON ayTeHTHU(UKAIIMK HUCIIOJIb3YETCS THUI MOAYJS «or». Tum mMoayns 3agaercs B
napamerpe «moduleTypeCodey;

— AJIA OITNCaHUusA BBIBOAUMOTI'O I10JIB30BATCIIO TCKYIICTO nrara aYTeHTI/I(l)I/IKaIII/II/I
UCMOJIb3YeTCs MapaMeTp «texty (HeoOs3aTenbHbIN napaMeTp);

— BIIOKEHHBIE THITBI MOJYJS «and» WM «Or» ONHCHIBAIOTCS BHYTpU mapameTpa «listy.
Onucanue KaxJ0ro mara ayTeHTH(QHUKAIUN JODKHO coaep)kaTh nmapamerpsl «moduleld»
(ID monyns ayTeHTH(UKAIUKH, OTCYTCTBYET /s «and» u «or»), «moduleTypeCode» (kon
TUIIA MOAYJIA ayTeHTU(UKALUHU, OTCYTCTBYeT uid «and» M «or»), «texty (omucaHue
TEKYIIEro Iara ayTeHTU()UKAIIN).

[Tpumep onucanus cxeMbl ayTeHTH(PUKALINHY, B KOTOPOIl MOJIb30BaTENI0 OyIeT MPEIOKEHO Ha
BBIOOD MPONUTH ayTeHTU(UKALIMIO 110 JIOTHH/TIAPOJII0 WIIH 110 JIOTUHY U3 3arosioBka HTTP:

[ 1

"list" ¢ [ {
"text" : "V MeHd eCTb JIOTMH/Tapors",
"moduleId" : 1,
"moduleTypeCode" : "sbUser"

b A
"moduleId" : 10,
"moduleTypeCode" : "headerLogin"
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Pl
"text" : "Belbepure criocod Bxoma",
"moduleTypeCode" : "or"

b

JIst BIOKEHHBIX «andy mim «Or» BHYTPH «Or» HEOOXOMUMO JUIsS KaXIOH BETKH yKa3arh
yaukansHbIi «moduleCode» B mapamerpax cXeMbl, HAIPUMED:

[{
"moduleTypeCode": "or",
"list": [
{
"text": "A and B",
"moduleCode": "ab",
"moduleTypeCode": "and",
"list": [
{
"moduleId": 1,
"moduleTypeCode": "A"
b
{
"moduleId": 2,
"moduleTypeCode": "B"
}

"text": "C and D",
"moduleCode": "cd",
"moduleTypeCode": "and",
"list": [
{
"moduleId": 3,
"moduleTypeCode": "C"
b
{
"moduleId": 4,
"moduleTypeCode": "D"

o=
L
s oOHOBieHMs 3amuced Ha CHHCKOBOW (hopMe HEOOXOAMMO HakaTb Ha KHONKY
(«OOGHOBUTDY).

3.6.4. Hacrpoiiku 1octyna

Jnst HacTpoiiku JgocTyna HeoOXoauMo TeperTh B myHKT MeHro «Hactpoiiku — JlocTymy.
JIaHHBIN MYHKT COAEPKUT CIEAYIOLIUE MTOANTYHKTHI:

— «UHopmanOHHBIE CUCTEMBIY;

— «JIuMuTEI ceccumy;

— «Pommy;

— «Tuner GyHKIMY - paznen, coAepKaluid OMUCAaHUE THMOB (DYHKITUH, MCIIOIB3YEMBIX B
Wz nenue;

— «DyHKIIUWY - pasaen, coaepKanuil HacTporku GyHkuid qoctymna k MC;

— «lTonutukm» - pazaen, coaepxaniuil HACTPOMKH MOJUTHK JocTyma K pecypcam UC;
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— «O06mbexTrr Bl UC» - paznen, conepkanuii onucanue oovektos b1 VC.
3.6.5. Hacrpoiika nuHGOPMALIMOHHBIX CHCTEM

Jns HacTpoiiku nHGOPMAITMOHHBIX CUCTEM HEOOXOIMMO MepeTH B MyHKT MeHIo «Hactpoiiku
— Hoctyn — Undopmanmonnsie cuctembl». [locne mepexona B JaHHBIM MYHKT MEHIO OTKPOETCS

crrckoBas popma «MHpopMarnoHHbIe CHCTEMBD (pHC. 26).
= &% VHHBEPCAJLHELT o &

€ HubopyauuomHELe CHCTEMEL

[E Moii npodmm

[ Oprammsanwomsas crpyTypa v €] LG Croatme
£ 3azexa Koz + HamueHopanue Onzcarse Cxeva ayTeRTHEHKATHE CocrosEre
81 Hacrpoiixn admin JlermEni kabuHEET Jleramsrt kabuEeT Ofmax cxeMa Ay TeHTHHKAIHE AKTHEHAA
AyTenTRpmCTIR v admin_20200904 JIHMHED katuEeT_20200004 Ofmax cxeMa a7 TeRTHHKAIE AKTHEHAA
Jocrym admin_changed Tl kabumer Ofman cxema ayTeRTHGHKATHE AKTHEHAA
s et admin_changed_1 Jhrmrni kabumer Ofmas cxeMa ayTeRTH HKAIIET AKTHEHAT
EKD base_tttl 2 JACKTPORIEE FaAPOTEE O0fmwas cxena ay TeRTHHKAIHE @KTHEHAT

JOKYMEHTH

P
o Idaptest 1daptest Idaptest Bxox uepez LDAP AKTHEHAT

TenE: dymEmmEi - .
- TLyO/HHHELT cepBHEC

orgunit_public 1y OHaHELE CePBHC OpraHE3alHil . O0fmwas cxena ay TeRTHHKAIHE @KTHEHAT
OpraHEHAIR
DyHKIHA
TlySmrambit pecype A1a TlySmrarett pecype ans -
password_validator ) peere - pecrp OGmas cxema ayTeRTHHEATHE AKTHBHAA
Tomerexs EATHIAIHH [APOIA MOTB30BATENE  BATHIAIHE MAPOJA NOTBI0EATETA
Ofsexts BJl HC ABTOMATHIHPOBIHAT CHCTEMA CxemMa ay TeHTHHEAIHH T0
saumi3 - AKTHEHAA
VTIPABTEEHA HMYTIECTEOM JoruEy B2 2aromoexa HTTP
'VpOERE KDE(HACEIHATEHOCTH
testapp Tectoroe nprtoKeHHe_20200831 Obmas cxema ayTeHTHHEATHE 3KTHEHAA
Obmme
TTySmramsit pecype a1a TTyGmreert pecype ats
T user_validator BATHIAIHH [0T30BATENA N0 EATHIAIHHE TI0TB30BATENA TI0 Obmas cxena ayTeRTHGHEANHE AKTHBHAA
BypHan - -
i HDICHH ETHOH 3aIHCH HMEHH YIeTHOH 3aIHCH
@ Ceccam - :
[1]> |20/emp

Pucynok 26. Pasznen «Hacrpoiiku». CinckoBas ¢popma «MudpopmMannoHHbIe CHCTEMbI»

Jns pydHOTO CO37aHHsl HOBOW HMH(OPMAIIMOHHOM CHCTEMBbI HCHOJB3YEeTCS KHOIKA
(«do06aBuTh»), pacmoiokeHHAs HA TTAaHEJIM UHCTPYMEHTOB.

[Tocne HaxkaTHs Ha KHONIKY OTKpoeTcs popma penaktupoBanus « THpopMalnOHHbIE CHCTEMBD
(puc. 27). B nanHo#t popme agmunurctpatop b 3anaer cienyromnye napaMmerpbr:

— «Kom» - yHUKaIbHBIN KOJT MHPOPMAITMOHHON CHCTEMBI;

— «HauMmenoBanwue» - HauMeHOBaHHE HH(POPMAIIMOHHOW CUCTEMBIL;

— «CxeMma ayTeHTH(DHKAII - CXeMa ayTeHTU(PUKAINN, KOTOpask UCIOJB3YETCS IS TaHHOM
NC. 3anonHeHue Moy OCYHIECTBISETCS MyTeM BHIOOpA M3 CHHCKA CYIIECTBYIOIIUX B
W3nenune cxem ayTeHTU(UKAIMM, IPU yKAa3aHUU CXEMBbl ayTEHTU(UKAIIMU UCIIOIb3YETCS
TEKCTOBBI BBOJ] HAUMEHOBAHHS CXEMbl ayTCHTH(PHUKAIUU C JadbHEUIIUM BBIOOPOM U3
CIHCKa MPE/I0KEHHBIX BAPUAHTOB;

— «CocrostHMEe 3amucW» - BBIOOp 3HAuUEHHUs CTaTyca 3amucu U3 KoMmOoOokca
«aKTHBHAas/HEaKTUBHAS»;

— «Omnucanue» - TekctoBoe onucanue UC;

— «Omnucanue mapameTpoBy» - nmapameTpsl noakaoueHus kK SSO u BJ] UIC B ¢opmare json,
IpUMep OMKMCAHMS TapaMeTpoB (OMKMCaHKMe TapaMeTPOB MPUBEACHO B MPHIOKEHUH B):

"SSO" . {

49



"key" . "Salm]j_?)" ,
"url" : "http://host:port/app",
"deleteCookies" : [ 1,
"staticHeaders" : [ ]

te

"database" : {
"connection" : "",
"createRlsPolicies" : false,
"employeeRoleTable" : "sbEmployeeRole",
"substitutionTable" : "sbSubstitution",
"syncEmployeesData" : false,
"operationSessionAttribute" : "app.operation",
"employeeIdSessionAttribute” : "app.employee id"

}

}

— «Kaprouku UC» - pazgen, coiepkamuil JaTy 3arpy3Kd M JaHHbIE O 3arpy’KEHHBIX
kaptoukax MC. [laHHbIi pa3gen mo3BOJsSET cKayaTh paHee 3arpyxeHHbie kapTtouku C B
dopmare xml.

€ Hspopuammosane cncresse

Pucynok 27. Pasznen «Hactpoiiku». ®@opma penakrupoBanusi «<MudpopMannoHHbie CHCTEMbI»

Jns cozpanus UC myteM umMmnopTa UCHOJIb3YETCsl KHOIIKA . («3arpyska kaprouku UC»).
[Tocne HaxxaTus Ha TaHHYIO KHOMKY OTKpoeTcs ¢opma 3arpy3ku kaprouku UC (puc. 28). B nannoi
dopme HeoOxoauMo BeIOpaTh XMl daiin kapTouku IC B COOTBETCTBYIOIEM OKHE, BEIOPATH PEXKUM
3arpy3ku «FULL» (3arpy3ka UC u ee pecypcos ¢ nepesanuceio B b/ C31) unn «ADD» (3arpy3ka
NC u ee pecypcon 0e3 nepeszanuicu B b/] C3U, no6aBnisiroTcst TOJIBKO HOBBIE 00BEKTHI). [Ipu HaXkaTun
Ha KHOMKY «3arpy3uTh» OCYILIeCTBIsieTcs 3arpy3ka kaprouku MC, mpu HakaTMM Ha KHOIIKY
«OTMEHHUTBY» OCYIIECTBISIETCS 3aKpbITHE (PopMbI 3arpy3ku kaprouku MC u mepexo] Ha CIIMCKOBYIO
dopmy «H(POpMALIMOHHBIE CUCTEMBD».
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3arpyska kaptoudkun WNC X

Pamsaam

FULL ADD

M

HaxxmwuTe uam nepetawmre dain croaa, Utobel 3arpysunTe

Pucynok 28. ®opma «3arpyska kaprouku UC»

Hns penaktupoBanusi IC HeoOxoaumo Boiaenuts MC Ha cnmckoBoil Gopme m HaxkaTh Ha

KHONKY  («OTKpbITh Ha peaakTUpoBaHue»). Ilociae HakaTHs HA KHOIIKY OTKPOETCs (opma
penaktupoBanus (puc. 27), rae anmunuctparop b moxker otpenakrupoBats napamerpbl MC.

Hnst coxpanenusi 3amucu Ha ¢opme penaktupoBanus «HpopMalmoHHBIE CHCTEMBI»
HE00X0IMMO HaXaTh Ha KHONIKY «COXpaHHUTb U 3aKpbITh». I BO3BpaTa u3 GopMbl peJaKTHPOBAHUS
B CIIUCKOBYIO (pOpMY HEOOXOIMMO HaXKaTh Ha KHOIKY «3aKpBIThY.

Jns ynanenus poan B UC Heobxomumo Bbienuth MC Ha criuckoBoil popMe U HaxaTb Ha

KHOTMKY  («Ymamute»). [Ipu yaaneHnn 3amicy BHIBOIUTCS THATOTOBOE OKHO MOATBEPXKICHHS
yAAJIEHUH 3alUCU C TEKCTOM «Bbl yBepeHbl, YTO XOTUTE YJAINUTh 3aIIUCh?» U ABYMsI KHonkaMmu «Her,
He ynanatby», «/la, ynanute». IIpu Haxkatun Ha KHONKY «Her, HE ynansaTe» 3amuch He ynainsercs,
IIpU HaXKaTUH Ha KONKY «Jla, ynaauTb» Npou30MIeT yaaaeHe BbIOpaHHOM 3aKcH.
o
Jns oOHOBieHMs 3amuceld Ha CHUCKOBOH (opMe HEOOXOAMMO HaXkaTh Ha KHOMIKY
(«OOHOBHUTHY).

3.6.5.1.  Hacrtpoiika JUMHTOB CecCHHU

Jl1s HacTpOMKK TMMHUTOB ceccUil HE0OXOMMO NepeTr B MyHKT MeHto «Hactpoiiku — loctyn
— JIumursl ceccuii». B nanHom paszgene anmunuctpatop b MoxkeT HaCTpOUTh JTUMHUT CECCUM IS
nonb3oBarenss B MC. Tlocne mepexomga B JaHHBIM IyHKT MEHIO OTKpOETCsS chHckoBas ¢opma
«Jlumutel ceccuit» (puc. 29).
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Pucynok 29. Pasnen «Hacrpoiiku - loctym». CinckoBasi popma «JIMMHTBI ceccum»

Jns  co3maHMs HOBOIO JIMMHUTA CECCHM HCIIONB3YETCS KHOIIKA («1o6aBUTBY),
pacrosoKeHHasi Ha [aHEeJIU HHCTPYMEHTOB.

IMocne HaxxaTHs Ha KHOIIKY OTKpoeTcsi (hopma penaktupoBanus «Jlumuter ceccuit» (puc. 30).
B nannoit popme anmunuctparop Ub 3amaet cienyromue napamMmerpsl:

— «lIlonb3oBarens» - Y3 monp3oBaTens, A KOTOPOro HEOOXOIMMO 3a/1aTh JIUMUT CECCUH.
3anojaHeHue MoJsl OCYIIECTBISAETCS IyTeM BbIOOpa 3HAaYEHUS U3 CIIHCKA CYIIECTBYIOLIUX B
W3penuu Y3, npu ykazanuu Y3 ucnonb3yercs TekcToBblid BB PHO V3 nonb3oBarens ¢
JaJIbHEUIITMM BBIOOPOM U3 CIIHCKA MPEAIOKEHHBIX BApUAHTOB;

— «Uudopmanmonnas cucrema» - HHPOpPMAIIMOHHAS CUCTEMA, B paMKaX KOTOpOHl 3amaercs
JUMUT CECCUU T0JIb30BaTENs. 3alI0JHEHHE 0JI OCYIIECTBIISETCS yTEM BHIOOpA U3 CIIUCKA
cymecrByromux B M3genun UC, npu ykaszanum MC wucnonb3yercs TEKCTOBBIH BBOJ
HaumeHoBaHus IC ¢ nanbHeWIuM BEIOOPOM M3 CIIHMCKa MPEAJIOKEHHBIX BApHAHTOB;

— «JIUMHUT OAHOBPEMEHHBIX MOJKIIOUYEHUID» - YUCIOBOE 3HAUECHUE JTUMUTA OJJHOBPEMEHHBIX
MOJKITIOYSHHUH

— «/lelicTByeT c» - 1aTa U BpeMsl Hadyasla IeHCTBUSI JINMUTA CECCUU;

— «JlericTByeT 10» - 1aTta U BpeMs OKOHYaHUS JIEUCTBUS JIUMUTA CECCHUH.
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Pucynok 30. Paznea «Hactpoiiku - Jloctyn». ®@opma penakTupoBanusi «<JIMMUTBI ceccum»

I[JIH pPEaAaKTUPOBAHUA JIMMHUTA CECCCUU H606XOI[I/IMO BBIACIINTh COOTBCTCTBYIOIIYHO 3alIMCh HA

CMUCKOBOM (hopMe U HaxkaTh Ha KHOMKY  («OTKPBITh Ha pelaKTUpOBaHUe»). [lociie HaxaTus Ha
KHONKY OTKpoercsi ¢opma penakrupoBanus (puc. 30), rme aamuuucrtpatop Wb  moxer
OTpPEeAAKTUPOBAThH MapaMeTpbl IUMUTA CECCUU.

Jlnis coxpaHeHus 3anucy Ha (opMe pelakTHpOBaHUs «JIMMUTBI ceccuny He0OXOAMMO HaXaTb
Ha KHOTIKY «COXPaHUTh U 3aKpBIThY. J{71s1 BO3BpaTa u3 pOpMBI peJaKTHPOBAHHUS B CIIUCKOBYIO (hOPMY
HE00XO0/IMMO HaXkKaTh HAa KHOMKY «3aKpbITh».

Jnist ynaneHus JTMMUATa CECCHHM HEOOXOIMMO BBIJICIIUTH 3aIMCh HAa CIIUCKOBOW (hopMe U HaXaThb

Ha KHOMIKY  («YmanuTby). [Ipu yiaieHAH 3aITHCH BBIBOAUTCS HATOTOBOE OKHO ITOATBEPIKICHUSI
yJIaJI€HUH 3aIUCH C TEKCTOM «BBI yBEpEHBI, UTO XOTUTE yIAIUTh 3aMUCh?» U IByMs KHonkamu «Her,
HE yaausThy, «Ja, ynamutey. [Ipu HakaTim Ha KHOTNIKY «HeT, He yaansaTh» 3amuch HE yaassercs,
IpU HA)KaTHM Ha KoMKy «/la, yaamuTh» Npou30iaeT yaaaeHe BBIOpaHHOM 3auCH.
o
Jns oOHOBIEHMs 3amuceld Ha CHUCKOBOH (opMe HEOOXOIMMO HaXKaTh Ha KHOMKY
(«OOGHOBUTDY).

3.6.5.2.  Hacrpoiika poaeii

Jlnist HacTpoliku posiei HeoOXoaAUMO mepeiTu B myHKT MeHto «Hactpoiiku — [loctym — Ponmy.
IMocne mepexoyia B JaHHBIH MYHKT MEHIO OTKPOETCs criuckoBast opma «Pomuy» (puc. 31).
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Pucynok 31. Pasnea «Hacrtpoiiku - loctyn». CninckoBasi popma «Posim»
(V)
Jns coznanust HOBOM POJIM MCHOJIB3YETCsl KHOIKA («1o6aBuTh»), pacnojgoKeHHasT Ha

MaHCJIN UHCTPYMCHTOB.

IMocne HakaThss Ha KHONKY OTKpoercst (opma penaktupoBanusi «Pomm» (pucynok 32). B
na"Hoi popme anmuHKcTparop Ub 3amaeT cienyromue napaMmerps:

«Kon» - xox ponu;

«HanmeHnoBaHue» - HAUMEHOBAHHUE POJIH;

«Onucanue» - TEKCTOBOE ONMCAHUE POJIH;

«Mudopmanmonnas cucrema» - MC, B pamMkax KOTOpOW NTpHMEHHWMAa JaHHAs POJIb.
3anoixHeHne Mo OCYIIECTBIAETCS MMyTEM BHIOOpa M3 CHHCKA CyIIecTBYIOMMX B M3nenuun
NC, mpu yxazanuu C ucnonb3yeTcst TeKCTOBBIN BBO HauMeHoBaHus IC ¢ panpHeHmmm
BBIOOPOM U3 CITUCKA MPEIOKEHHBIX BAPUAHTOB;

«CocrossHue 3amucu» - BbIOOp 3HAYEeHMA cTaTyca 3amucu M3 KoMOoOokca
«aKTHBHAs/HEaKTUBHAS»;

«/laTa u Bpems Hauasa neHCTBUS» - AaTa U BpeMsl Hayana JAeCTBU POJIH;

«Jlata 1 BpeMs OKOHYaHUs IEUCTBUS - 1aTa U BPEMSI OKOHYAHHUS JICHUCTBHS POJIN;
«Hacrpoiika qoctymna Kk o0bekTam» - 6J0K HACTPOWKH A0CTyma K o0bekTaMm (1. 3.6.5.2.1);
«HacTtpoiika goctymna kK arpu0yraMm OOBEKTOB» - OJOK HACTPOMKHU JOCTyNa K aTpuOyTam
o0bekToB (1. 3.6.5.2.2);

«Ponp apmunucTpaTopa» - Pomm ¢ JaHHBIM TpPU3HAKOM MOTYT OBbITh Ha3HAUEHBI
MOJIb30BATENSAM TOJIBKO aqMUHUCTpaTopom Mb.
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Pucyunok 32. Paznen «Hactpoiiku - Joctyn». ®opma penakrupoBanus «Posamu»

I[JI?[ PECAAKTUPOBAHUA POJINU HCO6XOI{I/IMO BBIACIIMTL COOTBETCTBYIOIYIO 3aIllMCh HA CIIMCKOBOI

¢dopme u HakaTh Ha KHOMKY  («OTKpBITH Ha pelakTUpOBaHHE»). Ilocie HaaTHs Ha KHOIKY
oTkpoercsi Gopma penaktupoBanus (puc. 32), rae agmuaucTparop B MoxkeT oTpenakTHpoBaTh
napameTpsbl POJIu.

st coxpanenust 3anucu Ha ¢popme perakTupoBanus «Pommy» HE00X0IMMO HaXaTh HA KHOIIKY
«CoxpaHuTh W 3aKkpbITb». Jlnsg Bo3Bpara u3 (OpMBI PEJAKTUPOBAHUA B CHUCKOBYIO (opmy
HE0OXOMMO Ha)KaTh Ha KHOIKY «3aKpBITHY.

s ynaneHus poid HeoOX0AMMO BBIACIUTE 3aKiCh Ha CIUCKOBOM (hopMe U HaXKaTh Ha KHOTIKY

(«Y nanutey). [Ipu yaneHuu 3anicy BBIBOAUTCS JUAIOTOBOE OKHO MOATBEPKIACHUS YIaTICHUN
3aMMcHu ¢ TEKCTOM «Bbl yBepeHbl, YTO XOTUTE yJIalIWTh 3alKch?» U ABYyMs kHomkamu «Hert, He
yaanaTby, «Jla, ynamutey». IIpu Haxxatuu Ha KHONKy «Her, He ynansaTe» 3alluch He yAAIAeTCs, IIPU
Ha)KaTUU Ha KOMKY «Jla, y1anuTh» Ipon30iIeT y1aneHne BIOpaHHO! 3aMucH.

o

Jns oOHOBieHMs 3amuceld Ha CHUCKOBOH (opMe HEOOXOAMMO HaXKaTh Ha KHOMIKY
(«OOHOBHUTHY).

3.6.5.2.1. Hacrpoiika 1ocTyna K 00beKTam

[Tocne 3anmonnenust moist «MHdopmanuoHHas cuctema» B (popMe peJakTUPOBAHUS POJIU
MIPOM3BOUTCS aBTOMaTHUecKast 3arpy3ka apesa pecypcoB C. Ha Bknaake «Hacrtpoiika noctyma
o0BbekTam» aaiMUHUCTpaTop b MoXeT ocyIecTBUTh HACTPOMKY TOCTYITHBIX ONEepaLuii /Ui TyHKTOB
MeHI0, GyHKIui u cymuocteid VC.

Jlnist HacTpoKK JoCTyna K 00beKkTaM Ha (hopMe penakTupoBaHus «Ponn» Heo6XoIuMo HaXKaTh
Ha KHOIIKY «PemakTupoBaThy», KOTOpasi pacroyiokeHa HanmpoTuB IMyHKToB «Hacrtpoiika moctyma k
obobekTam» 1 «Hacrpoiika nocryna k arpubytam 00beKToB» (puc. 33).
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Pucynox 33. Pa3nen «Hactpoiiku — loctyn - Posin». @opma pegaxktupoBanus «Posu».

Hacrpoiika goctyna k o0bekTam.

[locne wHaxatus Ha KHONKY «PemaktupoBarts» aamuHucrtparopy HMb craner BO3MOXKHO

OTPEAAKTHUPOBATh HaCTpOﬁKH AOCTYIIa K 00BEKTaM.

B pasnene «Hactpoiika moctyma kK o0ObekTam» BbIBeACHO apeBo pecypco MC. Jlns moucka
HEOOXOJMMOTO pecypca WM OIepali HCHOJb3yeTcs (UIbTP MOMCKa 3aMuCH, MO3BOJSIONMINI
HCKaTh 3aIlliucCu, CoACpKaIue BBeJIeHHBIﬁ TEKCT UIN (bpal"MeHT TEKCTA. BBIBOHHMBIﬁ CIIMCOK B IIOJIC
«Pecypc/00beKkT» 0TOOpaXkaeTcsi B BUI€ CIPYNIHUPOBAHHBIX 3aMUCEH, OTHOCALINXCA K TUITY pecypca

(puc. 34).
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Pucynok 34. Pasnen «Hacrpoiiku — Joctyn - Posin». @opma pegaxktupoBanus «Posu».
Hacrpoiika gocryna k oobexram. /Ipeso pecypcoB n od0bexToB UC.

Hns mpenocrtaBieHusi AocTyna K neWcTBuio (omepanuu) Haj pecypcom/o0bektom HC
HEOOXOJMMO YCTAaHOBHUTH (hjar B 4eKOOKCE COOTBETCTBYIOIIEH OMEpaluu, Uil MPEeAOCTaBICHUS
JIOCTyIIa IS pecypca/o0beKkTa cpa3dy KO BCEM OIepalrusiM ycTaHaBiIuBaeTcs Quiar B uyekOOKce
«Bw1Opath Bce» (umu «Beey).

s noGaBieHus MOJUTUKK AOCTyHA K CYIIHOCTH UCHOJBb3YeTCsl KHOMKA @ («1o6aBUTHY).
[Tocne HakaTusg Ha JAHHYIO KHOIKY MPOMCXOAWUT J0OaBlI€HHE CTPOKH, e aamuHucrtpatop Ub
yKa3blBaeT Kakue JEHUCTBHs (Olepanuu) JOCTYNHbI JaHHON MOJIMTHKU JIOCTYMNa, a TAKKe MOXKET
3a/1aTh YCJIOBUE UCIIOJIB30BAaHUE ITOJINTUKN HaxkaTueM Ha «PepgaktupoBaTs ycinoBus». [Ipu Haxatun
Ha JJAHHYIO KHOIIKY OTKpoeTcss (opma peldakTHpoBaHus ycioBus (puc. 35). B nmanHoit ¢opme
COOTBETCTBYIOIIMMH KHONKaMU J00aBisieTcs yclIOBUE WM Tpynma ycinoBuil. Ilpu nobasnenun
YCIIOBHS CO3/A€TCs CTPOKA, B KOTOPOH 3aJ1aeTCsl YCIIOBHE COOTBETCTBUS OJIHOTO 00BEKTA C APYTHM.
[Tpumep HACTPOWKH yCIOBUH TIPUBEIEH HA PUCYHKE 35.

Jnis ynaneHust yciioBUsi HEOOXOAMMO HaXKaTh HA KHOIKY «YJaJUTb» B COOTBETCTBYIOIIEH
CTPOKE yCIIOBHSI.

[Tocne 3aBepliieHHs peJaKTUPOBAHMUS YCIOBHS JUIS COXpPAHEHUS M3MEHEHUH HEeoO0XO0JIUMO
Ha)kaTh Ha KHONKY «lIpumeHuTHY.
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Pucynok 35. Pa3nen «Hacrpoiiku — loctyn - Posin». @opma pegaxktupoBanus «Posu».
Hacrpoiika nocryna k od0bexkram. PeqaktupoBanue yciaoBusi.

Jns coxpaHeHHMs HACTPOEK JOCTynma K OOBEKTaM HEOOXOAMMO HaXaTh Ha KHOIMKY
«IIpuMeHuThHY», IS OTMEHBI (COpOca) BBIMOJHEHHBIX HECOXPAHEHHBIX HACTPOEK HEOOXOAMMO
Ha)XXaTb HAa KHOIIKY «OTMEHUTEY.

3.6.5.2.2. Hacrtpoiika 1octyna Kk arpudyram 00beKTOB

[locne 3anmonnenust noist «MHdopmannoHHas cuctemMa» B (opMme pedaKkTUPOBaHUS POJU
IPOM3BOJIUTCS aBTOMaTH4ecKas 3arpyska japesa pecypcoB MC. Ha Bknanke «HacTpoiika goctyna
aTpuOyTaM 00beKTOM» aAMHUHUCTpATOp 1B MOXKET OCymecTBUTh HACTPOWKY JOCTYIIA K aTpuOyTaMm
00BEKTOB (HalpuMep, K NOJSIM JOKYMEHTA).

Jns Hactpoilku noctynma K aTpubyTraM 0O0beKTOB Ha (opme penaktupoBanus «Pomm»
HEOOXO/IMMO HakaTh Ha KHOMKY «PenakTUpoBaTb», KOTOpasl pacroyiokeHa HAIpOTHB IMyHKTOB
«Hacrpoiika noctyna k oobektam» u «Hactpoiika noctyna k arpubyram 00bekToBy» (puc. 33).

[Tocne nHaxatus Ha KHONKYy «PemaktupoBaTbh» aamunuctpatopy Wb craner Bo3MOXHO
OTpEeAaKTUPOBATh HACTPOUKH JOCTyMA K aTpuOyTaM 0OBEKTOB.

B pasnene «Hacrtpoiika qoctyna k aTpubytam o0beKTaM» BBIBEJCH IlepeueHb 0OBEKTOB C UX
atpubyTtamu. [y morcka HeoOX0AMMOro pecypca, 00beKTa, aTpuOyTa WM ONEepaIii UCTIOIb3YeTCs
¢GWIBTp TOWCKA 3alMcH, IMO3BOJSIONIMHA HMCKaTh 3alHMCH, COJAEpKaIllhe BBEICHHBIM TEKCT WIH
¢parmeHT Tekcta. BriBogumblii ciicok B mone «Pecypc/o0bexT/aTpulyT» oToOpakaeTcsi B BUJE
CTPYNIMPOBAHHBIX 3aMTUCEH, OTHOCAIINXCS K pecypcey (puc. 36).
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Pucynok 36. Pa3nen «Hactpoiiku — loctyn - Posin». @opma pegaxktupoBanus «Posau».
Hacrtpoiika noctyna k atpudyram o0bekToB. /[peBo pecypcoB, 00bekToB 1 aTrpndyroB UC

Ha ¢gopme «Hactpoiika noctyna k aTpudyTam 00BEKTOB» HACTPOMKA JOCTYIIA IJIsl PECYPCOB H
aTpuOyTOB pecypca OCYIIECTBIIAETCS K JBYM omnepauusm — «YreHue» u «3anucky. s pecypea u
ero aTpuOyTOB 33/1ae€TCsl Ha KaKUX CTaTycax pecypca OyIyT IOOCTYIHBI omnepanuu «YUreHue» u
«3anMch» MyTeM BbIOOpa CTaTycoB M3 KOMOOOOKCOB COOTBETCTBYIOLIETO pecypca MM aTpudyra
pecypca. Eciu 3amana HacTpoiika JIocTymna K pecypcy, TO OHa Oy/eT Tak ke MPHUMEHHMa KO BCeM
aTpubyTam pecypca. Eciiu olHOBpeMEeHHO 331aHbl HACTPOIKH JOCTYIA K pecypey U K €ro aTpudyram,
TO YUMTBIBATHCS OyAYyT HACTPOMKH JIOCTyIa K aTpubyTaM pecypca.

Jis  coxpaHeHHMsI HACTpOeK JocTyna K OObeKTaM HeoO0XOAMMO HaXaTb Ha KHOIKY
«IIpuMenuTh», 1UIsI OTMEHBI (cOpoca) BBIOJHEHHBIX HECOXPAHEHHBIX HACTPOEK HEOOXOAMMO
Ha)XaTb HA KHONKY «OTMEHUTHY.

3.6.5.3.  Hacrpoiika TunoB pyHkuui

Jns HacTpoiiku pyHKIMI HeoOX0AUMO NiepeiiT B myHKT MeHto «Hactpoiiku — Jloctym — Tunsl
¢byuxuii». [locne nepexona B JaHHBINA MyHKT MEHIO OTKPOETCsI ccKoBasi hopma « TUIBI PYHKIMID
(puc. 37).
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dbFuncFunction ru.bft.pgFunction HeT
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Toctyn sqlExpressionFunction N - P ? HeT
ErmonHeRHe SQL zampoca
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Pucynok 37. Pa3nen «Hactpoiiku - {loctyn». CninckoBasi popma «Tunsl pyHKnmii»

Jlis  co3maHuWsi HOBOTO THIA (YHKIIMM HCIIOJIB3YETCS KHOIKA («dobaBuThHY),
pacrooKeHHas Ha MaHeJId UHCTPYMEHTOB.

[Mocne HaxkaTHs HA KHONIKY OTKpoeTcs hopma penaktrupoBanust « Turbl pyHkimin» (puc. 38). B
na"Hoi popme anmunHucTparop Ub 3amaeT cienyromue napamMerpsl:

— «Koa» - xox Tuna GpyHKIMH;

— «HanMeHoBaHWe» - HANMEHOBaHHE TUTA (DYHKINH;

— «Onucanue» - TEKCTOBOE OMMCAaHUE TUIA (PYHKINH;

— «Wwms xmacca — peanuzanuu GpyHKIHI» - TEKCTOBOE MM KiIacca, TIe pealn30BaHa JaHHas
byHKIHS,

— «llogmepxxka RLS» - wuyexbokc «Jla/Her». Ilpu3nak wucmonb3oBaHus (YHKIHHA B
pasrpaHMueHuH goctyna k oobexkram MC.
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Pucynok 38. Pa3nea «Hactpoiiku - loctyn». ®@opma penakrupoBanust «Tunbl pyHKImii»

st penakTrpoBaHUs THMA (PYHKIIMH HEOOXOIMMO BBIJCIIUTH COOTBETCTBYIOIIYIO 3alHCh Ha

CIIMCKOBOM (hopMe 1 HakaTh Ha KHONKY  («OTKpBITH Ha peJakTupoBanuey). Ilocie HaxkaTHs Ha
KHOTIKY OTKpoeTcst ¢opma penaktupoBanus (puc. 38), rae aamuuuctpatop Wb  wmoxer
OTpPEAAKTUPOBAThH MapaMeTpPhl THIA (PYHKIIUU.

st coxpanenus 3anucu Ha Gopme peaakTupoBaHus « TUNbl GyHKIIUM HEOOXOIUMO HaXaTh
Ha KHOTMIKY «COXpaHUTh U 3aKpBIThY. J{7151 BO3BpaTa u3 (hOpMbI pelakKTUPOBAHUSI B CIIUCKOBYIO POpMY
HE0OXOMMO Ha)KaTh Ha KHOIKY «3aKpBITHY.

Jns yaanenus tuna GpyHKIUA HE0OOXOIUMO BBIICTUTH 3alUCh Ha CIIUCKOBOHM (hopMe U HaXkaTh

Ha KHOMKY  («YmanuTey). [Ipu yialeHUM 3aIIMCH BBIBOANUTCS MATIOTOBOE OKHO ITOATBEPIKICHHS
yAAJI€HUH 3aIIUCH C TEKCTOM «Bbl yBepeHbl, YTO XOTUTE YJAINUTh 3aIIUCh?» U ABYMsI KHonkaMmu «Her,
He ynanatby», «Jla, ynanutey. [Ipu Haxkatuu Ha KHONKY «HeT, He ynansaTey» 3amuch He yJaansercs,
P HAKATHH Ha KONKY «Jla, yIamuThy MPOU30HIeT yaajJeHIe BRIOPAHHOM 3aIHCH.
o
Jns oOHOBIEeHMS 3amucell Ha CHHCKOBOM (opMe HEOoOXOAMMO HaXaThb Ha KHOMKY
(«OOHOBHUTHY).

3.6.5.3.1. JIlnnHamuueckue THNbI GyHKIMIA

B cocTaBe uzaenust npucyTCTBYIOT JBa AMHAMUYECKUX THUIA QYHKIUH:

1. dbFuncFunction — ucrons3yeTces A1 MOMy4YeHus 3HaUeHHs yepe3 Bb130B QyHKImu B/].
2. sglExpressionFunction — wucmonb3yeTcst Ui MOAyYEHHsT 3HAYCHUS Yepe3 BBIMOIHCHUE
npon3BoJabHOTO SQL-BBIpakenust B b/1.
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3.6.5.4.  Hacrpoiika pyHkumnii

Jns vactporiku (yHKIMA HeoOXoauMo mepeitu B myHKT MeHio «Hactpoiiku — [octym -
Oyuknun». Ilocie nepexona B JaHHBIA MYHKT MEHIO OTKpOeTcsl crnuckoBas (opma «DyHKIMM»
(puc. 39).

= &% VHUBEPCAJIbHBII @ 2
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AyTerTRpHEAIE
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Pucynox 39. Pasnen «Hactpoiiku - loctym». CinckoBasi popma «PyHKIuM»

Jnis co3nanust HOBOM (YHKIIMHU HMCTIONIB3YETCS KHOIKA («106aBUTBY), pacronoXeHHas
Ha MaHeJIu UHCTPYMEHTOB.

IMocne HaxkaTHs Ha KHOMKY OTKpoeTcs (opma pemaktupoBanusi «Dynkium» (puc. 40). B
na"Hoi popme anmuHKcTparop Ub 3amaeT cienyromue napaMmerpsl:

— «Koay - xon dhyHnkumu;

— «HanMenoBanwuey - HAaMMEHOBaHUE (PYHKIIHH;

— «PacmmpenHoe onucaHue» - TEKCTOBOE OMUcaHUe PYHKIINH;

— «Tun pyskmuwu» - Tun GyHKIUH. 3am0JHEHUE TOJI OCYIIECTBISETCS MyTeM BbIOOpa M3
CIHUCKa cymlecTByromux B M3nenuu TUNoB (QYHKIMU, TPU YKa3aHUU TUMA (YHKIHH
HCIOJIb3YETCS] TEKCTOBBIN BBOJI HAUMEHOBAHUS TUTIA GYHKIUH C JAIbHEUIIINM BBIOOPOM U3
CIIMCKA MPEJI0KEHHBIX BAPUAHTOB;

— «Uudopmanmonnas cucrema» - MC, B pamkax KOTOpOWl MpuMeHUMa JaHHAs (PYHKIIHS.
3anojHeHue Mo OCYIIECTBIISAETCS IyTEM BbIOOpa M3 CHHCKa cyllecTByoumx B M3nemuun
NC, npu yxazanuu UC ucnonb3yercst TeKCTOBbIN BBOJ HaumMeHoBaHus MIC ¢ nanpHelmm
BBIOOPOM U3 CIIUCKA MPEIOKEHHBIX BAPUAHTOB;

— «Ormnucanue mapamMeTpoB» - OMHCaHUE MapameTpoB (GyHKuMU B (opmare json, mpumep
ONMCAaHUS:

{
"params" : [ {
"code" : "stringParam",
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"name" : "CTpoxoebl HapameTp",
"type" : "STRING"
b A
"code" : "intParam",
"name" : "leJowiCsIeHHBM HapameTp",
"type" : "INT"
b A
"code" : "dateParam",
"name" : "IaTa-napamveTp'",
"type" . "DAIIVE"
b1,
"resultType" : "BOOLEAN",
"functionName" : "getIdentificator"
}
= | &% VIUBEPCATLHBI o A
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[0 OpraEEzanHOHHZA CTPYKLY * Koa * Hamierosame
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Pucynok 40. Paznen «Hactpoiiku - Jloctyn». @opma penakrupoBanusi «OyHKIIAN»

I[JIH PCAaKTUPOBAHUA (1)YHKI_[I/II/I HCO6XOI[I/IMO BBIACIIUTE COOTBCTCTBYIOLIYIO 3aIlMChb Ha

CIIUCKOBOM (hOpMe M HakaTh HAa KHONKY  («OTKpBITH Ha peakTupoBanue»). [Tocie HaxaTus Ha
KHOTIKY OTKpoeTcst ¢opma pemaktupoBanus (puc. 40), tme aamuuuctpatop Wb wmoxer
OTpEelaKTUPOBATh MapaMeTphl (QYHKIHH.

s coxpaHeHus 3anucu Ha (opMme penaktupoBaHus «DyHKIUM» HEOOXOAMMO Ha)XaTb Ha
KHOMKY «COXpaHUTh U 3aKpbITh». /11 Bo3BpaTa U3 GOpPMbI peJlaKTUPOBAHHS B CIIUCKOBYIO (OpMY
HE0OXOMMO Ha)KaTh Ha KHOTIKY «3aKPBITHY.

Jns ynanenus QyHKIMH HEOOXOMMO BBIICIUTH OPraHU3aIUI0 HA CIIMCKOBOM (popMe U HaXaThb

Ha KHONKY  («YmanuThy). [IpH y1aleHuM 3aIIMCH BBIBOAUTCS JHAJIOTOBOE OKHO ITOATBEPKICHUS
yAaJEeHUH 3alUCH ¢ TEKCTOM «Bbl yBepeHbl, YTO XOTUTE YJAINUTh 3aITUCh?» U ABYyMsI KHonkamu «Her,
HE ynansatey», «Jla, ynanutey. [Ipun Haxkatun Ha kHONKYy «Her, HE ynansaTe» 3anuch HE ynansercs,
MIPU HAXKATHH Ha KOTKY «/la, y1anuTey mpou3onaeT ynajaeHue BHIOpaHHON 3alHCH.
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S
Jlns oOHOBIEHHUS 3amucell Ha CIUCKOBOW (opMe HEOOXOOMMO HakaTh Ha KHOIIKY
(«OOHOBHTDY).

Jlnst peructpani (QYHKIMA TaK K€ MOXKHO BBIMOJHHWTL CO3JaHHE 3alkceil B TaOIHIe
security.function. Hanpumep, mans co3manus (QyHKIMH, KOTOpas OyJeT JoCTaBaTh M3 Karajora
arpuOyT personNum, MOXeT ObITh BBITIOJIHEH CKPHIIT:

insert into security.function
(code, name, descr, params, function type id, application id)
values
("getPersonNumFromlLdap', 'losyuyenre atpuOyTa personNum w3 LDAP, 1jid  TeKyUero
noyp3oBarena', '', '{
"1dapUrl": "ldap://ldapserver:389",
"ldapPrincipal": "admin",
"ldapCredential": "Qwerty",
"ldapBRase": "test.local.company",
"valueAttribute": "personNum",

"params": [],
"resultType": "BOOLEAN"
}', (select id from security.function type where code='ldapAttributeFunction'),

(select id from security.application where code='saumi3'))

ON CONFLICT (code, application id) DO UPDATE SET
name = excluded.name,
descr = excluded.descr,
function type id = excluded.function type id

’

3.6.54.1. Hacrpoiika ¢pynkuun Bbi30Ba u3 b/{
Jnst co3nanust GpyHKuuM Bbi3oBa U3 b/l HE0OX0IMMO BBIIOJIHUTE CIIETYIOIIHE YCIOBHSL:

1. B Onucanuu napamerpoB MC nomxHO ObITH HacTpoeHo mnoxakmtoueHue k BbJ[ 3UC.
Onwucanue arpuOyTOB MPEICTaBICHO B MPUIOKEeHNH b.

[Ipumep:
"database" : {
"connection" : "jdoc:postgresql://postgres/db?user=user&password=pass&currentSchema=schema",
"createRlsPolicies" : true,
"employeeRoleTable" : "sbEmployeeRole",
"substitutionTable" : "sbSubstitution",
"operationSessionAttribute" : "app.operation",
"employeeIdSessionAttribute" : "app.employee id",

"syncEmployeesData" : true

2. Coznana GyHKuus ¢ THIOM QYHKIMNA «DyHKIUS 1715 OMYyYeHHs 3HAUSHHS Yyepe3 BhI30B
¢bysakunu b1y, npussizannas k UC, cormacHo nmyHkty 3.6.5.4.

HpHMep 3HadueHus «OIucaHue napamMeTpoOB»:

"name": "isCurrentEmployeeOrgSel fOrParentForOuCode",
"params": [
{
"code": "checkingOuCode",
"name": "Kon oprwomra",
"type": "STRING"

1,
"resultType": "BOOLEAN"
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3.6.5.4.2. Hacrpoiika GyHKUMH BHINOJHEHHS NPOU3BOJIbHOI0 SQL-BbIpakeHnus

Hns co3manus (GYHKUMM BBIMOJHEHUS MPOU3BOJbHOTO SQL-BhIpakeHHs HE0OXOIMMO
BBITIOJTHUTH CIICAYIONIUE YCIIOBHUS:

1. B Omnucanun napamerpoB MC momkHo ObITh HacTpoeHo mnoakiaroueHue k bJI 3UC.
Onucanne aTpruOyTOB MPEICTABICHO B IPHIOKEHUH b.

[Tpumep:
"database" : {
"connection" : "jdoc:postgresql://postgres/db?user=userspassword=pass&currentSchema=schema",
"createRlsPolicies" : true,
"employeeRoleTable" : "sbEmployeeRole",
"substitutionTable" : "sbSubstitution",
"operationSessionAttribute" : "app.operation"”,
"employeeldSessionAttribute" : "app.employee id",

"syncEmployeesData" : true

2. Cozpmana ¢yHKmus ¢ TUOOM (QYHKIUH «DyHKIUS [UIS TOJTYYCHHs 3HAYCHHS dYepe3
BBINOJIHEHUE Mpou3BosibHOTO SQL-Beipaxkenus B b/l», mpusszannas k MC, coriacHo
nyHkty 3.6.5.4.

[Tpumep 3Haduenust «OnucaHue mapameTpoB».

{"sglExpression": "select exists ( with recursive forg (id, parent id) as ( select id, parent id
from security.orgunit o where id = (select id from security.orgunit where code=:checkingOuCode)
union select o.id, o.parent id from forg cho inner join security.orgunit o on o.id=cho.parent id
) select * from forg where id = ( select orgunit id from security.employee where id = (select
cast (current setting('app.employee id') as bigint)) ))",
"params": [{
"code": "checkingOuCode",
"name": "Kon opriHmTa",

"type": "STRING"

1,
"resultType": "BOOLEAN"

3.6.5.5. TpebGoBanus k napamerpam TunaM GyHKuMii 1 GyHKIMii

[Tapametpsl 1u1st TUTIOB QYHKIHI (TT0JI€ params Ta0oiuilsl function type) B HACTOSIINIT MOMEHT
HE UCTOJIB3YIOTCS U MOTYT OBITh TFOOBIMH.

[Tapametpsl ans pyHKIMiA (11051€ params Tadbauie! function), 3a1at0Tcs B BUJIE JSON TOKYMEHTa,
U JIOJKHBI COOTBETCTBOBATH CJIEIYIOIUM TPEOOBAHUSIM:

1. JomxHbl conepxkaTh aTpuOyT resultType, KOTOpbIi onpenensoT, 3HayeHre Kakoro THIa
BO3Bpalaercs ¢pynkuueit. [lonnepkuBaroTcs THIIBL:

— BOOLEAN;
— STRING;

- GUID;

— INT;

— DECIMAL;
— TIMESTAMP;
— DATE
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Tun pyHkmum ucnonb3yercs B MacTepe HacTporku aoctyna B JIK anmunamCcTparopa, npu
HacTpoke ycioBuil Buaa «Atpudyt pecypca = Oynkuus», «Koncranra = OyHKIHA,
«Dynkuusl = OyHKIUA2», U1 TOTO YTOOBI ONEpaHIaMU B TAKUX YCIOBHUSIX MOKHO ObLIO
yKazaTh TOJIBKO OIEpaH/ibl, COBIaAaroImue no tuny. Hampumep, ecinu B kauecTBe J€BOTO
orepanjia BeIOpaH atpudyT pecypca, umerommii Tum BOOLEAN, To B kauecTBe IpaBoro
orepaHaa MOXHO Oyzaer BeiOparh ¢GyHKIMH, uMmeromme Toiabko Tun BOOLEAN (y
KOTOPBIX B apameTpax atpudyT resultType umeer 3Hauenne BOOLEAN).

@OyHKIUSA MOXKET ObITh MApaMeTPU3UPOBAHA, TOT/Ia B MacTepe HacTpoiiku nocrymna B JIK
aJIMMHHCTpaToOpa Ipu BbIOOpe Takol (YHKIUU JOJKHA OBITH BO3MOXHOCTH YKa3arh,
OTKyZa JOJDKHBI OpaThCsl 3HAUEHUS €€ MapamMeTpoB (U3 KaKUX aTpuOyTOB pecypca, Ui
KOTOpPOTO NpOBEpsieTcsl AOCTYI, WM K€ SIBHO 3aJaHHble 3HadyeHwus ). Jlyig omucaHus
napamMeTpoB (PYHKIIMU UCHOJIB3YETCs aTpUOYT params, COAEPIKAIMNA MacCUB OOBEKTOB C
aTpubytamu code, name, type, ONUCHIBAIOIIMMHU KOJl, HAUMEHOBAHUE U TUII TapaMETPOB.

[Ipumepsl mapamMeTpos:

1.

Onucanne QyHkuuu «OYHKIUS TPOBEPKH, SBISETCA U YKa3aHHBIA COTPYAHHUK
COTPYJIHUKOM OpraHU3aIllMU TEKYIIETO0 COTPYIHUKA», KOTOpas MpoBepsieT, padoTaeTr Jiu
pabotHuk c¢ id, 3HayeHHe KOTOpOro mepenaHo B mapamerpe employeeld, B Toii xe
OpraHH3allyH, B KOTOPOU paboTaeT TeKyIui pabOTHHK (0T IMEHU KOTOPOTO BBITIOTHICTCS
3anpoc Ha aocTym). Bo3Bpamaer 3nauenue tuna BOOLEAN.

{
"params": [
{
"code": "employeeId",
"name": "Id paborHMka",
"type" : "INT"

I
"resultType": "BOOLEAN",
"functionName": "isEmployeeWorkInCurrentEmployeeOrg"

}

@OYHKIMA MOXET HCIOIb30BATHCS, HAIIPUMEP, B CIydyae, KOTJa 3allMIIaeMbIM PECYpPCOM
ABJICTCA OJOKYMCHT, W OJK3EMIIIAPbI JOKYMCHTOB MOTYT CO3AaBaTbCA IMOJIB30BATCIAMU
pasHbIX opranuzanuii, a ID paGoTHHMKa, CO3AaBIIEr0 TOKYMEHT, COXPaHSETCS B OJUH M3
aTpuOyTOB JOKYMEHTa, Hampumep, «Co3garenb TOKyMeHTa». Torma, €civ BO3HUKAET
HE0OXOUMOCTh CO3aTh POJb YTOJTHOMOUYEHHOTO MOJIb30BaTeNsl, KOTOPHIH OyAeT BUIEThH
AOKYMCEHTBI, CO3aHHBIC BCCMU ITOJIB30BATCIAMU U3 €T0 OpraHrU3allui, B MaCcTCPeC H&CTpOfIKH
JOCTyTa MOKET OBITh HACTPOCHO YCIIOBHE BHJIA!

OyHKIMS [MPOBEPKM, SBIIIETCS JM YKA3AHHBI COTPYIHMK COTPYIHMKOM OPIaH/3all TEKYIIETO

corpymHrka (Cozmarers moxkyMmeHTa) = TRUE

2.

Onucanue GpyHKuy "OyHKIM TOJIyYeHNS KO/Ia OpraHU3alMK TEKYIIEro nojb30BaTes ",
KOTOpas IMojy4aeT KOJ OpraHM3allMM TEKYIIEro nosb3oBarensd. He umeer nmapameTpos,
Bo3Bparaer 3HaueHue STRING.

{
"name": "getCurrentEmployeeOrgCode",
"params": [],
"resultType": "STRING"

}

OyHKIUA MOXKET HCIIOIb30BAThCs, HAIIPUMEDP, B CIydae, KOTla 3allUIIacMbIM pECYpCcoM
SIBJISIETCS. JOKYMEHT, M 3K3EMIULIPBl JOKYMEHTOB MOTYT CO3JaBaTbCsl MOJIb30BaTEIIIMHU
pasHBIX OpraHu3aluil, ¥ KOJ OpraHu3aluu, pabOTHUKOM KOTOPOM ObLI CO3/1aH JIOKYMEHT,
COXpaHseTcs B OJMH M3 aTpuOyTOB NOKyMeHTa, Hanpumep, «Kon opranuzanuu». Torna,
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€CJIM BO3HUKAET He0OXOJUMOCTh CO3/IaTh POJIb Y TOJIHOMOYEHHOTO TIOJIb30BaTENsl, KOTOPbIi
OyIeT BUIETh JOKYMEHTBI, OTHOCSIIHECS K €ro OpraHu3alid, B MacTepe HaCTPOWUKH
JOCTyTa MOKET OBbITh HACTPOCHO YCIIOBHE BHUJIA!

OYHKIMA TIOJIydeHUsS KOoIa opraHM3alyy TEeKYLET'O I10JIb30BaTeJId = Kon OopraHM3alyi

3.6.5.6. Hoauruku

Jis mpocMoTpa MOJMTHK HEO0O0XOAMMO mepetu B myHKT MeHio «Hactpoiiku — Jloctym -
[Tonmutukuy. Ilocne mepexona B AaHHBIN MYHKT MEHIO OTKpoeTcs cruckoBas popma «Ilonutukm»
(puc. 41).
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saumi.
HMYIIECTEOM HMYIIECTEOM
HntopManuoRHLIe CHCTEMED
ETOMAT AETOMATHIHPOBIHAT
I JocTym KD
L SR SAUMI_BIG_ROLE1_APP 3 CHCTE)A VIIPAEISHET Tpunoxerre CHCTEMA VIIPAETeHHT SKTHEHAT
saumi
HMyIIecTEOM HMYIIECTEOM
Pom
TIyexT MeHRo JBIKHMOE ABTOMATHIHPOBAHAT
SAUML BIG ROLE1 Aocrym b iy vewo Jic
- = AU mer HMYIIECTEO B VHET MEHI CHCTEMA YTIPABTEHHT aKTHEEAT
Temer v - - regMovableMenu - e
COBCTECHHOCTH HMYIIECTEOM
DyHKHEE
ABTOMATHIHPCBAHAT
JIOCTYI K IVHETY MEHKO
SAUMI_BIG_ROLE!_func POPMHPOBAHHE OTIETA PYEKIHL CHCTEMaA YIIPABICHHT AKTHBHAA
Tomsmexs riverVesselMenu
HMYTIECTEOM
TR ARTOMATHINPOBAHAT
JIOCTyI K IVHETY MeHi0 JIBECKEDIOE IMYIIECTEC B
SAUMI_BIG ROLE1_entit _ Cymrocts CHCTEMA YTIPARTEEHT AKTHEHAA
_ - - riverVesselMenn COBCTBEHHOCTH N -
VpoRHEE KDH(HIERIHATEHOCTE HMYIECTEOM
Obmme ARTOMATHIHPOBIHAT
. JloCTyI K IVHETY MeHK JIBECKEMOE HMYIIECTEQ B
SAUMI_BIG_ROLE!_entit _ CymrocTe CHCTEMa YTIpaBIeHHT AKTHBHAA
riverVesselMenu COOCTEEHHOCTH )
B JEypmam HMYTIECTEOM
B Ceccan [1]2 3 4 5 > 20/cm.

Pucynok 41. Pazgen «Hactpoiiku - Joctyn». CninckoBasi popma «Ilomrukmu»

3.6.5.7.

Hacrpoiika o0bexToB BJI UC

JI1st HAaCTPOMKH PoJjIeit HEOOXOMMO IepeiTr B MyHKT MeHio «Hactpoiiku — JlocTym — OOBEKTHI
BJ1 UC». [Tocne nepexosia B JaHHBIN IyHKT MEHIO OTKpoeTcs crrckoBast popma «O0bexts! bJ] C»

(puc. 42).
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Pucynok 42. Paznen «Hactpoiiku - loctym». CnuckoBas ¢popma «Oobextsl B/ UC»

Hns co3manus HoBoro ob6wbekra b/l MC wucnonb3yercss KHOMKa («/1o6aBuTHY),
pacrioyio>KeHHast Ha MTAHEI HHCTPYMEHTOB.

IMocne HaxkaThst Ha KHOMIKY OTKpoeTcs ¢popma peaakrupoBanus «O0bektsl Bl UC» (puc. 43).
B nannoit popme anmunuctparop Ub 3amaet cienyromue napaMmerpsl:

— «Tumn o0bexTa» - BEIOOp THIA 00bekTa U3 KoMOoOokca «PyHkuus/Tpurrep/I[lonutrkay;

— «YHHKaIbHBIA KOI» - KoJ 00bekTa bJ1 1C;

— «HammenoBanue» - HaumeHoBanue oobekta b/ C;

— «WHpopmannonHas cucremMa» - UHQOPMAIIMOHHAs CUCTEMA, B paMKax KOTOPOH MPUMEHUM
nansblii 00bexT B/l MC. 3anonHeHue mons OCyIIECTBISETCS MyTeM BbIOOpa M3 CIHCKa
cymectByromux B M3genmuu UC, npu ykazanum HC wucnons3yercs TEKCTOBBIA BBOJI
HaumeHoBanus IC ¢ nanpHeWIuM BEIOOPOM U3 CIHCKA MPENI0KEHHBIX BAPHAHTOB;

— «WMmsa Tabauis! (1St TPUTTEPOB U MOMUTHUK )» - UMt Tabnuisl B B[ IC, B koTOpo#i XpaHuTcs
JaHHBIM 00beKT. JlaHHOE MoJie 3anoaHseTcs, eciu B nosie « Tum o0bexTa» yKka3aHo 3HaueHUe
«Tpurrep» mu «Ilonurrkay;

— «Ormmcanuey - TekcToBoe onmucanue oonrekra b/ UC;

— «Komanga cozmanus» - ckpunt co3ganus oobekra bJ[ IC;

— «KoHTponupyembie JaHHBIE» - TIEpEUEHb JaHHbBIX, IETOCTHOCTh KOTOPHIX KOHTPOJIUPYETCS
MEXaHM3MOM KOHTpoJds 1enoctHocT o0bektoB bBJ[ UC. Tlonme 3amonHsercs
aBTOMATHUYECKH, 3aKPBITO HA PEIaKTUPOBAHHUE;

— «CocTosiHHE 3aluCH» - COCTOSHHE CHUHXPOHU3AIlMKU 3allhCH. Ilone 3amonHsercs
ABTOMATUYCCKU ITPU CO3JaHUU 3aITUCHU UJIN IIPH BBIITOJHCHUHW CUHXPOHU3AlIUN 00BEKTOB BH
ncG,;

— «KomMmeHTapuii K COCTOSTHHIO».
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Pucynok 43. Pasnen «Hacrpoiiku - loctyn». ®opma penakrupoBanust «Oobektsl BJI UC»

Jns pegaktupoBanus oobekra b/l IC HeoOxoaumMo BBIAEIUT COOTBETCTBYIOIIYIO 3alKCh Ha

CIIUCKOBOM (hOpMe M HakaTh HAa KHONKY  («OTKpBITH Ha peakTupoBanue»). [Tocie HaxaTus Ha
KHONIKY OTKpoercsi (opma penaktupoBanusi (puc. 43), rtne anmuauctpatrop Wb moxer
oTpellakTUpoBaTh napameTpsl oobvekta bJ[ YIC.

Jlyist coxpanenus 3anucu Ha opme penaktupoBanus «O0wbekTsl Bl MC» HE0OX0aMMO HakKaTh
Ha KHOTMIKY «COXpaHUTh U 3aKpBIThY. J{7151 BO3BpaTa u3 (hOpMbI pelakKTUPOBAHUSI B CIIUCKOBYIO POpMY
HE0OXOMMO Ha)KaTh Ha KHOIKY «3aKpBITHY.

Jns ynanenus oonbexta bJ] IC HeoOxo1uMo BBIIETUTH 3alUCh HA CHUCKOBOW (JopMeE U HaXKaTh

Ha KHONKY  («YmanuTey). [Ipu y1aleHUH 3aIIMCH BBIBOAMTCS JHATIOTOBOE OKHO ITOTBEPKICHUS
yAAJI€HUH 3aIIUCH C TEKCTOM «Bbl yBepeHbl, YTO XOTUTE YJAINUTh 3aIIUCh?» U ABYMsI KHonkaMmu «Her,
He ynanatby», «Jla, ynanutey. [Ipu Haxkatuu Ha KHONKY «HeT, He ynansaTe» 3amuch He yaansercs,
P HAXXATHH Ha KONKY «Jla, yIamuThy MPOU30UIeT yaalieHue BEIOPAHHOM 3aITHCH.
O
Jns oOHOBIEHMS 3amucell Ha CHHCKOBOM (hopMe HEOOXOAMMO HaXaThb Ha KHOTMKY
(«OOHOBHUTHY).

3.6.5.8.  YpoBHM KOH}HUAECHIHATBHOCTH

s mpocMoTpa ypoBHEW KOH(DHICHIMATIBHOCTH HEOOXOJUMO TEPEHTH B TMYHKT MEHIO
«Hactpoiixu — loctyn — YpoBHHU KoH(pUAeHIMATbHOCTHY. [loce nepexoa B TaHHBIN MyHKT MEHIO
OTKpoOeTCs criuckoBasi popma «YpoBHU KOH(DUICHIIHATBHOCTHY (pHC. 44).
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Pucynok 44. Paznen «Hactpoiiku - loctyn». CnuckoBasi gopma «YpoBHH
KOH(pUIEHIIHATBHOCTH

JlaHHBII CIIPABOYHUK COJIEPIKUT CIICIYIOIIUE MPEAyCTAHOBICHHBIC JaHHBIC, TPUBEICHHBIC B
tabnuie 11.

Tunbl coObITHIT 0€30MMacCHOCTH NTPUBEIEHBI B TabmuIe 11.

Taoauua 11. Tunbl cOOBITHHA 0€30MACHOCTH

Kon HaunMmeHnoBaHnue Onucanmne
0 Hecekperno HecekpeTHbie cBeieHMs
1 KondunenumnaasHo Bunb koHbuneHnmanpHoN nHpOpMAUN:

— cBe/ieHus 0 (haKkTax, COOBITUAX U 00CTOSITETLCTBAX YaCTHOHN JKU3HH
rpaxkJIaHruHa, TO3BOJISIONINE HICHTHU(MHUIIMPOBATH €TI0 JIUYHOCTD
(nmepcoHaIbHBIC JIaHHBIC), 32 HCKITFOUCHUEM CBEJCHHMM, TIOICKAIINX
pacIpoCTPaHEHUIO B CPEJICTBAX MacCOBOM MH(OpMAITUH B
YCTaHOBJICHHBIX (heZiepabHBIMH 3aKOHAMU CITy4asx;

— CBEJICHUS, COCTABIIAOIINE TalHY CIE/ICTBUS U CyIOIPOU3BO/ICTBA, a
TaKKe CBEICHUS O 3alTUIIAeMBIX JIUIAX U MepaxX rocyIapCTBEHHOM
3aIIUTHI, OCYIIECTBIAEMON B COOTBETCTBUU ¢ DefepaabHbIM 3aKOHOM
ot 20 aBrycta 2004 r. Ne 119-®3 «O rocynapcTBeHHOH 3aIuTe
MTOTEPIICBIINX, CBUACTEIICH M HHBIX YIACTHHUKOB YTOJIOBHOTO
CyAOIPOHU3BOICTBAY U APYTUMH HOPMATHBHBIMH ITPABOBBIMHU aKTaMU
Poccuiickoit @enepannn;

— CITy>)keOHBIE CBEJICHUS, IOCTYT K KOTOPHIM OTPaHUYEH OpraHaMH
rOCyapCTBEHHOM BJIACTU B COOTBETCTBUHU C [ 'pak TaHCKUM KOJEKCOM
Poccuiickoii @enepannu u GenepaabHbIMU 3aKOHaMHU (CITy)keOHast
TaliHa);

— CBEJICHUS, CBSI3aHHbBIC C MPO(ECCHOHATIBHON AESITEIBHOCTBIO, TOCTYII
K KOTOPBIM OTpaHuy4eH B cooTBeTcTBUU ¢ KoHcTutynueit Poccuiickoit
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Kon HaumMmeHnoBaHue Onucanue

denepanyu 1 GeneparbHBIMU 3aKOHaMU (BpaueOHas, HoTapuaibHasl,
ajJlBOKaTcKas TaliHa, TaliHa MEPEMUCKH, TeJIe()OHHBIX TIEPETOBOPOB,
TIOYTOBBIX OTIIPABIICHUH, TEJIErPAQHBIX MU HHBIX COOONICHUH U TaK
nanuee);

— CBEJICHHUS, CBSI3aHHBIC C KOMMEPUYECKON JIEATETHHOCTBIO, JIOCTYII K
KOTOPBIM OTPAaHUYCH B COOTBETCTBHH C ["paskJaHCKUM KOJICKCOM
Poccuiickoii denepanuu u henepaibHBIMU 3aKOHAMH (KOMMEpYecKast
TaliHa);

— CBEJICHHS O CYIIIHOCTH M300pETECHUS, TIOJIC3HON MOJICITN HITH
MPOMBIIIUICHHOTO 00pa3iia 10 O(QUIIHATEHON My OIMKaIH
UHGOPMAITUH O HHX.

2 CekpeTHO I'ocynapcTBennas TaiiHa ¢ BRICIIAM TprPoM «CEeKpETHOY

3 CoBepiieHHO I'ocynapctBeHHas TaiiHa ¢ BeiciuM rpudom «CoBepmieHHO CeKpeTHO»
CEKPETHO

4 Oco00¥ BaKHOCTH I'ocynapctBeHHas TaiiHa ¢ BeiciuM rpudom «Ocoboii BaxknocTny

B Uznenuu npeaycMOTpeHO cO3aHUE, pEJaKTUPOBAHUE U yAAJCHHUE 3allMceil CIpaBOYHMKA
«YpoBHH KOHQUICHIMATBLHOCTUY». [l co3maHus HOBOTO YpPOBHS  KOH(UIEHIIMAIBHOCTH

UCIIOJIB3YETCS] KHOIIKA («106aBuTh»), pacoyioKEHHAs HAa TAaHEJI HUHCTPYMEHTOB.

[Tocme HaxkaTMs HA  KHONKY  OTKpoercs (opma  pemakTupoBaHus  «YPOBHHU
KoH(puaeHManpHoCcTH» (puc. 45). B mannoit ¢opme aamuuuctpatop Wb 3amaer ciemyroriue
napaMeTphl:

— «YPpOBEHb» - YHCIOBOE 3HAYCHNE YPOBHS KOH(PHICHIINATHHOCTH;

— «HaumenoBanmue» - HaMMeHOBaHUE YPOBHS KOH(PUIEHIIMAIBHOCTH;

— «Omnwucanue» - TEKCTOBOE OMMCAHUE YPOBHS KOH(UICHINAIBHOCTH,

— «Komanga cozmanus» - ckpunt co3ganus oobekra bJ[ UC;

— «CoctostHue 3amucuW» - BBIOOpP 3HAYEHUS COCTOSHUS 3alUCH M3  KOMOOOOKca
«aKTHBHAs/HEaKTUBHAS»;

— «JleficTByeT c» - 1aTa U Bpems Hayaja JEHCTBUS 3aIllCH;

— «JleiicTByeT 10» - AaTa U BpeMsi OKOHYAHUS JEHCTBUS 3aIUCH;

— «KomMmeHTapuil k cratycy».
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Pucynoxk 45. Paznen «Hactpoiiku - loctyn». ®@opma pe1akTUPOBAHUA <Y POBHH
KOH(UICHIIHAIBHOCTH

st penaktupoBanus oobekta bl IC Heo0X0uMo BBIISIHUTE COOTBETCTBYIOIIYIO 3alUCh Ha

CIUCKOBOM (hopMe 1 HakaTh HAa KHONIKY  («OTKpBITh Ha peakTupoBaHuey). [lociie HaxaTus Ha
KHOIIKY OTKpoercsi (opma penaktupoBanusi (puc. 45), rne ammunauctpatrop Wb moxer
oTpellakTUpoBaTh napameTpsl oobvekta bJ[ C.

Jns coxpaHeHHsI 3amucd Ha (GOpME peNakTUPOBAHHS «YPOBHU KOH(DUICHINATBHOCTH
HE00X0IMMO HaXkaTh Ha KHONIKY «COXpaHUTh U 3aKpbIThy». J{71s1 BO3BpaTa u3 (popMbl pe1akTHpOBaHUS
B CIIUCKOBYIO (pOpMy HEOOXOIMMO HA)KaTh Ha KHOIKY «3aKpBIThY.

Jnis ynaneHust ypoBHS KOH(UIACHIMAIBHOCTH HEOOXOMMO BBIJIETUTH 3allUCh HA CIMCKOBOM

(bopMe 1 HaXXaTb Ha KHOIIKY - (((yI[aHI/ITL»). HpI/I YAAJIICHHUH 3allMCU BBIBOJAUTCA IUATIOTOBOC OKHO
MOATBCPKACHUSA yAAJICHUHN 3aIlIMCH C TCKCTOM «BBI YBCPCHBI, YTO XOTUTC YAAJIUTH 3aIHCh?» U JABYMA
KHOIIKaMH «HCT, HC yIaJIATh», «I[a, YAAIIAUTB. HpI/I HaXaTUM Ha KHOIIKY «HCT, HC YAaJIATh» 3aIllUCh

HE yJaysercs, Ipyu HaXKaTUU Ha KOTKY «/la, ylanuTh» npou30iiieT y1aneHue BbIOpaHHON 3aMuCH.
o
Jns oOHOBIeHMs 3amucel Ha CHUCKOBOH (opMe HEOOXOAMMO HaXKaTh Ha KHOIKY

(«OOHOBHUTHY).
3.6.6. OOmme HACTPOHKH
s Hactpoiiku M3nenust HeoOxonumo nepeitu B myHKT MeHio «Hactpoiiku — OOmue». B

JaHHOM pasnene agmuHuctpatop Wb moxker BemomHuTh oOmme Hactpoviku WM3menmus. Ilocne
Hepexo/ia B IaHHBIN MyHKT MEHIO OTKPOETCs CIUCcKoBast popma «Oomme» (puc. 46).
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Pucynok 46. Pa3nea «Hacrpoiiku - O6mme». CiiuckoBas popma «O0mue»

Hac cnuckoBoii popme «OOmme» mnpuBeneHsl KOHPHUTYpalMOHHBIE HACTpoiku W3memus.
Anmunuctpatop UMb MoxeT oTpenakTupoBaTh 3HAUYEHHUS MApaMEeTpoB Yy KOH(UIYpalMOHHBIX

&

HacTpoeK. [l 3TOro Hy’»KHO BBLAEIUTH HEOOXOIUMYIO HACTPOMKY M HaXaTh HAa KHOIKY
(«OTKpBITh Ha penakTHpoBaHKe»). [locine HaxkaTUsI HAa KHOIIKY OTKpoeTcsi opma peaakTUpOBaHUS
(puc. 47), rie 0ToOpaXKeHbI CIIEMYIOIINE apaMeTPhl OOIINX HACTPOCK:

— «Konm» - yHMKanmbHBIM KOJ KOH(HrypanuoHHONH HacTpoiiku. Ilone 3akpeiTo ams
peraKkTUpOBaHU,

— «HauMeHoBaHue» - HauMEHOBaHHE KOH(UIypalloHHON HacTpoiiku. [lone 3akpbITO A7
peraxkTUpOBaHU,

— «Omnucanue» - TEKCTOBOE OMKcaHue napamerpa. [lomne 3akppITo /Ui peJaKTUPOBAHUS;

— «CocrosiHue 3amucw» - BBIOOp 3HAUeHUs cTraTyca 3amMcu M3  KoMOoOokca
«aKTHBHAas/HEaKTUBHAs»,;

— «3HaveHus mapameTpay - mapaMeTpbl KOH(QUTYPAITMOHHBIX HACTPOEK (OIMMCaHNe 3HAYCHUH
napaMeTpoB KOH(UTYpaLlMOHHBIX HACTPOEK IMpHUBEAEHO B mnpuioxkeHuu B). Ilapamerpsr
KOH(i)I/IpraIII/IOHHBIX HACTPOCK JOCTYIIHBI JJI pCAAKTHUPOBAHU.
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Pucynok 47. Pazgen «Hacrtpoiiku - Oomue». @opma penakrtupoBanus «Oommue»

Jis coxpaHeHus 3amucu Ha Qopme penakTupoBaHus «OOmume» HeoOXO0IUMO HaXaTh Ha
KHOTIKY «COXpaHHUTh | 3aKpbITh». [ Bo3BpaTa U3 GOpPMBI peaKTUPOBAHHS B CITUCKOBYIO (OpPMY
HE00XO0IMMO Ha)KaTh HAa KHOMKY «3aKpbITh».

o

Jns oOHOBIEHMs 3amuceld Ha CHUCKOBOH (opMe HEOOXOIMMO HaXKaTh Ha KHOMKY
(«OOGHOBUTDY).

3.7.  Kypnaia coobiTHii 6€30MacHOCTH

Jns mpocMoTpa KypHaia COOBITHI 0€30macHOCTH HEOOXOIUMO TEPEHTH B IMYHKT MEHIO
«Kypnany. Ilocne mepexona B JaHHBIM MYHKT MEHIO OTKpoeTcsl cnuckoBas (opma <«KypHam»
(puc. 48). B kypHanze coObITHIi Oe30macHOCTH oOTOOpakaeTcs HWHpOpPMANus O JACHCTBHUS
NOJIb30BaTENeN U pe3yIbTaT BhIMOJIHEHHBIX JeHCTBUI.

B xypHane coObITHii 0e30macHOCTH MoJAepKUBaeTcsd (UIBTpaLdS U COPTHUPOBKA MO PALY
apaMeTpoB, MO3BOJIAIOIIAs YIIPOCTUTh OTOOD 3anuceil ¢ TpedyeMbIMHU YCIOBUSIMH.
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Pucynok 48. Paznen «XKypuam». CnuckoBas popma «Kypuam»

Ha cniuckoBoii opme kypHasia coObITHIT 0€30MaCHOCTH JIOCTYITHA Ul BBIBOJA CIIETYIOLIAst
uHpOpMaLHs:

«/laTa u Bpems cOOBITHS» — 1aTa U BpeMs COOBITHS;
«MMs nonb30BaTeNs» — CUCTEMHOE UMs [10JIb30BaTeNs (JIOTMH) MHUIMATOpa COOBITHS;
«DUO» - ®DUO nonp30BaTEsT HHUIIAATOPA COOBITHS;

«lomxHOCTE» — 3aHMMaemas JOJDKHOCTH II0JIb30BATENsl HMHHUIIMATOpAa COOBITHS B
OpraHu3alluy;
«HaumenoBanue OpTraHu3aIuH/TIoIpa3ACTICHUS - HAaMMEHOBAaHHE

OpraHu3aIK/moIpa3ieTICHus, B KOTOPOH MOJIb30BATENb SBISETCS COTPYIHUKOM;
«Coo011eHne» — TeKCTOBOE OMMCAHUE BBIMOJIHEHHOTO MOJIh30BaTeNIeM JICHCTBUS;

«Tun cooOImEHNI» — KOJI COOBITHS;

«Pe3ynpTaT» — pe3yabTaT BHIMOJIHEHHOTO JEUCTBUS MOJIh30BaTeNs (BO3MOXKHBIC 3HAUCHUS
«YcnemHoy, «HeycnenrHoy, «HecaHKIIMOHUPOBAHHOY).

[TepeueHs K00B COOBITHI OE30MACHOCTH MPUBEEH B Ta0nuie 12.

Taoiauua 12. Tunsl co0bITHII 0€30IIACHOCTH

HaumenoBanmue
Koa cooniTnst Onucanmne
CcOOBITHS
ERROR_AUTH_1 Ombka CoObITHE, BO3HMKAIOIIEE IPH OIIUOKE

ayTeHTU(UKAUK | ayTeHTU(QHUKALUK  TOJB30BaTeNsl  IPU
HETPaBUJILHOM BBOJIE YUETHBIX JTAHHBIX

ERROR_AUTH_2 Ommbka CoObITHE, BO3HUKAIONIEE TPU MOTBITKE

ayTeHTU(UKAMH | TPOUTH ayTEeHTU(UKALHIIO
3a0JI0KMPOBAaHHBIM T10JIB30BaTEIEM

AUTH_1 Aytentudukanus | CoObITHE, BO3HHUKAIONIECE TIPH yCIIEIITHON
ayreHTH(UKaK nonb3oBaTens B UC

CREATE_ENTITY Hobasienue CoOrITHE, BO3HUKAIOIIEE TIPH YCIICTITHOM

3anucu CO3JAHMM  TIOJIB30BATENEM  HOBOTO

o0bexTa wim cyonrexra UC
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Kox coObITHS

HaumMmeHnoBaHue

Onucanne

coObITHS
WRITE_ENTITY PenaktupoBanue | CoObITHE, BO3HUKAIOIICE TPU YCIICITHOM
3aIucH pelaKTHPOBAHUH MOJIb30BaTEIEM

o0bekTa i cyorekra UC

DELETE_ENTITY

VYV nanenue 3anucu

Co0bITHE, BOSHHUKAIOIIIEE MPY YCIIEITHOM
yAaJICHUU TIONb30BaTeeM OOBEKTa HIIH
cyonexra MC

nc

AUTHORIZATION_OBJ ABTopu3anus CoObITHe, BO3ZHHUKAIOIIEE IMPH MOIBITKE
MOJYYeHHST JIOCTyIa II0Jb30BaTelNeM K
3ammuiaeMomy pecypey UC

DBOBJECT _INTEGRITY_CONTROL Kountpomns CoOpiTHE, BO3HHUKAIOIIEe npu

LETOCTHOCTH HapyIIeHHH WEeNOCTHOCTH oObekta bJ]
obowekra B bJI UC | UC

DB_INTEGRITY_CONTROL KonTtpoins CoOpITHE, BO3HHUKAIOIIEE B PE3yJbTaTe

[EJIOCTHOCTH IOPOBEPKH  KOHTPOJS  LEJIOCTHOCTH
oowexktoB B BJI | o0bekTOB b1 UC:

— TIpH YCIIENIHOM poBepKe (Bce
00BEKTHI MPOILLIH MPOBEPKY) -
KonTtpoins nenocraocta 066exToB B/
JUTSL TIPUITOKEHUS
"%application_code%" BbimoNHEH,
HapyLIEHUN HETOCTHOCTH HE
oOHapyXeHo;

— [P HEYCIELIHOM NpoBepKe (He BCe
00BEKTHI MPOILLIH MPOBEPKY) -
KonTtpous nienocraoctr 00bekToB B/
JUTSL IPUIIO’KEHUS
"%application_code%" BbINOJIHEH,
00HapyKEHO HapyIICHUES
nenoctHocT st YoN% 00BEKTOB.

3.71.1.  ApxuBHpOBaHHe

W3nenue mo3BONIsIET apXUBUPOBATh JIaHHBIE KypHaIa cOOBITUH 0e30MacHOCTH B OTAENbHYIO
apxuBHyto bJI. Jlnst aToro HeoOxonumo niepeitT B pazaen Hacrpoiiku — O6mue. BeiOpaTs B criucke
HacTpoiiky ¢ kojoM auditArchive M BBINOTHUTH HAcTpoWKy. CKpHUNT co3laHus apXuBHOM BJ]
npejacTaBieH B npwiokeHun E Hacrosimero pokyMmeHTta. OmnucaHue HAcTpOEK MeEXaHU3Ma
apXUBHPOBAHUS NPEJCTaBIeHO B Tabaue 13.

Tabéauna 13. OnucaHue HACTPOEK MeXaHN3Ma APXHBHPOBAHMS

Kon Tun xaHHBIX 3HaveHHe Onucanne

enabled Jlornuecknii false AxTtuBanusa/ neakTuBanys MEXaHU3MAa
(Boolean) apXuBaIuu

cron Crpoka 000?*™* Cron pacnmcaHue 3amycka MeXaHH3Ma
(String) apXuBaIuu

age Lemnoe wyucno | 30 [loporoBeiii  Bo3pacT coOObITHH, mpH
(Integer) JOOCTIDKEHMH  KOTOPOTO  BBIMOJIHSETCS

nepeHoc (B JHSX)
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Kon Tun JaHHBIX 3Hauenune Onucanmue

connection | Ctpoka jdbc:postgresgl://post- CTpoka MoJKIIOUEHHS K apXUBHON CXeMe
(String) gres/iam?user=iam_dba&pass- | 6a3b1 JaHHBIX
word=Qwerty123&current-
Schema=security_audit_ar-
chive

3.8. Ceccum

Jns mpocmoTpa ceccuil mojp3oBaresied HeoOXOIMMO TeperTH B MyHKT MeHio «Ceccumy.
IMocne mepexona B JaHHBIA MyHKT MEHIO OTKpoeTcs cruckoBas ¢opma «Ceccuu» (puc. 49). [ns
aBapUIHOTO MpeKpaIieHus: padboTeI mosab3oBaress B UC Heo0X0IMMO Ha CIUCKOBOM (hopMe HANTH U
BBIJICJIUTh COOTBETCTBYIOIIYIO CECCHUIO MOJIb30BATEISI, HA MAHEIM MHCTPYMEHTOB HaXaTh HA KHOIKY

(«Ynanutey). [locie BbIOMHEHUS JaHHOW ONEpallMy I0JIb30BATEIb HE CMOXKET COBEpILATh
kaxne-nu0o nericteusa B UC 6e3 co3maHust HOBOM CECCHUU.

B >xypHane coObITHII 0€30IacCHOCTH TOICpKUBACTCS (DUIBTPANUS U COPTHPOBKA IO PSIY
napaMeTpoB, MO3BOJIAIOIIAS YIPOCTUTH OTOOP 3anuceit ¢ TpeOyeMbIMU yCIOBUSMU.

= &V y i
= “' VHHBEPCAJIBHBIN @ a

[E] Moii npodum & Cecenn

O OpraEEzanEOHE2A CTPYETYPa c Crombuer

B 3Sazexm Hug yueTHOR Jlata m BpeMA N
- SHO P VpoeeEs JIomEHOCTE Oprammsanus Cratyc
3aMHCH COZTAHHEA

8! Hactpoiixa

Caverit [1agmni
sb_admin Gmm HasReE 2020-09-08 10:33:51 Cexpetso Ammmmctparop HB Opranmzamma 1001 AKTHEHAR
Ammr

B Kypman

B Ceccan

20/ c1p.

Pucynok 49. Paznen «Ceccun». CnuckoBasi popma «Ceccumn»

Ha crinckoBoit popme «Ceccum» q0CTyITHA TSl BBIBOJIA CIIeNyIoIas WHpopManus:

— «Wwms yuernoii 3anucu» — CucremHoe umst Y3 (JIOTUH);

— «D®UO» — MO nonw3oBarens;

— «/laTa 1 BpeMs co3iaHus - 1aTa U BpeMs CO3/IaHusI ceccruu mojb3oBarens B VIC;

— «YpOBEHb» — ypOBEHb KOHPUACHIIMATLHOCTH CECCHH TOJIb30BATEIIS;

— «JlomkHOCTE» — 3aHMMaeMasl JOJDKHOCTH IIOJIh30BaTelsi WHUIIMATOPA COOBITHS B
OpraHH3aIii;

— «OpraHu3anus» — HAMMEHOBAHKME OPTaHU3AIMH/TIOAPA3/ICIICHHS, B KOTOPOU TOJIh30BATEb
SIBIIIETCSL COTPYTHUKOM;
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«CTaTyc» — CTaTyC CeCCHH TOIb30BaTeIIs;

«JlaTta 1 BpeMsi MOCIEAHET0 UCTIOIb30BAHMS — JaTa U BpeMs MOCJIETHEr0 UCIOJIb30BaHUs
ceccnu nmouk3oBarens B VIC;

«JWT» — TOKEH ceccHH II0JIb30BaTeIs.
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MMPUJIOKEHUE A. OIMCAHUE TAPAMETPOB MO YJIEHA
AYTEHTUOUKALIUNU

Onucanue napameTpoB Monayis «Ayrentudukanus uepes LDAP» (ldapUserModule)

npuBeeHO B Tabmuie 14.

Ta6auna 14. Onucanue napameTpoB Moay s «AyreHTugukanus yepes LDAP»

(IdapUserModule)

3HaueHHeE MO

Ko mapamerpa Tun Omnucanue mapamerpa
Auap P YMOTYaHHIO P P

url Crpoxka Idap://Idap:389 Azlpec TOAKIIOYEHHST K KaTajory
LDAP, c moptom.

user Crpoka cn=admin,dc=org,dc=ru | JIoOrHH CHCTEMHOTO MOJb30BATEISL
JUTSI IOIKITIOYEHHS K KaTaJory.

password Crpoka config ITaposb CHCTEMHOTO TMOJIb30BATEIS
JUTSL HO/IKITIOYEHHS K KaTaJory.

base Crpoka dc=org,dc=ru BbasoBas BeTKa /151 MOKCKA.

search Crpoka (&(uid={0})(objectclass |Illa6mon LDAP ¢wumstpa mis

=inetOrgPerson)) MIOWCKA YYETHOM 3aIKCH TI0 JIOTHUHY.

passwordAttribute Ctpoka userPassword Wwmst atpubyTa ¢ maposem.

passwordEncodingAlg Crpoka SHA1 AJITOPUTM  XCIITUPOBAHUS TAPOJIS,
UCIIOJIB3YyEMBII B KATAJIOTE.

syncOrgCode Crpoka 0.1001 Kon  oprammsanmu. K sroi
OpraHu3aIiu MPHUBS3BIBAIOTCSI
COTPYIHHKH, CO3[aBacMbic IIpH
ABTOMATHYECKON CHHXPOHHU3ALHH.

businessRoleCode Crpoka test Kon 6usnec-ponu opranuszanun. K
9TON OM3HEC-POJIU MPUBS3BIBAIOTCS
COTPYIHHMKH, CO3[aBacMble IIPH
ABTOMATHYECKON CHHXPOHHU3ALHH.

groupLdapFilter Crpoka (&(member={0})(object | ®dunpTp I NONYyYCHUS CIUCKA

class=groupOfNames)) | rpymi mojb30BaTes.

groupCodeAttribute Crpoka cn ATpuOyT rpymimbl B Karajiore, Iyis
cBs13u ¢ poisbio B Chb.

usrFirstnameAttribute Crpoxka givenName Nwms  atpubyTa monb3oBaTess B
KaTaJiore, 1 XpaHUTCS UM

usrLastNameAttribute Crpoxka sn Ums  atpubyrta mnonb3oBarens B
KaTajore, rJie XpaHUTCs (paMHIns.

usrMiddlenameAttribute | Ctpoka - Wmst arpubyra mojb3oBatelss B
KaTajore, rJie XpaHUTCS OTYECTBO.

usrLoginAttribute Crpoka uid Wmst arpubyra mojb3oBatelss B
KaTajuore, rJi¢ XpaHUTCS JIOTHH.

usrEmail Attribute Crpoxka - Ums  atpubyrta monb3oBaTens B

Karayore, rJie XpaHuTcs email.
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3HauyeHue o

Kox mapamerpa Tun Omnucanue mapamerpa
Anap P YMOJTYAHHIO P P
usrPhoneAttribute Crpoxka title Ums  atpubyTta monb3oBateis B

KaTaJore, I7ie XpaHuTcs TenegoH.
usrPositionAttribute Crpoxka - Ums  atpubyTta monb3oBateis B
KaTajore, riue XpaHUTCS
JOJDKHOCTD.
usrSnilsAttribute Crpoxka - Ums  atpubyTta monb3oBateis B
Karanore, rae xpanurcas CHUJIC.
masterForGroups Crpoka Idap Kro sBisercs wmacrepoM 1O
POJISIM/TpYTIIaMm, BO3MOJKHBIC

3HaueHwus sb, dap.

Onucanne  mapameTpoB  monaynsi  «Moayiab — ayTeHTH(UKAIMM  TI0  3aroJIOBKY»
(headerLoginModule) npuseneto B Tadmwuie 15.

Ta6auna 15. Onucanue napamerpoB Moay.as «Moayiab ayTeHTUDUKAIUH 110
3aroioBky» (headerLoginModule)

3HayeHue o

Kox mapamerpa Tun Onucanue napamMerpa
Auap P YMOJIYAHHUIO P P
headerLoginName Crpoka auth_user_login Wwms 3aronoska HTTP, B koTopoM
npuxoauT WM ydeTHOH 3amucu
I10JIb30BaTECIIsA

headerLevelName Crpoka session_level Wwms 3aronoska HTTP, B koTopom
HPUXOOUT YPOBEHB

KOH(UACHIUATBHOCTH CECCHH

enabledHeaderLevel Jlornueckwuii | true AxTHBaIMs pexuma  00paboTKu
YPOBHSI KOH(HICHINATBHOCTH W3
3arosioBka HTTP
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HPUJIOXKEHUE b. OIIMCAHUE HAPAMETPOB UC

Onucanue mapaMeTpoB HHGHOPMAITMOHHOW CUCTEMBI ITpUBEEHO B TabmuIe 16.

Tab6auua 16. Onucanue napamMeTpoB HHPOPMAIMOHHOI CHCTEMBbI

3HauyeHue 1o

Koa mapamerpa Tun TG Onucanue napaMerpa
sso.key Crpoka | app JonomauTenbHas 9acTh uri SSO
arefTa, mo koropomy 3UC Oyner
JIOCTYITHA yepes SSO.
Hampumep, ecmu SSO arent
nMeeT
anpec https://192.168.1.1/, u
st 3VC ykazan uri "buh", To
s pabotel ¢ atoit 3UC uepes
SSO OyzmeT UCHOJIB30BATHCA
cebuika https://192.168.1.1/buh
sso.url http- http://host:port/app | Axpec 3UC, kyma uepe3 SSO-
CCBIIKA areHTa JOJDKHBI TIepeaaBaThCs
3aMpocCkl
sso.deleteCookies Maccus | [] Crmcoxk HMEH cookies
CTPOK MPUJIOKEHUS, KOTOpBIC Tepes
ayTeHTU(UKAIHEH
MIOJIB30BaTENS  JIOJDKHBI  OBITH
yAaJIeHbI
sso.staticHeaders MaccuB | [] Ilepeuens HTTP 3arooBKOB,
key- KoTtopsle SSO-areHT JOoJKEeH
value JM00aBIATh B K&KABIH 3arpoc B
anpec 31UC
sso.properties MaccuB | [] JIOTIOTHUTETbHBIE TTApAMETPhI
key-
value
database.connection CTpoKa | — CTpoKka MOAKIIIOYEHHST K CXeMe
B NIPUJIOKECHUA, TS
cuaxponuzanuu RLS-monutuk
database.createRIsPolicies boolean | false ®jrar HEOOXOANMOCTH
BeIrpykatb RLS-monutuku B
cxemy b/l mpunoxeHus
database.employeeRoleTable CTpOKa sbEmployeeRole Wms Tabnumbl Ui BBITPY3KH
CBEJICHUH O pOIsiX
database.substitutionTable crpoka | sbSubstitution Ums Tabiamupsl A1 BBITPY3KH
CBEJIEHUI O 3aMENIEHUIX
database.employeeldSessionAttribute | crpoka | app.operation Wms  arpubyra ceccuu, B

kotopom 3UC mepenaer B 6azy
naHHbIX Id paboTHUKA, OT UMEHH
KOTOPOTO BBITTOJIHSETCS 3aMpocC B
BJ1 31C
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https://192.168.1.1/
https://192.168.1.1/buh

3HauyeHue 1o

Kon mapamerpa Tun Onucanue napamerpa
YMOJTYAHUIO
database.syncEmployeesData boolean | false ®mar HEOOXOIUMOCTH
BBIITOJIHATH CHUHXPOHHU3alIHUIO

MPUBA30K COTPYAHUKOB H pOJIEH
B cxemy b/l npuiioxenus
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HPUJIOXKEHMUME B. OIIMCAHUE ITAPAMETPOB
KOHOUT'YPAIIMOHHBIX HACTPOEK

Ornucanue mapamMeTpoB KOHPUTYPALMOHHBIX HACTPOSK MPUBEIACHO B Tabmuie 17.

Tadoauna 17. Onucanue napaMeTpoB KOH(MUTYPAITMOHHBIX HACTPOEK

3Ha4yeHue 1Mo
Koa napamerpa Tun Onucanue napamMerpa
YMOJTYAHHIO
Hactpoiikua Y3 C3H (user)
unblockCron Crpoxka 00/5***7? Pacniucanue 3amycka 331241 o
Pa30IIOKMPOBAHHUIO MOJIB30BATEIICH
blockCron Crpoxka 00/5***7? Pacniucanue 3amycka 3agaun 1o OJIOKHPOBKE
MOJIb30BaTENEH
Hactpoiiku SSO (ssoSession)
cookieName Crpoka SB_SSO_COO |Ums kxyku, B KOTOpyio SSO-areHT mocie
KIE YCIENTHOW ayTeHTH()HUKAITUN TT0IH30BATEN
3allMChIBACT  HMJCHTH(UKATOP  CO3MAHHOMN
ceccuu
properties.authorizeOperati | Ctpoka ACCESS Nmst oniepanuu
on
properties.authorizeResour | Ctpoka APP Nms Tuma pecypca
ceType
validityCachelnSec Llenoe 30 KonunyecTBO cekyHA, B TEYCHHUH KOTOPBIX
YHCITO pe3ysIbTaT TPOBEPKH BATMIHOCTH CECCHU
CUMTaeTCs  JCHCTBHUTEIbHBIM.  Ilapamerp
HEOO0XO0IUM 111 00€ecIieYeHUsI BO3MOXKXHOCTHA
IMOBBIICHUA IMPOU3BOJUTCIBHOCTH 3a CUCT
KOIIUPOBAHMS Pe3yJIbTaTa MPOBEPKU CECCHU
B SSO arente
maxSessionCount Llenoe 5 MakcumMalbHoe KOJIMYECTBO ceccHid,
YHCITO KOTOPBIC MOXET CO3/1aTh I0JIb30BATE b
pathDispatchModeEnabled | Boolean false BrimodeHne  pexuMa  IUCIIETYEPHU3AIUAH

3arpocoB B O3KEHIIBI 10 MYTH, aJIpeC TOYKH
BXoAa B mpwiokeHue (opmupyercs SSO
yepe3 1o0aBIIeHUE Uri PUIIOKEHHS K aJIpecy
cepBepa. Hampumep, ecau  SSO-arent
JOCTyTieH To axapecy https://sso.ru/, u B
KOH(QUT'Ypalliu OIHCAHO J[Ba TMPHUIOKEHUS,
JUISL KOTOPBIX mapaMeTp *uri* 3ajman Kak app
u buh COOTBETCTBEHHO, TO NPUIOKECHHS
OynyT JOCTYITHBI o
aapecam https://sso.ru/app u https://sso.ru/bu
h coorBercTBEHHO.

Pexxumbl
ssoSession.hostDispatchModeEnabled 5§
ssoSession.pathDispatchModeEnabled
MOTYT OBITh BKJIIOUEHBl W  padoTaTh
0JTHOBPEMEHHO.
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https://sso.ru/
https://sso.ru/app
https://sso.ru/buh
https://sso.ru/buh

Kox mapamerpa

Tun

3HauyeHue o
YMOJTYAHHIO

Omnucanue mapamerpa

hostDispatchModeEnabled

Boolean

true

BkmioueHne  pexuMa  JUCTIETYEPHU3ALUH
3alpoOCOB B OAKEHJIBI 1O XOCTY, aJpec TOYKH
Bxoja B mpmioxkeHue Qopmupyercs SSO
yepe3 Jo0aBlieHHE Url MPUIOKEHUS KaK TOA
nomeHoMm. Hampumep, ecmu SSO-areHT
JIOCTymeH 1o ajpecy https://sso.ru/, u B
KOH(HUTYypaluu OMHCAaHO [Ba MPUIOKEHUS,
JUTS KOTOPBIX MapaMeTp *uri* 3ajgaH Kak app
1 buh COOTBETCTBEHHO, TO TIPHIIOKCHHUS
OynyT JTIOCTYITHBI 1o
aapecam https://app.sso.ru u https://buh.sso.r
U COOTBETCTBEHHO.

Pexxnmbl
ssoSession.hostDispatchModeEnabled u
ssoSession.pathDispatchModeEnabled
MOTYT OBITh BKJIIOYEHHI U  paboTaTh
OJTHOBPEMEHHO.

backendCookiePrefix

Crpoka

sbSSO

[Ipedukc i mpoleccuHra Kyk 03KeHI0B B
peKuUMe AWCHETYMPHU3ALMK  3alPOCOB 110
nytu. [lockombKky Kyku O3KEHIOB MOTYT
KOH(IJIUKTOBAaTh MEXIy coOol  (MMeTh
onvHaKoBble uMeHa), SSO areHT mpH
nepegade KyKk OdKeHIA IOJIB30BATEINIO
MEPEUMEHOBBIBACT UX 110 MA0IO0HY:
%PREFIX%_%COOKIENAME%_%URI%
_%PATH%, tne

%PREFIX% - npedukc, 3a1aHHbIA TEKyIIEH
HAaCTPOUKOI;

%COOKIENAME% - nms kyku 03keHna,
%URI% - uri npuioxeHus;

%PATH% - nyTh Kyku Od3KeHJa, U3MEHSET
MyTh Ha KOpHEBOH (/), W OTHpaBIseT
M0JIb30BATEITIO.

authServiceAddress

HTTP-
CChIJIKa

http://auth:8080

Anpec cepBuca ayTeHTH(QUKAIH

authorizeServiceAddress

HTTP-
CCBhIJIKa

http://authorizat
ion:8080

Anpec cepBrca aBTOpHU3aIIAN

adminServiceAddress

HTTP-
CChIJIKa

http://admin:80
80

Anpec JIK anmunuctpaTopa

defaultApplication

Crpoka

admin

[IpunoxxeHue Mo ymodIYaHWIO, Ha KOTOpOE
Oymer mepeHampaBieH Tpaduk, mOCiIe
YCIEUTHOU ayTeHTU(DUKAIH. Eciun
MOJIB30BATENb HE YKa3aJl KOJl CHUCTEMBI, B
KOTOPYIO OH XOU€T BOWTH.

sessionTimeout

Ilenoe
YUCIIO

15

Bpemsi Ku3HM cecCMM B MHHYTax [pH
Oe3neiicTBUY MMOJIb30BATEIS

Hactpoiiku RLS (rls)

synccron

Crpoka

00/2*7**

Pacnucanue 3amycka MeXaHu3Ma
cunxponuzauuu RLS nonutuk
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https://sso.ru/
https://app.sso.ru/
https://buh.sso.ru/
https://buh.sso.ru/

3HauyeHue o

Kox mapamerpa Tun Onucanue mapamerpa
Auap P YMOJTYAHHIO P P

syncSubstCron Crpoka 00/2*72** Pacrincanmue 3amycKa MeXaHH3Ma
cuaxpoHm3anuu RLS momutuk subst

syncEmployeeCron Crpoxa 00/2*72** Pacnincanue 3amycka MeXaHU3Ma
cuaxponmszanui RLS nonutik employee

syncPolicyCron Crpoxka 00/2*72** Pacmmcanme 3amycKa MeXaHM3Ma
cunxponusanui RLS monutuk policy

integrityControlCron Crpoxka 00/2*72** Pacmmcanme 3amycKa MeXaHM3Ma
CUHXPOHU3AIUU RLS MOJUTHUK
integrityControl

Hacrpoiiku napoJeii (password)

minLength enoe 8 MuHuManbsHas JUTHHA Tapois
YHCIIO
minNumber Ienoe 1 MuHHMaIbHOE KOJIHYECTBO AP
YHCIIO
userAlert Lemnoe 5 KommuecTBOo mHE# 10 wWCTEYeHHS TMApoIs,
YHCIIO MOCJIe WCTEYCHUS KOTOPBIX HEOOXOIUMO
OTHPAaBHUTh YBEJOMIICHHE IOJb30BATEIIO B
JTHSIX.
changeMode Ienoe 2 PexuM CMEHBI TapoJis:
YHCIIO — 1 — cMeHa npu TIepBOM BXOJIC;
— 2 — He TpeOOoBaTh CMEHY apoJIs
reuseCount Hemnoe 2 3amper Ha UCMOJIb30BaHUE MOJIb30BATEISIMH
YHCIIO OIpeIeTIeHHOTO OIepaTopomM qucia
MOCJIC/IHUX HCIIOJIb30BAaHHBIX Maposiell Mpu
CO3/IJaHUU HOBBIX IIapOJIEil.
blockingTime Llenoe 5 Bpems, Ha kortopoe Onokupyercs Y3, B
YHCIIO ciiyyae  JOCTH)KEHHS  yCTAHOBJICHHOTO
MaKCUMaJbHOTO KOJHMYECTBA HE YCIEUIHBIX
TMOTIBITOK (B MUHYTaX).
hashAlgoritm Crpoxa SHA1 3HayeHue AITOpHUTMA, KOTOPOii
ucnonedyercs B C3U npu ¢dopmupoBaHun
X9IIIa.
[TonnepxmuBaeMbie allrOPUTMBbIL:
—SHA1,
— SHA-256;
— SHA-512
minLowerCase Henoe 2 MuHUMaNbEHOE KOJHYECTBO OYKB HHXKHETO
YHCIIO perucrpa.
minUpperCase Iemoe 1 MuHUMaTBEHOE KOJUYECTBO OYKB BEPXHETO
YHCIIO perucrpa.
maxValidityTime Iemoe 60 MaxkcuManbHOe BpeMsl JEWCTBHs apojs B
YHCIIO JTHSIX.
minValidityTime Hemnoe 5 MuHHMalbHOE BpeMs JAEHCTBUS MApoJisi B
YHCIIO JTHSIX.
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3HauyeHue o

Kox mapamerpa Tun T Omnucanue mapamerpa
minSpecialLetter Hemnoe 1 MuHHMaIBHOE KOJIMYECTBO CIELUATBHBIX
YHCIIO CHMBOJIOB.

characterSetLower Crpoka abcdefghijklmn | Andasur 6ykB HIXKHETO perucTpa.
opgrstuvwxyz

characterSetUpper Crpoka ABCDEFGHIJ | AndaBut OykB BepxHET0 perucTpa.
KLMNOPQRS
TUVWXYZ

characterSetNumeric Crpoxa 0123456789 Andasur uncen

characterSetSpecial Crpoka ~1@#$%"&*()- | AndaBuT cCrielHATBHBIX CHMBOJIOB
=B <>?

numberUnsuccessfulAuth | Lienoe 3 MuHUMaIbHOE KOJIMYECTBO HEYCIHCUIHBIX

Attempts YUCIIO MOTIBITOK ayTeHTU(UKAIIUT (BBOZIA

HEMPaBUIHLHOTO TAPOJIs) 10 OJIOKHPOBKH.

Hacrtpoiiku yBenomiaenuii (notification)

serviceAddress

HTTP-
CCBIJIKa

http://localhost:
1234

Anpec cepBrca HOTUUKALMN

HacTtpoiiku nmouroBoro simuka (mail)

login Ctpoka test JlorvH TOJB30BATENs, MCIOAB3YEMBINA IS
OTIPaBKA  COOOIICHWA  Yepe3  CEpBHC
HOTU(DUKAIIHY.

password Crpoka test [Taponrs monb3oBatens, UCHOJIb3YEMbIH I
OTIPaBKA  COOOIICHWA  Yepe3  CEpBHC
HOTU(DUKAIIHY.

mailbox Crpoxka rrrr@yandex.ru | Azpec 37eKTpOHHOM MOYTHI, HCIIOIb3YEeMblil
JUIS OTHPaBKHA COOOIIECHWH Yepe3 CEepBHUC
HOTA(UKAIHH.

smtpHost Crpoka smtp.yandex.ru | SMTP Cepsep

smtpAuth Jlormuecku | true AKTUBaIMs ayTeHTUDUKAINN

71
smtpSslEnable Jlornyecku | true AxrtuBanus SSL
71
mailSmtpSocketFactoryCla | Ctpoka javax.net.ssl.SS | Kitace peanusanuu SSL
SS LSocketFactory
Hacrpoiikn JWT (jwt)
secret Crpoka DjkrB7hjRjpkz | Cexper mist pabotst ¢ JWT
n
OO0mue Hactpoiiku (general)

locale Crpoxka ru Jlokanu3anus TUYHOTO KabuHeTa

appCode Crpoxa admin Konx cucremsl

logoutURL Crpoxka /sso/logout URL Beixoma u3 SSO
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3HauyeHue o

Kox mapamerpa Tun T Omnucanue mapamerpa
dataListURL Crpoxa /admin/gen- Ccpuika Ha endpoint MOTy4eHHUS OaHHBIX
eral/:ob- CIIFCKOBOI (hOpMEI B JINYHOM KaOHHETE
ject_type/list
dataSaveURL Crpoka /admin/gen- Ccbuika Ha endpoint COXpaHEHHS JaHHBIX
eral/save/:ob- (dopmsl B JInuHOM KabHUHETE
ject_type/:id
metaFormURL Crpoka /ad- Cchuika Ha endpoint monmydyeHHsT MeTa-
min/meta/form/: | marHBIX popMel B JINUHOM KaOHHETE
object_type
metaListURL Crpoxa /ad- Ccpuka Ha endpoint mosydeHus: METaJaHHbBIX
min/meta/form/I | criuckoBoit hopmel B JIuHOM KabHuHETE
ist/:object_type
userinfoURL Crpoka /ssolinfo Ccpulka Ha TIONydeHHS HH(POPMAIMHA O
TEKyIIeM ToJib30Barene, Bomeamiero B SSO
dataDeleteURL Crpoxka /admin/gen- Ccpuika Ha endpoint yganeHusl JIEeMEHTa B
eral/delete/:ob- | criuckoBoii popme B JInuHOM KabuHETE
ject_type/:id
operationCode Crpoka VIEW WMst koza orepariuu
dataGetByldURL Ctpoka /admin/gen- Ccpuika Ha endpoint mosyueHus: 0ObeKTa 1o
eral/:ob- ID B JInynoM KaOuHeTe
ject_type/:id
authorizeEnabled Boolean false AxTtHBanMss ~ aBTopusalMd B JIMYHOM
KaOMHeTe
metaNavigationURL Crpoka /admin/meta/na | Ccbuika Ha CepBHC MOJNY4YCHHS MeTa-
vigation OTHCAHUS HABUTAIINHU
navigationltemType Crpoxka navigation Wms  myHKTa  MEHI Ui cepBuUCca
aBTOPH3AIUH
dataResourceTreeURL Crpoka /admin/gen- Ccbulka Ha CepBUC TMOJy4YSHHS JiepeBa
eral/resource- pecypcoB B JINUHOM KaOHHETE
Treel:applica-
tion_id
authorizeServiceURL HTTP- http://authorizat | Ccbuika Ha cepBUC aBTOpU3AIUU
CChLIKA ion:8080/author
izeByJwt
dataResourceFunctionsUrl | Ctpoka general/func- CchlIKa Ha CepBUC MOIYYeHHs PYHKIMI
tion/list?appli-
cation_id=:ap-
plication_id
tempCookieName Crpoka temp_SB _SSO_ | Mms cookie, koTopas mpucCBanBaeTCs
SESSION 3aIlpocy Ha ayTeHTU(UKAIHIO
systemInfoUrl Crpoxa \version Cchiika Ha cepBHc noiaydenus Bepcun C3U
sessionListURL Crpoka /admin/session/l | Ccpuika Ha endpoint mOydeHUs! JaHHBIX LIS

Ist

CITUCKOBOMU (hOPMBI CECCHIA

87




3HauyeHue o

Kox mapamerpa Tun Onucanue mapamerpa
Auap P YMOJTYAHHIO P P
requestRegCode Crpoka registration VHUKaTBHBIN KOJ THIA 3ampoca 3asBKa Ha
PErHCTPAIInIo
requestAccessCode Crpoka access YHUKaNbHBIN KOJ THIA 3ampoca 3asBKa Ha
JOCTYII
requestLastStatusCode Crpoxka Perform VHUKaIbHBIH KOJ KOHeuHOro cratyca JKI|
3asBOK Ha PErUCTPALIUIO
generatePasswordUrl Crpoxka /admin/general/ | Ccoiika Ha CepBHC T€HEPAIH TapOoIs
password/gener
ate
savePasswordUrl Crpoxa /admin/gen- CchlIKa Ha CEPBHUC COXPAHEHUS ITapoJIs
eral/change/usr/
me/password
validatePasswordUrl Ctpoka /admin/gen- CchulKa Ha CEpPBUC BATHIAIMN TTAPOJIS
eral/vali-
date/usr/pswd
IKURL Ctpoka http://172.31.19 | URL mocTyna K TUYHOMY KaOMHETY
7.166/admin
IkAccessRoleCode Ctpoxka User Kop ponu [uis toctyna K THYHOMY KaOHHETY
customDBObjectCron Crpoka 00/2*72** Pacmmcanme 3aIrycKa MeXaHM3Ma
CUHXPOHHU3AIUU 00beKTOB B/
entity Type Ctpoka entity Ko tuna pecypca CymrHocts ist JIngaHOTO
KaOuHeTa
Hacrpoiika kemeii (cache)
sessionTimeoutMsec Lenoe 30000 [leprox BaiMoHOCTH OTBETA O COCTOSIHUU
YHCITO ceccuu
igniteTimeoutMsec enoe 1000 [leprion BaJMIHOCTH OTBETa WrHaWTa O
YHCITO COCTOSIHUH 00beKTa
authorizeSize Lenoe 5000 Pa3mep kera aBropusanuu
YHCITO
authorizeWriteExpireMsec | Ilemoe 60000 IMeproa XM3HU Kellla aBTOPH3AIMH IOCTIE
YHCITO 3aIMCH B MIJUTHCEKYHaX. 0 - 6eccpouHo
authorizeReadExpireMsec | Ilemoe 0 [leprion KM3HHM KeIlla aBTOPHU3AIMU I1OCIE
YHCIIO YTEHHsI B MUJUTUCEKYHIaX. 0 - 0eCCpOYHO

Hactpoiiku cepBuca apropuzanun (authorize)

endpointByld HTTP- http://authorizat | Cceuika Ha cepBuc aBTopu3sanuu 1mo ID
CChUIKa ion:8080/author
izeByld
endpointByJwt HTTP- http://authorizat | Cceuika Ha cepBuc aBropmsanuu 1mo JWT
CCBUIKA ion:8080/author | Toxeny
izeByJwt
endpoint HTTP- http://authorizat | Ccbuika Ha cepBUC aBTOpU3AIUU
CCBIIKA ion:8080/

Hacrpoiiku apxuBupoBaHus xkypHaaa ayauta (auditArchive)
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3HauyeHue o

Kox mapamerpa Tun Onucanue mapamerpa
Auap P YMOJTYAHHIO P P
enabled Jlornyecku | false AKTHBAIMS WM JCAKTHUBAIMS MEXaHH3Ma
51 apXuBaIluu
cron Crpoka 000**? Cron pacmnmcanue 3amycka MeXaHH3Ma
apXUBAIUN
age Lemoe 30 IloporoBelii  BO3pacT  COOBITHH,  IpHU
YHCIIO JMOCTIOKEHHH ~ KOTOPOTO  BBITIOJHSCTCS
nepeHoc (B JAHSIX)
connection Crpoxa jdbc:post- Crpoka TOAKIIOYEHHST K apXMBHOM CXeMe

gresql://127.0.0.
1/security_ar-
chive?user=iam
_archive&pass-
word=Qwerty12
3&current-
Schema=secu-
rity_audit_ar-
chive

0asbl JaHHBIX

Hacrpoiiku 3arpy3ku kaprouxku UC (appCardImport)

paramsTemplatePath Crpoka /opt/sb/appPa- | ITyts K jSOn ¢aitny, comeprkarieMy miabiIoH
rams.json mapaMeTPOB IPUIOKEHHS
xsltCheckPath Ctpoxka lopt/sb/isCard- |Ilyre  k  XSLT  ¢aitny  npoepku
Check.xslt KOPPEKTHOCTH JIaHHBIX B  3arpyaemMoi
kaptouke 1C
defaultMode Ctpoxka FULL Pexxum 3arpy3sku kaprouek VC.

Bo3Mo>xHbIE 3HAUEHUS
—FULL;
—ADD.
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MNPUJOXEHMUE I'. TEPEYEHb CUCTEMHBIX MOAYJIEA C OTKPBITBIMU IOPTAMMU IO
YMOJIYAHHIO

[lepeueHb CUCTEMHBIX MOAYJIEH C OTKPBITHIMU IIOPTAMHU 110 YMOJIYAHUIO IIpHUBeieH B Tabmuie 18.

Taﬁ.lmua 18. Hepeqeﬂb CHUCTEMHBbIX MO)IyJ'lei/i C OTKPBITBIMHU MMOPTAMH IO YMOJTYAHUIO

ITopT mo
Moayiab VMOTAHHIO 3aBHCHMOCTB OT pecypcoB Onucanue
uss-session-store | 47500 postgres:5432 [IporpaMMHBIH KOMITOHEHT «XPaHUIHIIE CECCHID)
uss-ssoconfig 9100 postgres:5432 ITporpammubIiii kKoMHoHeHT «CepBHC NpenocTapieHus koHuryparmu SSO»
uss-auth 8200 postgres:5432 [IporpaMmMHBIi KOMIOHEHT «MOYIh HICHTH(DUKAIINH U ay TEHTH()UKAITAI
session-store:47500
event-registration:8800
uss-authorization | 8900 postgres:5432 IIporpaMmHBIi KOMIOHEHT «CepBHUC aBTOPU3ALIANY
session-store:47500
event-registration:8800
auth:8200
uss-event-registra- | 8800 postgres:5432 [MporpaMMHBIit KOMIOHEHT «CepBHC PETHCTPAIIIH COOBITHI 0€30TTaCHOCTH
tion session-store:47500
auth:8200
uss-gateway 8000 session-store:47500 [Iporpammubiii komnoHeHT «1111r03 Oe30nmacHOCTI
auth:8200
ssoconfig:9100
ng-auth:3020
authorization:8900
uss-admin 8100 postgres: 5432 IIporpammHbIi KOMIOHEHT «CepBUC yIpaBICHUS»

90




ITopT mo

Moayiab T 3aBHCHMOCTB OT pecypcoB Onucanue
session-store:47500
auth:8200
control-access:8500
ng-front:3010
authorization:8900
uss-scheduled- 8400 postgres:5432 [TporpamMMHbIit KOMITOHEHT «MO/TyJ1b BBIIOJIHEHHUS 33124 10 PACTIUCAHUIOY
tasks session-store:47500
event-registration:8800
uss-public-api 9500 postgres:5432 [TporpammMubIit KoMIIOHEHT «CepBHC MpeoCTaBICHUs TyoauaHoro API»
session-store:47500
auth:8200
uss-ng-auth 3020 - Crarnunslit Ul ctpanunust ayrentudukamumn SSO.
uss-ng-front 3010 - Craruunsiit Ul JInaroro xabunera.
uss-notification 28000 - [TporpammMHbIit KOMITOHEHT «CepBUC PACCHUIKH yBEIOMIICHHUID»
uss-network- 8080 - [IporpaMMHBIi KOMIOHEHT «MOyIh MAPKUPOBKH TTAKETOBY

packet-marking
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IMPUJIOKEHME JI. TUIIOBASA CXEMA PASMEIIIEHUSA U3AEJINUSA

TunoBas cxema pa3MenieHus U31eIus NprBeaeHa Ha pucyHke 50.
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/ KIMEHTCHAR MAWMHHA \'ﬂnum:s\

BupTyansxan Nonysenue HacTpoek $50 BupTyanssan Bupryansas
MaLMHA MALHHE MaLMHA
darpyzka wHacTpose S50 @ coem
EYTEHTACDMEELIH AR T
Hcnonkays AP SNS: / Wnos ™ e Cepeep SezonacHcoTH Cepsep BO
- MONYSEHUE KOHTEKCTA TEKYLIBID NONsI0aaTENR Astralinux SE 1.6 Astralini SE 16
= NOMYSERNE W3 KOHTECTA YDOBHA CRCCH On.gr\]m( 1 . OpenJOK 11 Asfralinux SE 16
Nainx Mgi FostgresaL 12
HTTR 1 . HTTR Manyoins CEPENC NPEAOCTARNEHUA ) ToR _
NDORCUPOBSAEMS TDRGMKE, _; Wik Ge3onacHCoTH : sy S50 ;T KOHIPUTYPALMK 550 5 Foaceoaus _
HTTP Headars: : = port 457} uapad
TIOTRHOM NOME30ESTENR . (port 2000) —— 100 0BG apeiaen
# yposHew SNS : — I - Security
L — . -
HTTP i reh— T (port 47500) ]
CTpasmuz : H H
Y TEHTHCOMESLNA H
I Copenc RAEHTHRMEILMA
3anpee ua sDHEILAD W ay TeHTH kAL
. A (port 8200}
Wz : A i | HTTP - = i
. : x 3anpon Ma ATOPWIALNG PEMC 2ETOpHIBLMN t
@MMHOTD EX0OA : H
EgMkas  TOUKE  SXOEE  AnA BCex : {port 8900} i
MONGIOEATENLCKI HTTP 38NpoOCos. ] ]
BLINOMHRET  @YHELMG  NPOKCUPOBAHMA H H
TOMDMER,  KOHTROME  @yTEHTICDHKALIM, -
SHCTRY  NMLNAX JTONOEKOR W BEAGHME ; 3 I [T T
CACCHM NONLI0BATENA NO JWT. JWT Tokes N HA )rpoamgmml
caceim nepenaeTca 8 HTTR header & auge : y oLl
coockie. ] E : ;
3anpoc #a focTyn : Moy BulONHEHIA i
S b ! 38134 10 PICINCAHNID '
3ANPOC HA OCTYN & OTLEKTY ¥ CRPBMCA TIONYNEHNE MHEDODMLNK O ] (port 2400} !
ALTOPHIALIAM. nonLaoeatene no JWT ] |
v Maryaesme wHbapMEY ua Cepenc
- ApaHMNILA cecCMe ¢ Y3 no JWT nyGnnsnoro AP1
| Sanecing pasiLel 00 TOREHY BETMEHOH CECCHN (port 9500}
CEPOME DETMCTAPLMK - Cepes
> CoBkITMA peep A
.’
: I 1 | AstraLinw: SE 16
PostgreSQL 12.x
PerncTpaums cobumi e CEPBWE YNPAENERRR 1 e -
GEAONACHOCTH, et (port B100) Mogsreamea ol
Bulips  USHTD/WI0E3HHOS  CEDEMCA et | 1 1 000 peiem
pericTpaLy coSumil Gesonacsoc. .- Cramua Ul Munswors saduera Security audit
Mpovokom: HTTF HITP
Agpec: hitpidhosty {porthvievent Ornpaexa yeegosmneswi ha EMAIL Tt
Tun sanpoca: POST HTaphen
THR AAHHBIX 3aNpoca: spplication]son " 'm:i’”'m?m""
CepEMC PACCRINKEH YESI0MNSHHE
(port 28000)

N

Pucynok 50. TunmoBasi cxema pa3menieHust u3aeaust
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MPUJIOKEHME E. SQL CKPUIIT CO3JIAHUSI APXUBHOM B/

s coznanus apxuBHOW B/l HEOOXOJMMO BBHINOJHUTH CKPHUITHI, KOTOPBIC MPEJACTABICHbBI B
Tabimue 19.

Tadoauua 19. SQL ckpunt co3nanusi apxuBHoii b1

Omnucanne cepsuca B popmate Openapi
3.0.1 (Swagger)

1. Ckpunr co3manus monb3oBareias u BJ[ security ar- i

chive J

init_security_archive
.sql

Ne HanmeHnoBaHue cepBuca

2. Ckpunr co3maHust cxeMbl Security audit_ussussar- 5

chive J

init_security_archive
_schema.sql

HpaBI/IJ'Ia H IOPAAOK BBIIIOJHCHUA CKPUIITOB!

1. Ckomupoats ¢aitiel B @C cepepa, B MKy Kyaa €CTh JOCTYI Ha YTEHHE T0JIh30BATEIIO
postgres.
2. BBIMOTHUTH CKPUIIT CO3/IaHuUs ToJb30BatTest u b/ n3-mox mons3oBaress postgres:

Psgl -f <nyTe HO mamnkv, Kyma CKOIMPOBaHel Qarkr>/init security archive.sql

3. BruInoaHHUTE CKPHUIIT CO3aaHUs CXEMbI U3-110/1 I10JIb30BATCJIA pOStg res u kiaro4om —d.

Psql -f <myTb OO manky, KyIa CKOIMPOBaHEl Qaier>/init security archive schema.sqgl -d
security archive
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NPUJIOKEHUE K. OIIMCAHHUE ITOJJHOMOYUH POJIEN
JTOCTYIA JUISA JIK AIMUHHUCTPATOPA

Onwucanue nmonHomounii poineit nocryna st JIK agmunuctpatopa npuseaeno B tadmuie 20.

Tadoauua 20. Onucanue MoJTHOMOYHIA poJeii qoctyna ajst JIK agmunucrparopa

JlocTynHbIe MYHKThI

JocTynHble onepauuu

OrpannvyeHnusi Ha

Orpannyenus Ha popmy

MEHI0 CIIHCKOBYIO (hopmy pelaKTHPOBAHUS
AnmuHHCcTpaTop 6ezomacHocTu (SecurityAdministrator)
Moit ipod s N3MeHuTs mapoJib Het Her
Opraau3arum Jo6aButs, OTKpHITH Ha | Her Her
pelaKTHPOBaHUE,
VY nanutb, OOHOBHUTH
Ponu B opranuzanuu Hob6aBute, OTkpeiTh Ha | Her Her
peaKTUpPOBaHUE,
V nanmuts, OOHOBUTE
VYueTHsble 3anUCU HobGasuts, OTkpeITh Ha | Her Her
peaKTUpPOBaHUE,
VY nanutb, OOHOBHUTH
CoTpyaHuKH Hob6aBute, OTkpeiTh Ha | Her Her
penaKkTHpOBaHUE,
VY nanutb, OOHOBHUTH
3amernieHus Hob6aBute, OTtkpeiTh Ha | Her 3aKphIThI Ha
peaKTUpPOBaHUE, peAaKTUPOBAHUA
Y nanuts, CIIEYIOIINE TTIOJIA:
AKTHBHU3HPOBATb, — ABTOD;
BepryTs Ha — CocrosiHue 3anucHy.
pelaKkTHpOBaHUE,
TKJIOHUTH, OOHOBUTH
O 06
3asaBKu Hob6asute, OtkpriTh Ha | Her 3aKpbITHI Ha
pEeaKTUPOBAHUE, pEeAaKTHPOBAHUA
Y nanurs, CIJIEAYIOLINAE TOJIS:
3aperucTpupoBarsb, — Wms monp3oBarens;
Bosepar Ha 10paboOTKYy, — COTpy/IHUK;
Ortkazare, CormacoBaTs, — T 3asBKH;
Hcnomuutsb, OOHOBUTH — Craryc;
— JlaTa u Bpems co3naHusl.
Moaynu Hob6aButh, OTtkpbiTh Ha | Her Her
pPEIAKTHPOBAHNE,
V nanuth, OOHOBUTH
Cxemsl Hob6asute, OtkpeiTh Ha | Her Her
PEIAKTHPOBAHNE,
VY nanutb, OOHOBHUTH
Nudopmanmonubie Ho6aBute, OTkpeITh Ha | Her Her
CUCTEMBI peIaKTHpPOBaHNE,
Y nanurs, 3arpy3uthb

kaptouky UIC, OOHOBUTH
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JocTynHble MYHKTHI

JlocTynHbIe onepanuu

OrpanuveHnusi Ha

Orpanuyvenusi Ha popmy

MEHIO0 CNMCKOBYIO (hopmy peAaKTHPOBAHUS
JIumutel ceccun Hob6asute, OTkpeiTh Ha | Her Her
peIaKTHpOBaHUeE,
YV nanutb, OOHOBHUTH
Pomm Jo6aButs, OTKpHITH Ha | Her Her
peIaKTHpPOBaHNE,
VY nanutb, OOHOBHUTH
Tuns! GhyHKIHIA Job6aButs, OTKpEITH Ha | Her Her
peIaKTUpOBaHUE,
VY nanutb, OGHOBUTH
OyHKIUU Hob6asute, OTkpeiTh Ha | Her Her
peIaKkTUpOBaHUeE,
VY nanutb, OOHOBHUTH
[Honutuku - Her -
O6mwekTrl BJI IC Hob6aBute, OTkpeiTh Ha | Her 3aKpBITHI Ha
peIaKTHpPOBaHUE, PEAaKTHPOBAHUS
Vnamuts, OOHOBUTH CIeyIore MoJs:
— KonTponupyemoie
JTaHHEIE;
— CocTosIHUE 3aMuCH;
— KommMmeHTapwuii k
COCTOSTHUIO.
YpoBHU Hob6aBute, OTtkpeiTh Ha | Her Her
KOH(UICHIINATHHOCTH | PelaKTUPOBAHUE,
VY nanutb, OOHOBHUTH
Oobmume OTKpBITE Ha | Her 3aKpbITHI Ha
peIaKTHpOBaHUE, peIaKTUPOBAHS
OOHOBHTH CcJeyroIne MoJIs:
— Koz;
— HanmenoBanue;
— Omnucanue;
— CocTostHUE 3aITUCH.
Kypnan - Her -
Ceccun VY nanmuts, OOHOBUTH Het -

YonHoMo4eHHBII opr

anmsamuu (PowerUser)

Moii mpouib

N3MeHuTs napoJib

Her

Her

Ponu B opranuszanuu

Jo6aButh, OTKpBITH Ha
penaKTHPOBAHKE,
VY nanutb, OOHOBHUTH

3amucu Ha CIIUCKOBOU
(hopMe orpaHHUCHBI 110
MPUHAIISKHOCTH K

YkazaHue 3Ha4eHus B 10JI€
«Opranuzanys/moapaszeie
HHE» OTPAHUYEHO 3aAIMCHIO

OpraHH3aLNN OpraHu3aly/moapa3aeieH

YHOJTHOMOUYEHHOTO us YIOJTHOMOYEHHOTO

COTpY/JIHHKA. COTpY/IHUKA OpraHU3aLllH.
VY4erHble 3anucu Hob6asute, OtkpeiTh Ha | Her Her

peIaKTHpPOBaHUE,
VY nanutb, OOHOBHUTH

CotpyaHuKH

Jlo6aButh, OTKpHITH Ha
pEeIaKTHPOBAHUE,
V nanutk, OOHOBUTH

3amnucu Ha CIIMCKOBOM
(hopMe orpaHHUCHBI 110
[IPUHAUIEKHOCTH K

VYkazaHue 3Ha4€HUs B M0JIE
«Opranuzanus/noapasiene
HHE» OIPaHUYCHO 3aIHCHI0

9
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JocTynHble MYHKTHI

JlocTynHbIe onepanuu

OrpanuveHnusi Ha

Orpanuyvenusi Ha popmy

MEHIO0 CNMCKOBYIO (hopmy peAaKTHPOBAHUS
OpraHu3aluu OpraHu3aIuu/oApasacicH
YIOJIHOMOYEHHOTO us YIOJHOMOYEHHOTO
COTpY/IHHKA. COTpYIHUKA OpPTaHU3ALINH.
YKka3aHue 3HaUYEHUs B MOJIE
«Poxp B opranmzamum»
OTPaHUYCHO MepeYHeM
poJiel,  MpUHAMJICKAIINX
OpraHu3aIu
YIOITHOMOYEHHOTO
COTpYIHUKA.
3amereHus Jlo6aBuTth, OTKpHITHh Ha | 3aMMCH HA CIHCKOBOW | 3aKPBITHI Ha
peIaKTHpOBaHNE, (hopMe orpaHIUYEHBI 110 | peIaKTHPOBAHUS
VY nanuts, NPUHAIJICKHOCTH CIIEAYIOIINE TIOJIS:
AKTHBH3UPOBATb, YKa3aHHBIX — ABTOD;
BepuyTsh Ha | COTPYTHUKOB B | — CocCTOsIHUE 3alHCH.
pPE€aAaKTUPOBAHUE, 3aMCINCHUAX K | Vka3anue 3HAYECHUS B
OtkiioHuTH, OOHOBUTH OpraHu3aluu TOJISIX «3ameraemMbIit
YIIOJIHOMOYEHHOT'O COTPYAHUK u
COTpY/IHHKA. «3aMearmun
COTPYIHUK»  OTPAaHUYEHO
COTpYTHUKAMHU
OpraHu3aIH
YIIOJITHOMOYEHHOTO
COTpYIHUKA
3asBKU Job6asuts, OTKpBITH Ha | 3aUCH Ha CIIUCKOBOM | 3aKPBITHI Ha
peIaKTHpPOBaHUE, (hopMe orpaHIUYEHBI 110 | peIaKTUPOBAHUS
Y nanurs, MIPUHAIEXHOCTH CJIeIyFOIIIHe TIOJIS:
3aperucTpupoBars, co3marenst 3asABKH K | — MIMd OIB30BaTENS;
Bo3Bpar Ha 110paboOTKy, | OpraHu3aIiu — COTpY/IHHK;
Ortkazats, CoriacoBars, | YIIOJTHOMOYEHHOTO — Tum 3asBKY;
Hcnonmuautb, OOHOBUTH COTPYIHHKA — Craryc;
— [ara u Bpems co3naHusl.
Pomu OOHOBHTH Her dopMa pelaKTUPOBAHUS HE
JIOCTYTIHA.
Cortpyanuk (User)
Moii mpouib N3meHuTs naposs Her Her
3amereHus JobGasuts, OTkpeITh Ha | Ha crimckoByto popmy 3aKpHITHI Ha
peIaKTHpOBaHUE, BBIBE/ICHBI TONBKO T€ | nonaxrppoBanus
Y nanuth, 3aMACH, B KOTOPBIX | ¢renrviomie ONS:
AKTUBU3UPOBATS, «3aMelaeMbIi
OGHOBUTS. COTPYTHUK wm | ~ ABTOP;
«3aMemaronmii — CocrosiHue 3amucHu.
COTPYIHHUK»  YyKa3aH | YKka3aTb 3HaYCHHE B TOJIE
TeKYITUH «3aMelaeMbIi
M0JIb30BATENb. COTPYTHUK» MOXKHO

TOJIBKO TEKYIIETO
MTOJIE30BATENIS U B TTOJIE
«3aMeraromui
COTPYAHUK» MOXKHO
yKa3arb Jr000T0
COTPY/IHHUKA,
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JocTynHble MYHKTHI
MEHIO

JlocTynHbIe onepanuu

OrpanuveHnusi Ha
CNMCKOBYIO (hopmy

Orpanuyvenusi Ha popmy
peAaKTHPOBAHUS

OPUHAAJICIKAIICTO K
OopraHn3aly TEKyLICro

MOJIB30BATES.
3asBKU Jo6aButh, OTKpBITH Ha | 3amKCH HAa CIHUCKOBOH | 3aKPBITHI Ha
peIaKkTUpOBaHUE, hopme BBIBOJISITCS | pETaKTUPOBAHUS
VY nanutsb, TOJIBKO CO3JITaHHBIC | CIEAYIOLIUE OIS
3aperucTpupoBaTh, TEeKYIITAM — Wms monp3oBarens;
OOHOBUTH I10JIb30BaTEIEM. — COTpy/IHHK;
— Tun 3asBKu;
— Craryc;

— JlaTa 1 Bpemsi co3iaHusl.
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HPUJIOXKEHMUE 3. CIIMCOK HPEAYCTAHOBJIEHHBIX UC B U3JIEJIUA

Crucoxk npenycranoBiennbix UC B M3nenuu npuseeH B Tabnuie 21.

Tabauna 21. Cnucok npexycranoBiaenHbix UC B U3nennu

Kopn

HaumeHnoBanue

Onucanue napamMeTpoB

Onucanue

orgunit_public

[lyOnuanenii  pecypc ISl MOTydYeHUS
CIIMCKa OpraHu3aluii

"ss0": {
"key": "orgunit_public",
"url";  "http://admin:8100/admin/general/data-
source/orgunit",
"public"; true,
"properties": {},
"deleteCookies™: [],
"staticHeaders": []

}

atabase": {

"connection": ",

"createRIsPolicies": false,

"substitutionTable": "sbSubstitution",
"syncEmployeesData": false,
"employeeToRoleTable": "sbEmploy-
eeToRole",

"employeeldSessionAttribute":

"app.employee_id"

UC nmpeagnazHayeHa [uisi MOJYyYEHHUsSl CIIHCKA
OpraHu3alnui Ha dopme perucTpannu
H0JIb30BaTELA.

user_validator

[lyOnuuHblii  pecypc JUIsl  BajuIalldu
[10JIH30BATEINSI 10 UMEHHU YUYETHOU 3amucu

—~

"ss0" : {
"key" : "user_validator",
"url" : "http://admin:8100/admin/general/vali-
date/usr/login”,
"public" : true,
"properties” : { },
"deleteCookies" : [ ],
"staticHeaders" : []

NC mnpennaznadeHa st oOparieHus K CEpBUCY
BaJIMIalli¥ YHUKAILHOCTH WUMEHHU YUYETHOMW 3aInch
MOJIL30BATEIIS Ha hopme perucTpanuu
TIOJIH30BATEIISI.
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Kon

HaumeHnoBanue

Omnucanue napamMeTpoB

Onucanue

}

"database" : {
"connection" : ",
"createRIsPolicies" : false,
"substitutionTable" : "sbSubstitution”,
"syncEmployeesData" : false,
"employeeToRoleTable" : "sbEmploy-
eeToRole",

"employeeldSessionAttribute” :  "app.em-
ployee_id"

}

password_validator

[lybnmuanenii  pecypc  mms
MapoJIst HOJTb30BATENS

BaJIM AN

~

"sso" : {
"key" : "password_validator",
"url" : "http://admin:8100/admin/general/vali-
date/usr/password",
"public" : true,
"properties” : { },
"deleteCookies" : [],
"staticHeaders" : [ ]

}

"database" : {
"connection" : ",
"createRIsPolicies" : false,
"substitutionTable" : "sbSubstitution”,
"syncEmployeesData" : false,
"employeeToRoleTable" : "sbEmploy-
eeToRole",

"employeeldSessionAttribute” :  "app.em-
ployee_id"

}

UC mnpennasHaueHa s oOOpalieHHs K CEPBHUCY
BANMJAUMU Hapoist Ha (GopMe CMEHbI Mapos
HOJIb30BAaTEIIEM.
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HPUJIOKEHUE U. CKPUIIT YCTAHOBKH U3JIEJIUA

%]

deploy.sh
Bash ckpunt ycranoBku M3nenmus: eploy:sh

#!/bin/sh -x

# Cxpurr meruioa OTP.YCB
id

ver="s1"

base="/opt/uss"
distr="Sbase/distr"
stand="S$base/stand"

cd $base

mkdir -p "$distr"

cd distr

rm -rf "Sdistr/uss-distr-S${ver}" "$distr/uss-external-libs-${ver}"

unzip "uss-distr-${ver}.zip" || exit 1

rm -f "uss-distr-${ver}.zip"

cd "uss-distr-S${ver}"

unzip "uss-backend-${ver}.zip" || exit 1

unzip "uss-frontend-${ver}.zip" || exit 1

m -f *.zip

mv "uss-backend-${ver}"/* .

cp —aR "uss-frontend-${ver}"/* .

rm -rf "uss-backend-${ver}" "uss-frontend-${ver}"
unzip "../uss—external-libs-${ver}.zip" || exit 1
m -f "../uss-external-libs-${ver}.zip"

cp —aR "uss-external-libs-${ver}"/* .

rm -rf "uss-external-libs-${ver}"

find . -name '*.sh' -exec chmod +x {} \;

for v in *; do
case "Sv" in
*"—docker-"*) continue ;;
*"_ng_"*)
echo "Removing old S$v..."
sudo rm —-rf "$stand/Sv"
echo "Copying new S$v..."
sudo cp -aR "$v" "Sstand/"
sudo chown -R uss—-admin:uss-admin "$stand/Sv"

echo "Stopping $v..."

sudo systemctl stop "uss-component@S$ (systemd-escape "Sv")"

echo "Removing old Sv..."

[ —e "Sstand/Sv/local.sh" ] && sudo mv "$stand/Sv/local.sh" "$Sstand/Sv-local.sh"
sudo rm -rf "$stand/Sv"

echo "Copying new S$v..."

sudo cp -aR "$v" "Sstand/"
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[ —e "S$stand/$v-local.sh" ] && sudo mv "S$stand/$v-local.sh"
sudo chown -R uss—admin:uss-admin "$stand/S$v"
esac
done

cd ..
rm -rf "Sdistr/uss-distr-S${ver}"

echo "Restarting Universal security server..."
sudo systemctl restart uss.service

"Sstand/S$v/local.sh"
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HPUJIOXKEHMUE K. CKPUIITHBI UTHUIIUAJIU3ALIUU B/]

.

uss_security_init.sql

SQL ckpunT HHHIHAIA3AIKAN CXEMBI Security M3 aenus:

.

uss_security_audite

SQL ckpunt HHHIHAIA3AIKUU CXeMbl Security audite Mzpenus: ~init.sql
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